How to Encrypt a laptop using Truecrypt

Download the Truecrypt installer from www.truecrypt.org . These instructions refer to version 6.3a.

Have a writable CD and marker pen ready to create a TrueCrypt rescue disk.

Make a backup of the laptop files before starting (just in case!)

You will need to use an ISO recorder program to write an ISO image to a CD — if you don’t have such a

program installed already Truecrypt will enable you to go online and download one during the process as

long as you have a live internet connection.

5. The encryption process itself will probably take more than an hour, but can be interrupted and resumed if
necessary ( see later instructions)

6. Log into the laptop as administrator and install TrueCrypt using the downloaded setup file.

Open, File - Security Warning E|

Do you want to run this file?

Mame: TrueCrvpt Setup 6.3a.exe
Publizher:  TrueCrppt Foundation

Type: Application

pOP A

From: Ci\Documents and Settings'administratoriDeskbop

[ Run ][ Cancel ]

Always ask before opening this file

“while files from the Internet can be useful, this file type can
o patentially harm your computer. Only mn software from publizhers
you trust. Wwhat's the risk?

7. Click Run

& TrueCrypt Setup 6.3a

License

‘ou must accept these license terms before vou can use, extrack, or install TrusCrypt,

IMPCORTAMT: By checking the checkbox below and clicking Accept, vou accepk these license terms and
agree ta be bound by and to comply with them. Click the ‘arrow down' icon to see the rest of the license.

TrueCrypt License Yersion 2.8 ~

Software distributed under this license is distributed on an "A5 IS" BASIS WITHOUT WARRANTIES OF
ANY KIND. THE AUTHORS AMND DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
ANYOME WHO USES, COPIES, MODIFIES, OR (REJDISTRIBUTES AMY PART OF THE SOFTWARE 15, BY
SUCH ACTION(S), ACCEPTING AMD AGREEIMNG TO BE BEOUMD BY ALL TERMS AND COMDITIONS OF
THIS LICEMSE. IF ¥OU DO MOT ACCEPT THEM, DO MOT USE, COPY, MODIFY, MOR (REJDISTRIBUTE
THE SOFTWARE, MOR ANY PART(S) THEREGF.

L Definitions

1. "This Product” means the work {including, but not limited ko, source code, graphics, texts, and bt

[¥ I accept and agree ko be bound by the license bsrms

| Accepk Cancel

8. Accept the licence agreement



& TrueCrypt Setup 6.3a

Wizard Mode

Select one of the modes. If you are not sure which to select, use the default mode.

(+ Install

Select this option iF you want to install TrueCrypt on this system,

" Extract

If you select this option, all files will be extracted from this package but nothing will be
installed on the system, Do not select it if vou intend to encrypt the svstem partition or
system drive. Selecting this option can be useful, For example, if vou want ko run
TrueCrypt in so-called portable mode. TrueCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, vou can directly run
the extracted file ‘TrueCrypt.exe’ (then TrueCrypt will run in portable mode).

Help | < Back | Mext = | Cancel |

9. Accept the option to install and click Next to install TrueCrypt

&7 TrueCrypt Setup 6.3a

Setup Options

Here vou can set various options to control the installation process,

Flease select or type the location where you want to install the TrueCrypt program files. If the
specified Folder does nok exist, it will be automatically created,

| C:\Program Files) TrueCrypt!, Brows:

v Install for all users

¥ Add TrueCrypt to Start menu

I¥ Add TrueCrypt icon to desktop

I¥ Associate the ke fils extension with TrueCrypt
V¥ Create System Restore point

Help | < Back. | Install | Cancel

10. Accept the default setup options and click Install

TrueCrypt Installed

TrueCrypt has been successfully installed. You can click Finish and run TrueCrypt now.

Installing C:hProgram Files) TrueCryptitruecrypl. sys ~
Installing :\Program Files) TrueCrvptitruecrypt-xa4.sys

Installing < y\WIMDOW S syskem 32 Driversitruecrypt . sys

Installing C:iProgram Files) TrueCrypt, TrueCryvpt Setup exe
Adding registry entry Software\Classes\ TrueCryptyolume
Adding registry entry Soff
adding registry entry Sof TrueCrypt Setup
Adding registry entry Sof
Adding registry entry Saof
Installing TrueCrypt devi
Skarting TrueCrypt devic

\31) TrueCrypt has been successfully installad.
Adding icon C:\Document
Adding icon C\Documment

Adding icon C:\Document

Adding icon C:\Docurmen e e e e
Installation completed.

|
| | Finish |

vpt

rueCrypt.Ink
rueCrypt Website, L
ninstall TrueCrypk.|

|

11. TrueCrypt will be installed. Click OK



TrueCrypt Setup

P | If vou have never used TrueCrypt before, we recommend that you read the chapter Beginner's Tukorial in the
\f/ TrueCrypt User Guide. Do you wank ko view the tutorial?

es yls} |

12. You will be prompted to read the tutorial guide — do so if you wish to or click No, then click Finish.
13. Find the Truecrypt icon on the desktop and click on it to start TrueCrypt

TrueCrypt

Wolumes Tools

Keyfiles Settings

Help Homepage

En
Cori x ; : Si Ei Li lgorith 1 -
‘q:::e Permanently Decrypt System Partition/Drive {22 | ZIrY pLin Anorinm ¥Re —
SaE: Resure Interrupked Process
a0y . .
Create Hidden Operating System...
S bl
""‘g Create Rescue Disk...
G ] - 5
Sk Yetify Rescue Disk
"_‘,"L: Mounk Without Pre-Book Authentication, ..
S
S Change Passward. .. =
a0 _— ;
: Set Header Key Derivation Algorithm. ..
Gt
Sl Propetties. ..
- b
Settings. .. |

Create Yolume E
Wiolurne
| ﬂ Select File. ..

v Mever save history
Yolume Tools... ‘

Select Device,.. |

TMount | Auko-Mount Devices Dismount Al ‘ Exit |

14. Select the System tab and select Encrypt system partition/drive

TrueCrypt Yolume Creation Wizard

Type of System Encryption

* Normal

Select this opkion if vou merely wank bo encrypt the system
partition or the entire system drive.

" Hidden

It may happen that you are farced by somebody ko decrypt the
operating system. There are many situations where you cannot
refuse to do so (for example, due ko extortion). IF you select
this option, you will create a hidden operating system whaose
existence will be impossible to prove (provided that certain
qguidelines are Followed), Thus, vou will not have to decrypt or
reveal the password to the hidden operating system. For a
detailed explanation, please click the link below,

More information

Help | Mext = | Cancel

15. Select Normal and Next



TrueCrypt Yolume Creation Wizar

Area to Encrypt

" Encrypt the Windows system partition

Select: this option to encrypt the partition where the currently
runining Windows operating swstem is installad.

{* Encrypt the whole drive

Select this option if you want ko encrypt the entire drive on
which the currently running Windows system is installed. The
whole drive, including all its partitions, will be encrypted except
the first krack where the TrueCrypt Book Loader will reside.
Anyone who wants to access a system installed on the drive, or
files stored on the drive, will need to enter the correct
password each time before the syster starts, This option
cannot be used to encrypt a secondary or external drive if
Windows is not installed on it and does not boot: From it

Help | < Back. | Mext = | Cancel

16. Select Encrypt the Whole Drive and Next

TrueCrypt Yolume Creati

Encryption of Host Protected Area

" ‘es
* o

At the end of many drives, there is an area that is normally hidden
from the operating systemn (such areas are usually referred ko as
Host Pratected Areas), However, some programs can read and write
data fromyto such areas.

WARMING: Some computer manuFacturers may use such areas to
skore tools and data For RAID, syskem recovery, system setup,
diagnostic, or ather purpases, IF such tools or data must be
accessible before booting, the hidden area should MOT be encrypted
{choose ‘Mo’ abowve).

Do you wank TrueCrypt to detect and encrypt such a hidden area (jf
any) at the end of the system drive?

Help | < Back | MNext = | Cancel ‘

17. Select NO to Encryption of Host Protected Area and click Next

TrueCrypt Yolume Creation

Number of Operating Systems

+ gingle-boot

Select this option if there is only one operating system installed
on this computer (even if it has multiple users).

" Multi-boot

Select this option if there are bwo ar more operating systems
installed on this computer.

Far example;

- Windows %P and Windows xP

- Windows XP and Windows Yista
- Windows and Mac 05 X

- Windows and Linux

- Windows, Linw: and Mac O3 %

Help | < Back. | Mext = | Cancel

18. Select Single Boot and click Next




B TrueCrypt Yolume Creation Wiza

Encryption Options

Encrwption Algorithm

e ER
FIPs-approved cipher (Rijndael, published in 1998) that may be
used by 1.9, government departments and agencies to pratect

classified information up to the Top Secrek level, 256-bit key,
128-bit block, 14 rounds {(AES-256), Mode of operation is XTS.

More information on AES Benchmark

Hash Algorithm

RIPEMD-160 ~ | Information on hash algorithms

Help | = Back I Next = | Cancel

19. Click Next to accept the default encryption options

¥ TrueCrypt Volume Creation Wizard

Password

bk ek
Passwaord: |

. bk ek
Confirm: | |

I Use keyfiles il

1t is wery important that vou choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary {or a combination of 2, 3, or 4 such wards), It should
nok contain any names or dates of birth. It should not be easy ko
guess. & good password is a random combination of upper and lower
case letters, numbers, and special charackers, such as @ ~=§ * +
etc, We recommend choosing a password consisting of more than 20

characters (the longer, the better). The maximum possible length is 64
characters,

Help | = Back | Mext = | Cancel ‘

20. Enter a strong password and repeat it in the confirmation box. Leave the Use Keyfiles box blank.

TrueCrypt Volume Creation Wizard

"j WARMNING: Shatt passwards are easy ko crack using brute force techniques!

‘we recommend choosing a password consisting of more than 20 characters. Are you sure you want o use a shork
passwaord?

21. If your password is less than 20 characters you will receive a warning message. Click Yes to continue



E' TrueCrypt Yolume Creation Wizard

Collecting Random Data

Current pool content (partial)

75 02 AT EB 33 91 35 Fi 44 4FE A5 A6 6B 26 185
72 52 57 FD Fa C9 86 37 1D 52 DE OF 56 93 15
78 75 24 FO 7F 44 1D 8E 23 DE 4F 71 EF CF 29
04 D& 3C 45 39 4C 46 5C 3% 20 09 7C E3 2F A7
43 AE CS5 EF AF C2Z E7 42 81 54 6E FF 10 95 A3
41 0D 9F g4 D7 42 6F 3F 47 10 F& zZ0 8D 27 CF
CDh 6C 3E 54 2D §9 34 34 B9 23 14 BEE 90 6C E3
FC C3 E6 27 42 E2 77 D2 47 20 20 C4 17 83 C7

[+ Cisplay pool content

IMPORTANT: Move vour mouse as randomly as possible within this
window. The longer you move it, the better, This significanthy
increases the cryptographic strength of the encryption keys, Then
click Mext ta continue.

Help | < Back. | Mexk = | Cancel |

Keys Generated

The keys, salt, and other data have been successfully generated. IF
yau want ko generate new keys, click Back and then Mext, Otherwise,
click Mext ko continue,

Header Key: 57CO1CO60F34AA305368C15F7531E9E4A. ..
Master Key: SF38057485734BASCL30F52445248DF0. ..

v Display generated keys (their portions)

Help | < Back. | Mext = | Cancel

23. The screen shows the keys generated, click Next.

rueCrypt Yolume Creation Wizard

Rescue Disk

Before you can encrypt the partitionfdrive, you must create a
TrueCrypt Rescue Disk (TRDY, which serves the Following purposes:

- If the TrueCrypt Book Loader, master key, or other critical data gets
damaged, the TRD allows vou to restare it (note, however, that you
will still hawe to enter the correct password then),

- If Windows gets damaged and cannot start, the TRD allows you ko
permanently decrypt the partition/drive before Windows starts,

- The TRD will contain a backup of the present content: of the Firsk
drive track {which typically contains a system loader or boot manager)
and will allow you ta reskaore it if necessary.

The TrueCrypt Rescue Disk IS0 image will be created in the location
specified below,

| ‘iserver-01%administrakord TrueCrypt Rescue Dis Browse..,
Help | < Back | Mext = | Cancel |

24. TrueCrypt will create an ISO image (CD image) of a TrueCrypt rescue disk for this system, for use in case of
problems. It will create this in My Documents by default — you have the option to change this location. It s a
good idea to make sure the file name includes the system name of the laptop unit so that you can identify
which system it will rescue, and that the file name has the extension .ISO . Click Next.



¥ TrueCrypt Yolume Creation Wizard

Rescue Disk Recording

The Rescue Disk image has been created and skored in this file:
\iserver-01%administrator§y Truecrypt Rescue Disks) TrueCrypt Rescue
Disk Laptop-12

Mow wou need to burn it ko a CD ar DYD.

IMPORTAMT: Mote that the file must be written to the COYDYD as an
150 disk image (not as an individual file), For information on how ko do
s0, please refer ta the documentation of your COJDYD recording
software. If vou do not have any CDJDVD recording software that
can write the IS0 disk image to a COJDVD, click the link below ta
download such free software,

After vou burn the Rescue Disk, click Next to verify that it has been
correctly burned.

Download COIDYD recording software

Help | | Mext = | Cancel |

25. You will be prompted to download software to write the ISO image to the CD in the correct format. It may be
that you already have software installed on the laptop that can write the ISO image to a CD, but if you are not
sure then use the link provided which will take you to a page where you can download one of the software
packages recommended. ( | used ISO recorder)

Third-Party CD/DVD Recording Software

IS0 Recorder (zsimple, freswarsl:
http:/fizorecorder.alexfeinman.com/isorecorder.htm

InfraRecorder (advanced, cpen-source):
http://finfrarecorder.sourceforge.net/

26. Install the ISO recorder software, browse to your previously saved ISO image and right-click it to burn it to a
writable CD, as below:

arlE Disk,

Copy image to CD
Open
Cpen With, .

& cD Recording Wizard ﬁ

SourCe

() Image File Wiserver-01%administrator$i Truecrypt Re E]

(@«s]

Recorder

[ Blank Writable Usable v

[ Cancel ” MNesxk ]

27. Click Next to burn the CD, and Finish when complete.
7



(X

Operation has been complated. Click "Finish" o exit IS0 Recorder

TrueCrypt Yolume Creation Wiz

Rescue Disk Recording

The Rescue Disk image has been created and skored in this file:
\iserver-01%administrator§y Truecrypt Rescue Disks) TrueCrypt Rescue
Disk Laptop-12

Mow wou need to burn it ko a CD ar DYD.

IMPORTAMT: Mote that the file must be written to the COYDYD as an
150 disk image (not as an individual file), For information on how ko do
s0, please refer ta the documentation of your COJDYD recording
software. If vou do not have any CDJDVD recording software that
can write the IS0 disk image to a COJDVD, click the link below ta
download such free software,

After vou burn the Rescue Disk, click Next to verify that it has been
correctly burned.

Download COIDYD recording software

Help | | Mext = | Cancel

28. Return to Truecrypt and click Next to verify the CD

TrueCrypt Yolume Creation Wizal

Rescue Disk Verified

The TrueCrypt Rescue Disk has been successFully vetified, Please
remove it Fram the drive now and store it in a safe place.

Click Mext ko continue,

Help | | Next = | Cancel |

29. Remove the CD, label it eg “TrueCrypt Rescue Disk — laptop xx” and Click Next to continue



TrueCrypt Yolume Creation Wizard

Wipe Mode

‘Wipe mode: |None {Fastest) ﬂ

On some bypes of storage media, when data is overwritten with other
data, it may be possible to recaver the averwritten data using
techniques such as magnetic Force microscopy. This also applies ta
data that are owerwritten with their encrypted form {which happens
when TrueCrypt initially encrypts an unencrypted partition or drive),
According to some studies and governmental publications, recovery of
overwritten data can be prevented {or made very difficult) by
overwritting the data with pseudorandom and certain non-random
data a certain number of times, Therefore, if vou believe that an
adversary might be able to use such techniques to recover the data
you intend encrypt, vou may want ko select one of the wipe modes
{existing data will NOT be lost), Moke that wiping will MOT be
petformed after the partitionfdrive is encrypted. When the
pattition/drive is Fully encrypted, no unencrypted data is writken to it
Any daka being written ko it is first encrypted on the fly in memory and
only then is the {encrypted) data written to the disk,

Help | < Back. | Mext = | Cancel

30. Click Next to accept the default Wipe Mode and continue

TrueCrypt Yolume Creation Wizard
System Encryption Pretest

Before encrypting your system partition or drive, TrueCrypt needs to
verify that everything warks carrectly.

After vou click Test, all the necessary components (for example, the
pre-boot authentication component, i.e. the TrueCrypt Book Loader)
will be installed and wour computer will be restarted. Then you wil
have to enter ywour password in the TrueCrypt Boot Loader screen
that will appear before Windows starts, After Windows starks, you will
be automatically informed about the result of this pretest,

The following device will be modified: Drive #0

If wou click Cancel now, nothing will be installed and the pretest will
nat be performed.

Help | < Back | Test | Cancel |

31. On the System Encryption Pretest screen — click Test. You will be prompted to print instructions in case the
test fails.

TrueCrypt Yolume Creation Wizard [

rf Your computer must be restarted,
L

Da you wank bo restart it now?

Yes Mo

32. Click on Yes to restart your computer and pre-test the encryption setup. You will be asked to enter the
Encryption Password you created before the system re-boots. Log in as administrator again and TrueCrypt
will automatically start.



E' TrueCrypt Yolume Creation Wizard

Pretest Completed

The pretest has been successfully completed.

WARNING: Please note that if power supply is suddenly interrupted
wihile encrypting existing data in place, or when the operating swstem
crashes dus ko a sofkware error o hardware malfunction whils
TrueCrypt is encrypting existing data in place, portions of the data will
be corrupted or lost. Therefare, befare vou start encrypting, please
make sure that vou have backup copies of the Files vou want to
encrypt. If you do nok, please back up the files now {you can click
Defer, back up the files, then run TrueCrypt again anvtime, and select
‘Sywskem’ = 'Resume Interrupted Process' to skart encrypking).

wivhen ready, click Encrypt o skark encrypting.

| Encrypt | Defer |

33. Click on Encrypt to start encrypting the whole disk. This may take several hours depending on the age of the
laptop, size of the disk and the amount of data stored on it — TrueCrypt will display an estimated time for
encryption and show the progress of the operation. You can pause the process, close down and restart the
PC and continue later if necessary.

rueCrypt Volume Creation Wizard

Encryption

Options

‘Wipe mode: | J
Pause

Done 0,145%  Status | Encrypling Left | 80 minutes

You can click Pause or Defer anytime to interrupt the process of
encryption ar decryption, exit this wizard, restart or shut down wour
computer, and then resume the process, which will continue from the
point it was skopped. To prevent slowdown when the system ar
applications write or read data from the system drive, TrueCrypt
autamatically waits until the data is writken or read (see Status
abaove) and then automatically continues encrypting or decrypting.

More information

Help | | | Defer |

When the encryption is complete, you will be prompted to print a help file that explains how to use the rescue disk
if required after encryption has taken place. Print this off and keep safe for emergencies.

TrueCrypt Volume Creation Wizard

i ) The system partition/drive has been successfully encrypted,

Mote: If there are non-system TrueCrypk volumes that wou need to have mounted automatically every time Wwindows
skarts, you can sek it up by mounting them and selecting 'Yolumes' = 'Save Currently Mounted Yolumes as System

Favorites'),

10



¥ TrueCrypt Volume Creation Wizard

Encryption

Options
Wipe mode: | = | _]

Done | 100%s Status Finished Left |

‘ou can click Pause or Defer anytime to interrupt the process of
encryption or decryption, exit this wizard, restart or shut down your
computer, and then resume the process, which will continue from the
paint it was stopped. To prevent slowdown when the system ar
applications write or read data from the system drive, TrueCrypt
automatically waits until the data is written or read (see Status
abowve) and then automatically continues encrypting or decrypting.

More information

Einish

Click Finish.

Whenever the system is rebooted the encryption key chosen must be entered by the user before the system will
boot into Windows. The TrueCrypt Rescue Disk and the printed instructions should be stored safely away from the
laptop in case you need them in the future to solve problems.

Diane Cox - May 2010
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