Introduction

SLG2 displays live data held in your school’s SIMS database securely and in real-time to teachers, parents and students. It is therefore vital that procedures are in place to ensure that data is accurate, up to date, complete and appropriate, both prior to issuing accounts and subsequently. This section provides a list of example key data- and system-related issues that each school should consider before implementing SLG2. Also included is outline advice from Capita based on existing implementations in schools and Local Authorities all over the country.

Schools and Local Authorities should also use their own experience and expertise in these areas, especially keeping up to date with guidance from Becta and UK legisation. In addition to this, Capita provides consultancy to schools and Local Authorities on these issues to help schools prepare.  
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	NOTE: This section does not cover the technical requirements for ensuring secure storage and transmission of sensitive data over the Internet.


	Key Issues
	Considerations & Actions

	A. User Provisioning & Issuing Accounts

	Duplicate contacts

When you enrol the sibling of an existing on-roll student, new contacts with the same details are sometimes incorrectly added to the SIMS database instead of the new student being linked to the existing contacts. If this is not detected, both versions of that contact receive different logins when usernames and passwords are issued, each with access to just one of the siblings.
	· Run the delete unlinked contacts routine.

· Run the duplicate contacts check report and use it to help identify where such contacts exist.

· If such contacts are found, rename one to identify it as being the one you wish to delete.

· Attach the student to the correct version of the contact; remove the link to the incorrect duplicate contact.

· Run the delete unlinked contacts routine again.

NOTE: This process does not have to have been completed for all duplicate contacts before provisioning any parents. However, the school should always check details of each parent before provisioning (please see Teachers who are also parents).

	Teachers who are also parents 

Historically, teachers at the school who are also parents have usually been given a separate ID in SIMS for each role, one in Personnel and the other as a contact. When issuing logins in SLG this causes two separate logins to be issued, one with access to the Teacher site, the other with access to the Parents site.
	As with Duplicate contacts. Link the student to the contact marked in SIMS as an employee and delete the other one so that the teacher has access to, and appropriate permissions for the teacher and parent sites once they have been issued with a login.

	Incorrect parental responsibility flag

Check that Parental Responsibility flags are correctly assigned to contacts in SIMS to ensure that appropriate contacts get access to, and appropriate permissions for the Parent site. At some schools there have been contacts shown as having parental responsibility for students who are not their own children. This may be correct but it is worth checking. If logins are issued, contacts who have parental responsibility for a student has access to details of that student.
	· Run a report to identify anomalies such as students with contacts that are not their mother or father being recorded as having parental responsibility or where the contact is shown as being a parent but does not have parental responsibility. Such a report is available for download on the file sharing site of SupportNet, resource no.395
· Check and correct such anomalies.

NOTE: as with the Duplicate contacts issue, it is not necessary to have corrected all entries before provisioning anybody but you must ensure that you check permissions before provisioning individual contacts.

· The school must also ensure that any parents with a court order against them have that flag ticked in the database so that they are immediately denied access to the child’s data, even if they have been previously issued with a login.

	Distributing Accounts

Ensure that usernames and passwords are securely distributed to the intended recipients.
	The process of issuing and maintaining parental login details should be carefully managed. Even if the data has been checked as above, it is recommended that the following process (or similar) is followed:

1. Choose a year group at a time.

2. Send a general letter asking if parents want online access to their children’s data. Some schools first issue logins, then ask parents to apply for their password, thereby introducing an opportunity for further data checks and vetting that of applicants. 

3. Send an Acceptable Use Policy to interested parents along with documents they must sign to confirm their acceptance, the accuracy of their details and details of the children for whom they have parental responsibility.

4. Request valid parental email addresses and enter this data into SIMS before provisioning.

5. Check and if necessary, amend all gathered parental data.

6. Provision the parents and issue the logins and passwords, using adapted versions of the reports provided within SIMS.

7. Distribute usernames and passwords separately.

NOTE: Some schools have decided to send the logins and passwords separately by post, some have asked parents to collect them and some have given them out at parents’ evening, where parents can immediately access the site and be given a demonstration.

8. In all cases, given the potential for difficulty, especially with first-time logins, it is important to provide clear instructions and help to try to avoid problems.

9. If a parent loses or forgets their password, the school can reset it, but must have a clear procedure as to how this happens and how the new password is delivered to the parent.

	B. Overall Strategy and Safeguards

	Access to Data

Ensure that you have an appropriate strategy, data policy and in-school procedures.
	· Develop an internal administration policy that outlines key procedures and practices.  This should include identifying what data to share and what to be kept private, and school processes to ensure that information is kept up to date and accurate. This must ensure that your school implementation adheres to the Data Protection Act, protects young children and that it follows current guidelines and UK legislation. For example:  Ensure that you have acceptance or agreement with students, where necessary, to share data with their parents(s) or carer(s) in line with the Data Protection Act.

· Ensure that the school staff involved are aware of their responsibilities.

· Refer to Becta advice at http://schools.becta.org.uk/index.php?section=ch&client=mi

	C. Data Specific Issues

	Attendance data

Data for session and/or lesson attendance (the latter if the school has purchased Lesson Monitor) is available to parents as soon as it is saved in SIMS. It is therefore vital that such information is as accurate as possible.
	· It is good practice to pre-enter all known reasons for absence into the system. These include things like holidays but also internal reasons why students may not be in their lessons but still be at school, such as inclusion rooms, lessons for special needs, music lessons etc. Internal codes for such reasons can be created.

· The school needs to ensure that as near to 100% of registers are taken at all times and that students with unauthorised absences are picked up immediately. The reports, front screen missing registers panel and today’s unauthorised absences can quickly identify such issues, but there must be systems in place to ensure that these reports are followed up immediately.

· If there are technical reasons why registers cannot be taken such as in PE, where it may be more difficult to take a register, then these need to be addressed. There are various solutions for such issues, not least the use of a web enabled phone. Set parents’ expectations that there may be some instances where attendance data is not immediately published online. Ensure, for example, that 'no mark' is not seen as an immediate cause for concern by parents.

· If staff suspect a truancy from a lesson, systems must be in place to immediately address this internally, perhaps using the ‘SIMS send message' routine.

	Achievement and Behaviour

A member of staff can enter a behaviour incident or achievement event via SIMS and these can be immediately available online for a parent to view. Such information is sensitive and systems must be in place to ensure that information is entered appropriately.
	· Decide whether to share behaviour and achievement information online with parents. You can change your mind or phase this in later.

· Consider using the web part properties to remove the ability for parents to see entries until staff have been trained to enter incidents.

· Consider using web part properties to define what information columns are available to parents. SLG2 2009 June Main Release (7.120) onwards allows schools to show or hide behaviour columns as required.

NOTE: The ability to display the student report card is scheduled for the SLG2 2009 October Main Release (7.124), as is the ability to enter report card and behaviour incidents via the register in SLG, as in SIMS.

· Train staff on the appropriate way to enter incident details, particularly the use of comments, so as to avoid use of other students’ names and personal opinion.

· Some schools set-up the behaviour management module in such a way as to minimise staff free text data entry, using the school’s own systems in the lookup options.

	Assessment
	· As far as the teachers are concerned, the marksheets they have permission to view in SIMS via their SIMS and group supervisor permissions are the same marksheets they can view in SLG with no further action necessary.

NOTE: The Display results in Learning Gateway check box in the template design screen refers to the parents’ ability to view the aspects rather than that of the teacher.

· Any template where the display results in Learning Gateway box has been ticked immediately displays any results that students have in the aspects on that template on the Student Summary screen. However, it is unlikely that the templates used by teachers to enter data are suitable to display to parents as there are too many aspects and may be difficult for parents to understand. The best advice is for the school to make one template per year group containing the 15-20 aspects that the school feels are most important for parents to view. In this scenario, the column headings can also be adjusted to make them easier to understand.

· For more information, refer to Publishing Assessment Information to Parents (Supportnet Resource Number 15052).

NOTE: The ability to publish students’ reports to parents, generated as a PDF, including data entered via SIMS Assessment is scheduled for release in the SLG2 2009 October Main Release (7.124).

	Profiles
	As with SIMS Assessment, there is no further action required within SIMS for the same Profiles reporting session to appear to the class teachers via SLG2. However, in order to make best use of the module, we advise that training is taken on how to set it up within SIMS.

NOTE: The ability to publish students’ reports to parents, generated as a PDF, including data entered via Profiles is scheduled for release in the SLG2 2009 October Main Release (7.124).

	Student Personal Details
	· It is imperative that schools ensure the safety of children in their care at all times. It is necessary to ensure that data, particularly sensitive data, is safeguarded from those that should not be receiving it.

· Students’ personal details held within SIMS are available to parents via SLG2 unless the school decides to hide specific web parts. Ones which have proved to be contentious include: Student address, Student phone number and Student medical details.

· It depends on what data the school decides to store in, for example, the medical information fields as to whether it is appropriate to display it to parents.

	Staff Personal Details
	Only staff with Personnel permissions in SIMS can view more than staff timetables via SLG2. Ensure that these permissions are correctly set.


In general, all of the above are issues which the schools should be addressing in any case and are not specific to SLG2. However, it is the introduction of Parental Online Reporting that has highlighted these data accuracy, information access rights and related issues.[image: image2.png]



