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Job Title: SENIOR SYSTEMS ENGINEER

Location: Newcastle (primary), Stafford, Leek, IOT, Axia, Gradbach
SALARY RANGE – Competitive 
Responsible to: Group Head of IT Services

Employment Type: Full-time

Overview

We are seeking an experienced Senior IT Engineer to play a key role in the strategic development, security, and modernisation of our IT environment. This position goes beyond day-to-day support and focuses on driving our cloud and security strategy, and delivering long-term infrastructure improvements aligned with business objectives.


The role will lead critical initiatives including the migration from on-premises Exchange and file storage to Microsoft 365 and OneDrive/SharePoint, strengthening our cybersecurity posture, and the design, support, and evolution of VMware-based infrastructure and enterprise networking. The successful candidate will act as a technical authority and trusted advisor, balancing hands-on engineering with forward-looking planning, standards development, and continuous improvement.


This is an ideal hands-on role for a senior engineer who enjoys influencing IT strategy, modernising legacy systems, and delivering secure, scalable solutions to reflect the requirements of the curriculum and College senior leadership team.
Key Responsibilities

Security
· Design, implement, and maintain security controls across on-premises and cloud environments

· Monitor and respond to security incidents, vulnerabilities, and threats

· Manage identity and access controls (Entra/Azure AD, MFA, Conditional Access)
· Maintain, and implement updates and security patches for the NSCG IT systems infrastructure to ensure network integrity and compliance. 

· Ensure systems comply with security best practices and internal policies

· Perform regular security assessments, patching, and risk mitigation
Microsoft 365 & Exchange Migration
· Lead and support the migration from on-premises Exchange and MS Office suite to Microsoft 365 (O365)

· Plan, execute, and troubleshoot mailbox migrations (hybrid, cutover, coexistence)

· Migrate on-prem file storage to Microsoft 365. Configure and manage Exchange Online, SharePoint, OneDrive, and Teams

· Optimize Microsoft 365 security and compliance features 

· Provide post-migration support and optimisation
Infrastructure & VMware
· Support and maintain VMware vSphere environments
· Manage virtual machines, storage, backups, and disaster recovery

· Troubleshoot performance, availability, and capacity issues

· Assist with infrastructure upgrades and lifecycle management
Networking
· Support and maintain enterprise networking infrastructure, including HPE / Aruba switching and Meraki/Cisco wireless

· Implement network security best practices and segmentation

· Troubleshoot complex multi-site network connectivity and performance issues
General IT Engineering
· Act as a senior escalation point for complex technical issues

· Document systems, procedures, and architecture

· Collaborate with support partners and business stakeholders

· Mentor junior engineers and promote best practices

· Participate in on-call or after-hours support as and when required



Person Specification: 
	Person specifications: 
	Essential / Desirable? 
	Method of 
Assessment 
(Application, 
Interview, Test, Qualification) 

	1. Strong background in IT security across on-prem and cloud environments


	E 
	A,I,T

	2. 5+ years of experience in a senior IT engineering or infrastructure role

	E
	A,I,T 

	3. Proven experience migrating Exchange on-prem to Microsoft 365
	D
	A,I

	4. Hands-on experience with Microsoft 365 administration


	E 
	A,I 

	5. Experience with Windows Server 2016-2025, Active Directory, DNS, DHCP, SCCM

	E
	A,I,T

	6. Solid working knowledge of VMware VSphere 7, 8, 9 


	E 
	A,I,T 

	7. Strong working knowledge of PowerShell scripting and automation experience


	E 
	A,I,T 

	8. Experience with backup, disaster recovery, and business continuity solutions


	E 
	A,I,T 

	9. HPE / Aruba Networking certification (current or latest equivalent, e.g., Aruba Certified Professional or Expert level)


	E
	A, Qual

	10. VMware certifications (VCP or equivalent experience)


	E
	A, Qual

	11. Strong troubleshooting and problem-solving skills


	E
	I, T 

	12. Excellent communication and documentation abilities


	E
	I, T

	13. Must be a team player with a “can do” attitude


	E
	A, I

	14. CompTIA Security+ certification


	D
	A, I, Qual

	15. CISSP (Certified Information Systems Security Professional)
	D
	A, I, Qual

	16. At least one Microsoft certification (Microsoft 365, Azure, MCP, MCSE)


	D
	A, I, Qual

	17. Experience working in education or security-sensitive environments


	E
	A, I

	18. Presenting solutions and situation reports to Senior Management


	D
	A, I

	19. Has an understanding of Equal Opportunities and a positive attitude towards them.


	E 
	A,I 

	20. Full driving license
	D
	A

	21. Has willingness to undertake and promote continuous professional development.


	E
	A,I

	22. Will maintain a professional appearance and wear appropriate PPE clothing & footwear when required.


	E
	A,I

	23. Has an understanding of their responsibilities in relation to this role in line with the College’s Health and Safety Policy
	E
	A,I


Salary and Conditions:

All staff are employees of the College Corporation who determine conditions of service in negotiation with recognised trade unions.

Your salary will be reviewed annually by the Corporation and this will include an annual assessment of the affordability of any cost of living increase for lecturing staff and/or any incremental progression within the payscale. The salary is payable on the 27th each calendar month or the last working day before by direct credit transfer into a bank/building society of your choice.
It is the policy of the College to approach referees of candidates short-listed for interview if consent has been given on the application form.  It is also College policy to approach a candidate’s current or most recent employer for a reference.  Where the candidate is working in the education sector a reference will be sought from the appropriate Principal, Headteacher or Vice Chancellor.  The appointment is subject to satisfactory references and appropriate checks with the Disclosure & Barring Service together with a probationary period of twelve months.

The post is pensionable and a deduction is made from salary. Appointments are provisional until medical clearance is obtained, and this may require the person appointed to pass a medical examination.

Applicants are required to disclose in writing if they are related to any senior member of the College Staff.
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