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	Post Details
	

	School:
	Twynham TGS

	 Post type:
	Support Staff

	Grade/Pay Level: 
	Grade 10

	Responsible to:
	School Operations Director



	Main Purpose

	The post holder will work closely with the Trust IT Manager and the Twynham TGS leadership team to devise an ICT development strategy which also adheres to and accents the wider MAT IT vision.
They will manage and oversee the IT Support team and help them deliver the required support to end users as well as being a point of escalation for ongoing and complex issues.
Be responsible for the management, maintenance, update and security of the core onsite network and servers in addition to off-site cloud services.
To be the main point of contact and oversee all 3rd party companies who are contracted to support and/or make changes to the school network.



	[bookmark: _Hlk100068636]Duties and Responsibilities

	Management, Planning and Development
• To take overall responsibility for all ICT systems, software, processes, and hardware within Twynham TGS.
• To ensure that school IT systems are readily available for the use of pupils and staff and to develop those systems to provide new, faster and better services for the whole school population (including School Ambassadors, parents, etc.).
• Implement a robust rolling 5-year plan to ensure Twynham TGS continues to evolve its IT systems in line with the Trusts overall IT vision.
• Provide advice in line Trust policy the future development of the school’s networks.
• Promote the use of new technology to benefit both teaching and learning and support staff.
• Project-manage the installation of additional network cabling, hardware and communications equipment.
• Compile, agree, manage, and monitor the IT budgets.
• Managing the procurement of all IT related hardware and software within agreed levels of delegated financial authority.
• Obtain best value on all purchasing by adhering to the Trust procurement guidelines.
• Take responsibility for maintaining an asset register of all IT equipment.
• Be a point of escalation for any ongoing or complex IT issues undertaken by the IT Support Team.
• Work closely with external IT support companies.
• To oversee all software installed on the school network and approve its suitability and compatibility with the network.

Network and Server Maintenance
• Utilise Microsoft Administrative Tools to manage and maintain the windows domain.
• Create and maintain group policy objects to secure and customise the IT systems.
• Manage users and groups using Active Directory directly and leveraging 3rd party services.
• Update and maintain Linux based server operating systems.
• Update and maintain the virtual server environment.
• Ensure server patches and updates are installed in a timely fashion to minimise vulnerabilities.
• Ensure the schools MIS servers are kept updated and work closely with the school’s data admin to resolve issues with the MIS database and software.
• Ensure endpoint software is deployed reliably and updated using Microsoft Configuration Manager.

Network Configuration and Security
• Be responsible for the integrity and security of ICT systems.
• Configure switch and routing hardware to appropriately secure virtual networks and prevent them from being saturated with traffic.
• Utilise network monitoring tools to test and fault find network issues.
• Configure, troubleshoot and maintain the school wireless system.
• Configure, troubleshoot and maintain the school Internet Protocol CCTV systems.
• Help troubleshoot issues with the building management system.
• Oversee the operation and maintenance of the school VoIP phone system.
• Ensure endpoints are protected by an appropriate firewall and antivirus.
• Take charge of the Internet filtering system and create change requests to permit required services through the ISP’s firewall.
• Configure and troubleshoot internal firewalls.

GDPR & Data Protection
• Advise on GDPR, Data protection policies and procedures to support with ICT GDPR compliance.
• Investigate cyber data breaches other key GDPR stakeholders.
• Promote GDPR compliance.
• To develop appropriate network policies to ensure that unacceptable usage and access is restricted.
• Review logs and report on suspicious network activity.

Backups and Disaster Recover
• Ensure on site backups are running correctly and troubleshoot any issues.
• Ensure Cloud backups are running correctly and troubleshoot any issues.
• Ensure the tape schedule is adhered to and that tapes are protected as necessary to avoid accidental deletion.
• Ensure disaster recover plans are in place and can be followed to restore the school network as efficiently as possible if a major incident was to occur.

Manage Apple Devices
• Manage and maintain our Apple network alongside the core windows network.
• Keep Apple devices up to date and secure.
• Find innovative improvements for our Apple management solution.

Online Services
• Maintain and troubleshoot issues around Office 365 presence.
• Ensure the link to the shared Excalibur Azure AD Connect server is maintained.
• Maintain consistency between on premise and cloud-based users/groups through utilisation of our MIS database.
• Adhere to and promote defined naming conventions.
• Ensure that Single Sign On and Seamless Single Sign On is working effectively within the school.
• Create and modify mail flow rules within exchange to contain malicious emails.
• Utilise Mobile Device Management (MDM) solutions, Intune/Endpoint Manager, Office 365 and Azure to create a modern network platform which promotes usage of the Office 365 cloud.
• Ensure online security is paramount when moving services into the cloud.

Scripting
• Utilise PowerShell, Batch & virtualization-based security to automate tasks and improve user experience.
• Using PowerShell specifically with Office 365 integration (SharePoint, Teams, Exchange, etc.).

Documentation
• Document best working practices and useful information in the IT Support OneNote.
• Maintain audit information for all equipment and software.

Miscellaneous
• Follow health and safety procedures and raise awareness of health and safety issues.
• Provide any necessary IT training to staff. 
• Raise serious technical issues with the Trust IT Lead.
• Share best practices with other IT Support teams within the MAT.



	Safeguarding Duties and Responsibilities

	· Promote E-Safety and share good practice.
· Document and report E-Safety or Safeguarding concerns.
· Promoting and safeguarding the welfare of children and young people in accordance with the school’s Safeguarding and Child Protection policies. 




	Other Duties

	· To work in collaboration with other Technicians on Trust-wide developments about the IT network and infrastructure. 
· To embrace Trust-wide IT practices and apply them at Twynham TGS, ensuring the central network remains safe and secure. 
 
All Twynham Learning staff may periodically be expected to carry out tasks and duties within their area of competence that are not listed herein, as directed, to meet the needs of the Trust.  The particular duties and responsibilities may vary from time to time. 




	Twynham Learning Attributes for all Staff

	  Ambition for excellence
  Professionalism
  Humility
  Championing change
	  Inclusiveness 
  Positivity
  Community-mindedness
  Being collaborative



	Qualifications, Knowledge, Skills and Attributes Required

	Essential
· Previous managerial experience
· Excellent Windows Server knowledge
· Excellent Microsoft Office 365 Knowledge and how it links with on premise domains
· A good understanding of Azure Services
· Experience with network switch and routing configuration, setting up VLANs and ACLs (Cisco/Aruba/Unifi)
· A good understanding of MDM systems (Intune/Endpoint Manager preferred)
· Confident in all MS Administration Tools
· Adept at using PowerShell, Command Prompt (CMD)and virtualization-based security (VBS)
· Experience with Virtualisation
· Experience with large backup systems and disaster recovery planning
· Experience with Microsoft Configuration Manager 
· Experience with project planning and major IT Upgrades
· Experience with procurement of IT hardware, software and services

Desirable
· Previous Network Manager experience
· Experience working in schools
· Experience with Linux Operating systems
· Experience with Ubiquiti systems
· macOS/macOS Sever experience
· Experience with Apple networks and their integration with Microsoft networks
· Scripting experience
· Experience with BYOD wireless systems
· Experience with educational based MIS systems
· Experience with SQL (Structured Query Language) management
· Experience with print management systems (PaperCut preferred)
· A good understanding of GDPR and data protection within IT environments




	Notes

	This job description may be amended at any time in consultation with the postholder.



	Glossary

	· Explanations of any abbreviations or jargon contained in this job description can be found in our Twynham Learning Glossary.
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