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Job Description

	Job Title
	IT Operations Manager

	Department
	IT Operations, IT Services

	Reporting to:
	Head of IT

	Salary Band: 
	SP38 (£42,436) – 41 (£46,363)

	Main Purpose of the role

	The IT Operations Team is tasked with implementing, managing, and maintaining the enterprise IT infrastructure across all College sites. Their role is to ensure that all systems operate efficiently, securely, and cost effectively, providing a strong foundation for growth and development as we strive to integrate emerging trends and innovative technologies across our diverse curriculum areas.
The team is committed to delivering high system availability, reliability and service quality. They manage multiple critical projects to successfully implement new systems and infrastructure, as well as implementing critical system updates. The IT Operations Team supports all Askham Bryan College's information and communications technology services, catering to over 4,000 users and managing 2,500 endpoints across multiple locations.

Reporting to the Head of IT, the IT Operations Manager plays a crucial role in leading and managing the IT Operations Team. This key position is responsible for overseeing infrastructure operations, cloud operations, and application services, which support all curriculum areas and core business functions. You will be instrumental in ensuring the enterprise infrastructure complies with Cyber Essentials Certification, Payment Card Industry (PCI) standards, and General Data Protection Regulation (GDPR).
As an experienced IT professional, you will guide the IT Operations Team in administering the College's infrastructure and enterprise equipment. Your technical expertise will be essential in advancing our IT infrastructure, ensuring its reliability, security, and ongoing development.

You will be responsible for planning and implementing projects, collaborating closely with the Head of IT to ensure solutions align with the college's strategic themes and objectives. A key part of your role will be overseeing the advancement of the corporate infrastructure and providing recommendations on enhancing process efficiencies and network security. Additionally, you will handle the technical design and implementation of future systems and applications, ensuring the adoption of cutting-edge solutions and operational excellence.
The role also emphasises reporting, process implementation, and process improvement. The success of delivering excellent IT services relies heavily on our dedicated team. The IT Operations team is highly engaged and committed to providing exceptional service levels. A crucial aspect of this role involves coaching, mentoring, and developing team members to foster their personal growth and learning. Therefore, we seek an individual with a proven track record in team management.

You should be a hardworking individual with a "can-do" attitude. Adaptability to change and the ability to work under pressure, often meeting tight deadlines, are essential. You should be a strong team player, confident in expressing your own thoughts, ideas and contributing to the team's goals and objectives.

Our aim is to provide the best support experience possible, making excellent communication and customer service skills vital for this role.

In return, we offer a competitive salary, generous holiday entitlement, free parking, a great team environment, and access to continuous professional development to further your career.

	Key Tasks / Responsibilities:

	
All tasks to be carried out in a consistent manner with the college’s culture.

· Assist the Head of IT in defining & developing IT standards and ensure policies and governance are in place to adhere to them.
· To act as the technical lead for the day to day functioning of the IT Operations Team.
· To ensure all work within the department is carried out to agreed standards and timescales.
· To provide technical hardware and software support for staff and students on a Microsoft Windows based network infrastructure.
· To support, coach and lead the IT Operations Team.  
· To deputise for the Head of IT in their absence
· To support the effective use and maximise the potential of IT in curriculum delivery, student centred learning, administrative and business functions of the College.
· Lead root cause investigations following incidents and implement appropriate changes to prevent reoccurrence.
· Design, implement, maintain, upgrade & support existing infrastructure in line with agreed patching and maintenance schedules.
· Provide detailed support documentation to allow successful transition and adoption by the IT Operations Team.
· Proactively investigate and evaluate new products or technologies that may be of use to the College, making recommendations to the Head of IT.
· Provide a high level of support to all users of the College IT systems across all sites
· Provide expert assistance and training to other members of the IT Operations Team and act as an escalation point for all major IT issues and incidents
· Maintain the security of the College IT systems in line with the College's IT Security Policy
· Ensure all software and firmware is updated in line with the College's IT Security Policy.
· Plan and carry out the replacement of enterprise infrastructure as well as all end user devices.
· Liaise with third-party companies for repair, servicing and supply of IT equipment as per warranty and support arrangements.
· Manage the enterprise network infrastructure.
· Proactively lead change and developments across the college infrastructure.
· Be the technical lead on key College projects that are led by other departments.
· Organise resources and ensure support activities and projects are kept on schedule.
· To help academic staff maximise the use of IT systems and networks in the support of curriculum delivery and student learning.
· To assist with the installation and implementation of equipment, hardware, software, related information systems and services dependent on responsibilities.
· In liaison with the Head of IT, to ensure that upgrades or implementations to equipment, hardware, software, related information systems and services are performed effectively and with agreed timescales.
· To assist in the maintenance of correct procedures ensuring that all equipment, hardware, software, related information systems and services are properly controlled and registered.
· Liaison with all other sections within the college and with staff in other departments where services are provided or advice requested.
· To assist in the provision, maintenance and undertaking of contingency plans and capacity management.
· To assist in ensuring due diligence is given to security & backup procedures associated equipment, hardware, software, information systems, data, services and locations.
· To undertake training and development to ensure technical expertise remains current.
· Maintain departmental staffing by supporting the recruitment process, training employees and developing personal growth opportunities.
· Develop team members within their roles via coaching, counselling, and disciplining employees.
· Identify training needs of the IT Operations Team and in collaboration with the Head of IT, ensure staff training and awareness sessions are provided as part of an ongoing programme of continued professional development.
· To perform any other relevant duties required by the Head of IT.

This is a York campus based role with some travel to other campuses required

N.B. Flexible working arrangements will be required from time to time to provide the required support service to staff and students. This may include working extended hours and weekends

	Role Dimensions

	
· Participate in professional development activities as required.
· Support the department in the planning and preparation of cross-college events and other activities throughout the year.


	Key Interfaces

	
INTERNAL CONTACTS
· College staff, both academic and non-academic.
· SMT and Section Leaders.
· Centre Administrators and other staff at Centres.
· Students and other client groups

EXTERNAL CONTACTS
· Software suppliers
· Hardware suppliers
· Contractors


	Supporting College Goals and Values – all roles 

	
In addition to the particular requirements and characteristics of individual roles, all people employed by Askham Bryan College are expected to actively support the achievement of the College’s goals and, at all times, both internally and externally, to behave in a manner consistent with the College’s mission and values.

This means:

· Performing your role and delivering your service in a way that helps the college achieve its strategic objectives and annual development and improvement plans - taking account of available resources and national developments.
· Promoting the image of the college as one that is committed to the highest standards of delivery and service.
· Sharing the college’s commitment to safeguarding and prioritising the welfare of children, young people and vulnerable adults and demonstrating it in your day to day work. 
· Sharing and prioritising the effective implementation of the college’s Equality and Diversity Policy.
· Promoting and implementing best practice in Health and Safety,





Person Specification

Technical Manager


	Criteria
	Essential
	Desirable
	Assessed by

	Qualifications and attainments

	Diploma in IT (Systems Support) or equivalent experience
	X
	
	Application form

	Level 2 qualification in literacy and numeracy, or willingness to work towards this.
	X
	
	Application form

	Relevant professional/industry qualifications.
	
	X
	Application form

	Foundation certificate in ITIL
	
	X
	Application form

	Prince2 certification
	
	X
	Application form

	Experience and knowledge

	Significant experience supporting a Microsoft Windows Server networked environment.
	X
	
	Application form & interview

	Significant experience of supporting Microsoft Windows and Microsoft Office.
	X
	
	Application form & interview

	Experience of supporting HP / Aruba network infrastructure 
	X
	
	Application form & interview

	Significant experience in PowerShell Development
	X
	
	Application form & interview

	Experience using Microsoft SQL
	X
	
	Application form & interview

	Experience of managing a helpdesk function
	
	X
	Application form & interview

	Experience of SCCM
	
	X
	Application form & interview

	Experience of a Linux server environment
	
	X
	Application form & interview

	Experience of SAN solutions 
	X
	
	Application form & interview

	Experience of remote access technologies
	X
	
	Application form & interview

	Experience of network administration
	X
	
	Application form & interview

	Experience of follow me printing solutions
	
	X
	Application form & interview

	Experience of maintaining Audio and Visual equipment.
	
	X
	Application form & interview

	Experience of Microsoft Active Directory and Group Policy
	X
	
	Application form & interview

	Experience of Microsoft Exchange
	X
	
	Application form & interview

	Experience of TCP/IP, DNS, DHCP
	X
	
	Application form & interview

	Experience of Data Protection Act / GDPR
	X
	
	Application form & interview

	Experience of VMware virtualisation
	X
	
	Application form & interview

	Experience of ITIL
	
	X
	Application form & interview

	Experience of UniFi wireless networking
	
	X
	Application form & interview

	Experience of Administering Hybrid 365 environment including Intune and Azure AD
	X
	
	Application form & interview


	Experience of Watchguard Firewalls
	X
	
	Application form & interview

	Experience of Smoothwall Web Filtering
	X
	
	Application form & interview

	Knowledge of Safeguarding Children and Vulnerable Adults
	
	X
	Application form & interview

	Knowledge of Equality and Diversity
	
	X
	Application form & interview

	Knowledge of Freedom of Information Act
	
	X
	Application form & interview

	Knowledge of Health and Safety at Work Act
	
	X
	Application form & interview

	Supervision of staff
	
	X
	Application form & interview

	Project management
	
	X
	Application form & interview

	Skills and abilities

	Excellent interpersonal and communication skills to work effectively with staff at all levels.
	X
	
	Interview

	Ability to work effectively to strict deadlines.
	X
	
	Interview

	Problem-solving skills.
	X
	
	Interview

	Organisational skills.
	X
	
	Interview

	Ability to prioritise own workload and be proactive.
	X
	
	Interview

	Ability to work both as part of a team and individually.
	X
	
	Interview

	‘Hands on’ approach and a willingness to learn and continually update knowledge and skillset
	X
	
	Interview

	Essential College attributes

	Initiative: Demonstrating the willingness and ability to use initiative – whether that means deciding on necessary action and following it through - or suggesting ways to work in a better way. 
	X
	
	Interview

	Flexibility: Be able to work flexible hours including some evenings and occasional weekends
	X
	
	Interview

	Influencing Skills: The ability to persuade others. 
	X
	
	Interview

	Interpersonal Skills: The ability to communicate and interact with other people in a way that promotes cooperative relationships. 
	X
	
	Interview

	Teamwork: The willingness and ability to collaborate and work closely with colleagues in a mutually supportive manner. 
	X
	
	Interview

	Circumstances of role (if applicable)

	Full Driving Licence
	X
	
	Application form
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