Common WSUS Error Codes

These errors will be displayed in the client computer's log.  The log is located at %windir%\windowsupdate.log
· 0x8007f02b - This error means there is not enough disk space for WSUS to create the Uninstall files.  You need to clean up your system drive. 

· 0x8007f003 - This error means there is not enough disk space for WSUS to create the Uninstall files.  You need to clean up your system drive. 

· 0x80072F8F- This error relates to WSUS configured with SSL.  Ensure that the server is connecting to a certificate subject name.  You can also type the https address into Internet Explorer and look for error messages relating to the certificate- if a certificate error is displayed, clients will not sync. 

· 0x8007F004-This is a user rights issue.  If a user has administrative rights, but is not listed, or a member of a group listed under the “Manage Auditing and Security Log” right in the security policy- then any patch that writes to the event log will fail with this error code. 

· 0x80072EFD-This error relates to WSUS configured with SSL.  Validate the certificate chains on the server and ensure the WSUS server’s certificate is trusted.  Also, ensure FIPS-140 compliant algorithms are disabled on the WSUS server, as they do not appear to be supported by the WU clients. 

· 0x8024400D- There are several known fixes for this problem. 

· Run this command in a command prompt: wuauclt /detectnow /resetauthorizations 
· This may indicate some stored files are out of date.  Stop the Automatic Updates Service.  Delete all files in "C:\Windows\SoftwareDistribution\DataStore" and "C:\Windows\SoftwareDistribution\Download" directories.  Start the Automatic updates service.  Force a Detection Cycle. 

· This may indicate a problem with WMI. Stop the Windows Management Instrumentation service.  Delete the Repository folder from: C:\WINNT\SYSTEM32\WBEM.  Restart the WMI service.  Force a detection cycle.  

· 0x80244018- This usually means a problem with a proxy server passing credentials.  Check the proxy settings. 
· 0x8024402c- This is usually associated with a Firewall, Anti-Virus Product, or a client based Intrusion Prevention product blocking portions of the AU client 

· 0x80072AFC- This appears to be a DnldMgr error.  Check the log and ensure that the DNS name used by the WU client is the location DnldMgr is attempting to download from.  Clients will not download updates, though they will report correctly to the WSUS server.  You may have to clear the software distribution folder to remove any cached information or downloads.  
· Note for Highly Advanced Administrators:  When securing IIS on the WSUS server, do NOT set the “UseHostName” property unless the FQDN (ex servername.domain.com) matches the DNS name (ex. Wsusserver.domain.com) used by the clients to access the server.  The DnldMgr does not use the WU Client registry information on the machine, instead it pulls the location of the “Content” directory from IIS, if the UseHostName property exists- it may use any IP visible to IIS (if set to false), or the FQDN instead of the DNS. (If set to true)
·  #Launching old AU client- If you get this in the log, with no other errors check the registry for the SusServerVersion key.  If it exists, delete it and force a detection cycle.  The existence of this key forces a client to use the SUS client rather than the WSUS client.
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update
"SusServerVersion" = REG_DWORD: 0x00000001 (1)

In some cases, AU clients do not show up in WSUS Administration console, and thus never receive updates from WSUS. There are several reasons why this can happen. 

The first thing to establish is the settings that the client is using. To do this, run the following command:

Reg query "HKLM\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate" /s 
Ensure server and port number shown in the output exist and are correct. Typos in these settings can be the cause of your problem.
Next check whether WSUS is installed on Default Website. If client policies point to the default web site for updating, check that WUS is also installed in Default Website. If you have installed WUS on a different port run the script %Program Files%\MicrosoftWindowsUpdate\Services\"SetupInstallSelfupdateOnPort80.vbs. 
Also, use the clientdiag tool from the RC (download this from the WSUS Beta Site) to see what other errors there might be.


If other computers are checking in fine but you have one or more that aren't, check a couple relevant text logs for clues. There's the main windows update log at %systemroot%\WindowsUpdate.log (WindowsUpdate all one word) and another log covering individual component updates at %systemroot%\SoftwareDistribution\ReportingEvents.log I found a handy page that has a list of error messages with some plain english messages. You'll want to check that out at http://perso.wanadoo.fr/doc.jm/WU5-ERR.htm 
I had one computer not checking in and found errors like this in the ReportingEvents.log: 
Windows failed to install the following update with error 0x800703e3: Automatic Updates. 
and in WindowsUpdate.log I saw:
start delayed initialization of WU client
Loading inf file D:\WINDOWS\SoftwareDistribution\SelfUpdate\wusetup.inf
.
.
.
Required Version for binary D:\WINDOWS\system32\cdm.dll is: 5,8,0,2339
Binary: D:\WINDOWS\system32\cdm.dll: Target version: 5.5.3790.2182 Required: 5.8.0.2339
Required Version for binary D:\WINDOWS\system32\iuengine.dll is: 5,8,0,2339
Binary: D:\WINDOWS\system32\iuengine.dll: Target version: 5.4.3790.2182 Required: 5.8.0.2339
.
.
.
WU client failed Searching for update with error 0x8024001b
ISusInternal API CClientCallRecorder::DisconnectCall succeeds
Starting File operations for section cdm
InstallUpdatedBinaries failed with error 0x800703e3

A quick visit to the beta v6 windowsupdate site updated the WU client and everything just started working from my local WSUS after that. You can force the client to restart the AU process by doing:

pskill wuauclt [or use task manager; I'm unsure if this step is neccesary or good]
net stop "Automatic Updates"
net start "Automatic Updates"
wuauclt /detectnow
If client machines do not have web access, download the full file Windows Update Client agent Agent from
http://go.microsoft.com/fwlink/?LinkId=43264
WindowsUpdateAgent20-x86.exe /wuforce /quiet to install it remotely. 

Add /norestart if you're doing it during the day (my clients didn't need a reboot, but ya never know).

 



 

If you're seeing error 0x8024400A and are running WSUS on Win2K3 SP1 it might be an IIS bug that's causing it.  A hotfix is available.  See: http://support.microsoft.com/Default.aspx?id=898708  

I personally had success via a "shotgun" aproach suggested by ctobio on the wsus.info forums.  I've consolidated the operations into a batch file form here, suitable for running remotely:

REM Stop the Automatic Updates service
net stop wuauserv

REM Stop the Windows Management Instrumentation service
net stop winmgmt

REM Backup ReportingEvents.log.  Then, delete the contents of
REM  %systemroot%\SoftwareDistribution and
REM  %systemroot%\system32\WBEM\Repository
copy %systemroot%\softwaredistribution\reportingevents.log %homedrive%\
del /f /q %systemroot%\softwaredistribution\*.*
move %homedrive%\reportingevents.log %systemroot%\softwaredistribution

REM Delete SusClientID and AccountDomainSid keys from
REM  HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate
SET WU_KEY=HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate
reg delete %WU_KEY% /v SusClientID
reg delete %WU_KEY% /v AccountDomainSid
SET WU_KEY=

REM Start the Automatic Updates service
net start wuauserv

REM Start the Windows Management Instrumentation service
net start winmgmt

REM Force a group policy update
gpupdate /force

REM Roll the WU Client...
wuauclt /resetauthorization /detectnow
After you do this, you will have to delete the old and now spurious computer account in the WSUS admin interface.  Delete the old computer that shows a status of not having checked in for so many days.  Leave the account that's never checked in.  This new account will be checking in and that should be reflected after a little while in the admin interface.  You'll also have to move the new account into the proper group where the old one was.  Monitor the WindowsUpdate.log in %systemroot% on that client machine to ensure that it's grabbing updates again.

 



If a client appears in the admin console but all the updates are flagged "unknown" the system cannot determine which updates are needed or installed. Multiple errors similar to the following may appear in the client's Application event log:

Event Type: Error
Event Source: ESENT
Event Category: General 
Event ID: 427
Date: 5/17/2005
Time: 10:51:44 AM
User: N/A
Computer: [computername]
Description:
wuaueng.dll (1280) The database engine could not access the file called C:\WINNT\SoftwareDistribution\DataStore\Logs\edb.log.
Additionally the following error may appear once around the time of the first occurrence of the above error:

Event Type: Error
Event Source: ESENT
Event Category: Logging/Recovery 
Event ID: 413
Date: 5/12/2005
Time: 2:46:16 PM
User: N/A
Computer: [computername]
Description:
wuaueng.dll (1280) Unable to create the log. The drive may be read-only, out of disk space, misconfigured, or corrupted. Error -1032.
To resolve this problem, stop the Automatic Updates service on the affected client, delete %windir%\SoftwareDistribution\DataStore\Logs\edb.log and restart the service.

[I couldn't find any record of this error at Microsoft or anywhere else.]



The following registry location can be useful to see what state the client is in 

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto Update\AUState

This will have one of the following values 

· 0—initial 24-hour timeout (Automatic Updates doesn't run until 24 hours after it first detects an Internet connection.) 

· 1—waiting for the user to run Automatic Updates 

· 2—detection pending 

· 3—download pending (Automatic Updates is waiting for the user to accept the predownloaded prompt.) 

· 4—download in progress 

· 5—install pending 

· 6—install complete 

· 7—disabled 

· 8—reboot pending (Updates that require a reboot were installed, but the reboot was declined. Automatic Updates won't do anything until this value is cleared and a reboot occurs.)
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1. ASPNET_WP.36 errors in Event log.

You may see the following error in the event log: 

  

 

2004-11-23 15:36:14.946 UTC Warning aspnet_wp.36 SusEventLog.WriteEntry 
Failed to write message to Event Log: Information, 389, Synchronization 
settings were modified.
System.InvalidOperationException: Cannot open log for source {0}. You 
may not have write access. ---> System.ComponentModel.Win32Exception:
Access is denied

This is a known issue with running WSUS RC1 on Windows 2000 and IIS5. WSUS runs in the context of the ASPNet account which in some cases does not seem to have write access to the System Event log. 

The simplest workaround is to increase the permissions of the ASPNet account although that obviously increases your risks. 

2. Update Service error on WSUS Admin site
You may see the following on the WSUS admin home page:

One or more Update Service services could not be contacted. Check your server status and ensure that the Windows Server Update Service is running. Non-running services: SelfUpdate. 

This message can occur from one of two problems.

First, if you receive this message in the To Do List on the WSUS console home page, you might have an assigned IP address set to the default Web site on your WSUS server.

 
WSUS pings http://localhost/selfupdate/iuident.cab in order to check the health of the SelfUpdate tree. If you have set an assigned IP address to the default Web site, "localhost" in the URL will cause this error message. Client computers can still access the SelfUpdate tree (provided the GPO setting has the WSUS server name--which is usually the case).
 
 
To avoid this issue, do the following:
1. On the WSUS server, open IIS Manager. In the tree, expand Computername, expand Web Sites, right-click Default Web Site, and then click Properties. 

2. On the Web Site tab, under Web Site Identification, enter (All Unassigned) in the IP address box, click OK, and then close IIS Manager.

3. Open Services (click Start, point to Administrative Tools, and then click Services). In the details pane, right-click Update Services, click Restart, and then close Services.

Second, you may see this error message if you are running Windows Server 2003 Service Pack 1. The cause for SP1 creating this problem is not yet known, but it can be remedied by uninstalling and reinstalling WSUS and IIS. Do the following:

1. In 

1. Add and Remove Programs, uninstall Microsoft Windows Server Update Services. You can choose to leave your existing databases, logs, and downloaded updates in place. 

2. Click on Add/Remove Windows Components and go to the Application Server section. Remove both ASP.NET and Internet Information Services (IIS). 

3. Reverse the process. Go to the Add/Remove Windows Components and re-install both ASP.NET and Internet Information Services (IIS). 

4. Reinstall the WSUSSetup.exe package. 

2. Click on Add/Remove Windows Components and go to the Application Server section. Remove both ASP.NET and Internet Information Services (IIS). 

3. Reverse the process. Go to the Add/Remove Windows Components and re-install both ASP.NET and Internet Information Services (IIS). 

4. Reinstall the WSUSSetup.exe package. 

2. Click on Add/Remove Windows Components and go to the Application Server section. Remove both ASP.NET and Internet Information Services (IIS). 

3. Reverse the process. Go to the Add/Remove Windows Components and re-install both ASP.NET and Internet Information Services (IIS). 

4. Reinstall the WSUSSetup.exe package. 

Launch IE and go to your WSUS admin page (usually http://localhost/WSUSAdmin). The SelfUpdate error message should now be gone.
Launch IE and go to your WSUS admin page (usually http://localhost/WSUSAdmin). The SelfUpdate error message should now be gone.
Launch IE and go to your WSUS admin page (usually http://localhost/WSUSAdmin). The SelfUpdate error message should now be gone.
(skatterbrain:) It has also been suggested that if the IIS permissions on the default web are modified somehow to Integrated Authentication (not anonymous) it will do this.  Allowing Anonymous authentication might correct this problem possibly.  In any case, the suggestion above does indeed work.
 

Error: Non-running services: SelfUpdate
Reason: Installed WSUS as its own Virtual Website, no apsnet installed

Solution: C:\WINDOWS\Microsoft.NET\Framework\v1.1.4322>aspnet_regiis.exe -i

Note: Version number of dotNet Framework may differ, ie ( path  "C:\WINDOWS\Microsoft.NET\Framework\<xxxx>" will change.)

 

3. Content download does not happen; event -log shows content download failure (EVENT ID 364) that server does not support the Range protocol header.
You may see the following in the reporting Event log:

Content file download failed. Reason: The server does not support the necessary HTTP protocol. Background Intelligent Transfer Service (BITS) requires that the server support the Range protocol header.
If you receive this error your proxy environment may not support HTTP 1.1 Range Requests. Check and upgrade your proxy, or you can manually work around this by executing the following commands:

1. “%programfiles%\Update Services\tools\osql\osql.exe” -S servername\WSUS -E -b -n –Q “USE SUSDB update tbConfigurationC set BitsDownloadPriorityForeground=1” (note: substitute your WSUS server name for servername)


2. Open Services (click Start, point to Administrative Tools, and then click Services). In the details pane, right-click Update Services, click Restart, and then close Services.

 

3. You might want to try a synchronisation after appliying this setting to kickstart the download.
 

 

4. Content download does not happen; event -log shows content download failure (EVENT ID 364) that server does not support the Range protocol header.
You may see the following in the reporting Event log:

Content file download failed. Reason: The server does not support the necessary HTTP protocol. Background Intelligent Transfer Service (BITS) requires that the server support the Range protocol header.
If you receive this error your proxy environment may not support HTTP 1.1 Range Requests. Check and upgrade your proxy, or you can manually work around this by executing the following commands:

1. “%programfiles%\Update Services\tools\osql\osql.exe” -S servername\WSUS -E -b -n –Q “USE SUSDB update tbConfigurationC set BitsDownloadPriorityForeground=1” (note: substitute your WSUS server name for servername)


2. Open Services (click Start, point to Administrative Tools, and then click Services). In the details pane, right-click Update Services, click Restart, and then close Services.

 

3. You might want to try a synchronisation after appliying this setting to kickstart the download.
 5. Event 364 in the event log
You see the following in the application log:

    Content download failed. Reason: Access is denied. Source File < snip > destination File: d:\wsus\wsuscontent...... 

If you receive this error, assign Network Services the Read rights to the root of the drive mentioned in destination file above (in this case D:)

Drop to a command prompt on the server and type in the following 

d:
cd \
calcs .                                                                                                     <--- this provides you with the current state before you change it
cacls . /e /g "NT AUTHORITY\NETWORK SERVICE":r
cacls . 
Note that you will probably find that you can't assign Network Service within the security tabs in Windows explorer - that is why you need to use cacls.exe 

To test is has worked, go to your updates, select a failed download and then choose Retry Download from the menu. The main page should update to show you the download status 

