
Computer Configuration (Disabled)Computer Configuration (Disabled)Computer Configuration (Disabled)Computer Configuration (Disabled) shown

No settings defined.
 

User Configuration (Enabled)User Configuration (Enabled)User Configuration (Enabled)User Configuration (Enabled) shown

PoliciesPoliciesPoliciesPolicies shown

Administrative TemplatesAdministrative TemplatesAdministrative TemplatesAdministrative Templates shown

Policy definitions (ADMX files) retrieved from the local machine.

Control PanelControl PanelControl PanelControl Panel shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Prohibit access to the Control Panel Enabled

Control Panel/Add or Remove ProgramsControl Panel/Add or Remove ProgramsControl Panel/Add or Remove ProgramsControl Panel/Add or Remove Programs shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Remove Add or Remove Programs Enabled

Control Panel/DisplayControl Panel/DisplayControl Panel/DisplayControl Panel/Display shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Hide Settings tab Enabled

Control Panel/PersonalizationControl Panel/PersonalizationControl Panel/PersonalizationControl Panel/Personalization shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Enable screen saver Enabled

Prevent changing desktop background Enabled

Prevent changing screen saver Enabled

Prevent changing window color and 

appearance

Enabled

Control Panel/Regional and Language OptionsControl Panel/Regional and Language OptionsControl Panel/Regional and Language OptionsControl Panel/Regional and Language Options shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Restrict selection of Windows menus 

and dialogs language

Enabled

Restrict users to the following language: English

DesktopDesktopDesktopDesktop shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Do not add shares of recently opened 

documents to Network Locations

Enabled

Don't save settings at exit Enabled

Hide Network Locations icon on 

desktop

Enabled

Prevent adding, dragging, dropping 

and closing the Taskbar's toolbars

Enabled

Prohibit adjusting desktop toolbars Enabled

Prohibit User from manually 

redirecting Profile Folders

Enabled

Remove My Documents icon on the 

desktop

Enabled
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Remove Properties from the 

Computer icon context menu

Enabled

Remove Properties from the 

Documents icon context menu

Enabled

Remove Properties from the Recycle 

Bin context menu

Enabled

Remove Recycle Bin icon from 

desktop

Enabled

Remove the Desktop Cleanup Wizard Enabled

Shared FoldersShared FoldersShared FoldersShared Folders shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Allow DFS roots to be published Disabled

Allow shared folders to be published Disabled

Start Menu and TaskbarStart Menu and TaskbarStart Menu and TaskbarStart Menu and Taskbar shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Add "Run in Separate Memory Space" 

check box to Run dialog box

Disabled

Add Logoff to the Start Menu Enabled

Clear history of recently opened 

documents on exit

Enabled

Do not display any custom toolbars in 

the taskbar

Enabled

Do not keep history of recently 

opened documents

Enabled

Do not use the search-based method 

when resolving shell shortcuts

Enabled

Do not use the tracking-based method 

when resolving shell shortcuts

Enabled

Force classic Start Menu Enabled

Gray unavailable Windows Installer 

programs Start Menu shortcuts

Enabled

Lock the Taskbar Enabled

Prevent changes to Taskbar and Start 

Menu Settings

Enabled

Remove access to the context menus 

for the taskbar

Enabled

Remove Balloon Tips on Start Menu 

items

Enabled

Remove Default Programs link from 

the Start menu.

Enabled

Remove Documents icon from Start 

Menu

Enabled

Remove drag-and-drop and context 

menus on the Start Menu

Enabled

Remove frequent programs list from 

the Start Menu

Enabled

Remove links and access to Windows 

Update

Enabled

Remove Music icon from Start Menu Enabled
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Remove Network Connections from 

Start Menu

Enabled

Remove Network icon from Start Menu Enabled

Remove Pictures icon from Start Menu Enabled

Remove programs on Settings menu Enabled

Remove Recent Items menu from 

Start Menu

Enabled

Remove Run menu from Start Menu Enabled

Remove user's folders from the Start 

Menu

Enabled

Turn off notification area cleanup Disabled

Turn off personalized menus Enabled

Turn off user tracking Enabled

SystemSystemSystemSystem shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Don't run specified Windows 

applications

Enabled

List of disallowed applications

mstsc.exe

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Prevent access to registry editing tools Enabled

Disable regedit from running silently? Yes

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Prevent access to the command 

prompt

Enabled

Disable the command prompt script processing also? No

System/Ctrl+Alt+Del OptionsSystem/Ctrl+Alt+Del OptionsSystem/Ctrl+Alt+Del OptionsSystem/Ctrl+Alt+Del Options shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Remove Change Password Enabled

Remove Task Manager Enabled

Windows Components/Attachment ManagerWindows Components/Attachment ManagerWindows Components/Attachment ManagerWindows Components/Attachment Manager shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Default risk level for file attachments Enabled

Set the default risk level High Risk

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Notify antivirus programs when 

opening attachments

Enabled

Windows Components/AutoPlay PoliciesWindows Components/AutoPlay PoliciesWindows Components/AutoPlay PoliciesWindows Components/AutoPlay Policies shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Turn off Autoplay Enabled

Turn off Autoplay on: All drives

Windows Components/Internet Explorer/AcceleratorsWindows Components/Internet Explorer/AcceleratorsWindows Components/Internet Explorer/AcceleratorsWindows Components/Internet Explorer/Accelerators shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Turn off Accelerators Enabled
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Windows Components/Internet Explorer/Browser menusWindows Components/Internet Explorer/Browser menusWindows Components/Internet Explorer/Browser menusWindows Components/Internet Explorer/Browser menus shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Help menu: Remove 'For Netscape 

Users' menu option

Enabled

Help menu: Remove 'Send Feedback' 

menu option

Enabled

Help menu: Remove 'Tip of the Day' 

menu option

Enabled

Help menu: Remove 'Tour' menu 

option

Enabled

Tools menu: Disable Internet 

Options... menu option

Enabled

Windows Components/Internet Explorer/Delete Browsing HistoryWindows Components/Internet Explorer/Delete Browsing HistoryWindows Components/Internet Explorer/Delete Browsing HistoryWindows Components/Internet Explorer/Delete Browsing History shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Configure Delete Browsing History on 

exit

Enabled

Windows Components/Internet Explorer/InPrivateWindows Components/Internet Explorer/InPrivateWindows Components/Internet Explorer/InPrivateWindows Components/Internet Explorer/InPrivate shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Turn off InPrivate Browsing Enabled

Windows Components/Internet Explorer/Internet Control PanelWindows Components/Internet Explorer/Internet Control PanelWindows Components/Internet Explorer/Internet Control PanelWindows Components/Internet Explorer/Internet Control Panel shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Disable the Advanced page Enabled

Disable the Connections page Enabled

Disable the Content page Enabled

Disable the General page Enabled

Disable the Privacy page Enabled

Disable the Programs page Enabled

Disable the Security page Enabled

Windows Components/Internet Explorer/Internet Control Panel/Advanced PageWindows Components/Internet Explorer/Internet Control Panel/Advanced PageWindows Components/Internet Explorer/Internet Control Panel/Advanced PageWindows Components/Internet Explorer/Internet Control Panel/Advanced Page shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Do not allow resetting Internet 

Explorer settings

Enabled

Empty Temporary Internet Files folder 

when browser is closed

Enabled

Windows Components/Internet Explorer/Internet Control Panel/Security PageWindows Components/Internet Explorer/Internet Control Panel/Security PageWindows Components/Internet Explorer/Internet Control Panel/Security PageWindows Components/Internet Explorer/Internet Control Panel/Security Page shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Turn on automatic detection of the 

intranet

Disabled

Windows Components/Internet Explorer/Internet Settings/Advanced settings/Internet Connection Wizard SettingsWindows Components/Internet Explorer/Internet Settings/Advanced settings/Internet Connection Wizard SettingsWindows Components/Internet Explorer/Internet Settings/Advanced settings/Internet Connection Wizard SettingsWindows Components/Internet Explorer/Internet Settings/Advanced settings/Internet Connection Wizard Settings shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Turn on the Internet Connection 

Wizard Auto Detect

Disabled

Windows Components/Internet Explorer/Internet Settings/Advanced settings/PrintingWindows Components/Internet Explorer/Internet Settings/Advanced settings/PrintingWindows Components/Internet Explorer/Internet Settings/Advanced settings/PrintingWindows Components/Internet Explorer/Internet Settings/Advanced settings/Printing shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment
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Allow the printing of background 

colors and images

Enabled

Windows Components/Internet Explorer/Offline PagesWindows Components/Internet Explorer/Offline PagesWindows Components/Internet Explorer/Offline PagesWindows Components/Internet Explorer/Offline Pages shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Disable adding channels Enabled

Disable adding schedules for offline 

pages

Enabled

Disable all scheduled offline pages Enabled

Disable channel user interface 

completely

Enabled

Disable downloading of site 

subscription content

Enabled

Disable editing and creating of 

schedule groups

Enabled

Disable editing schedules for offline 

pages

Enabled

Disable offline page hit logging Enabled

Disable removing channels Enabled

Disable removing schedules for offline 

pages

Enabled

Windows Components/Internet Explorer/ToolbarsWindows Components/Internet Explorer/ToolbarsWindows Components/Internet Explorer/ToolbarsWindows Components/Internet Explorer/Toolbars shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Configure Toolbar Buttons Enabled

Show Back button Enabled

Show Forward button Enabled

Show Stop button Enabled

Show Refresh button Enabled

Show Home button Disabled

Show Search button Enabled

Show Favorites button Enabled

Show History button Disabled

Show Folders button Disabled

Show Fullscreen button Disabled

Show Tools button Disabled

Show Mail button Disabled

Show Font size button Disabled

Show Print button Enabled

Show Edit button Disabled

Show Discussions button Disabled

Show Cut button Enabled

Show Copy button Enabled

Show Paste button Enabled

Show Encoding button Disabled

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Disable customizing browser toolbar 

buttons

Enabled

Disable customizing browser toolbars Enabled

Hide the Command Bar Enabled
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Lock all Toolbars Enabled

Turn off Developer Tools Enabled

Turn off toolbar upgrade tool Enabled

Windows Components/Microsoft Management ConsoleWindows Components/Microsoft Management ConsoleWindows Components/Microsoft Management ConsoleWindows Components/Microsoft Management Console shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Restrict the user from entering author 

mode

Enabled

Restrict users to the explicitly 

permitted list of snap-ins

Enabled

Windows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snap----insinsinsins shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

.Net Framework Configuration Disabled

Active Directory Domains and Trusts Disabled

Active Directory Sites and Services Disabled

Active Directory Users and Computers Disabled

ActiveX Control Disabled

ADSI Edit Disabled

Certificate Templates Disabled

Certificates Disabled

Certification Authority Disabled

Component Services Disabled

Computer Management Disabled

Disk Defragmenter Disabled

Disk Management Disabled

Distributed File System Disabled

Event Viewer Disabled

FAX Service Disabled

FrontPage Server Extensions Disabled

Indexing Service Disabled

Internet Authentication Service (IAS) Disabled

Internet Information Services Disabled

IP Security Monitor Disabled

Link to Web Address Disabled

Local Users and Groups Disabled

Performance Logs and Alerts Disabled

QoS Admission Control Disabled

Remote Desktop Services 

Configuration

Disabled

Remote Desktops Disabled

Removable Storage Management Disabled

Routing and Remote Access Disabled

Security Configuration and Analysis Disabled

Security Templates Disabled

Services Disabled

Shared Folders Disabled

System Information Disabled

Telephony Disabled

Wireless Monitor Disabled

WMI Control Disabled
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Windows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snap----ins/Extension snapins/Extension snapins/Extension snapins/Extension snap----insinsinsins shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Device Manager Disabled

Windows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snapWindows Components/Microsoft Management Console/Restricted/Permitted snap----ins/Group Policy/Group Policy ins/Group Policy/Group Policy ins/Group Policy/Group Policy ins/Group Policy/Group Policy 
snapsnapsnapsnap----in extensionsin extensionsin extensionsin extensions shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

IP Security Policy Management Disabled

Windows Components/Task SchedulerWindows Components/Task SchedulerWindows Components/Task SchedulerWindows Components/Task Scheduler shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Hide Advanced Properties Checkbox 

in Add Scheduled Task Wizard

Enabled

Hide Property Pages Enabled

Prevent Task Run or End Enabled

Prohibit Browse Enabled

Prohibit Drag-and-Drop Enabled

Prohibit New Task Creation Enabled

Prohibit Task Deletion Enabled

Windows Components/Windows ExplorerWindows Components/Windows ExplorerWindows Components/Windows ExplorerWindows Components/Windows Explorer shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Display confirmation dialog when 

deleting files

Enabled

Do not move deleted files to the 

Recycle Bin

Enabled

Do not request alternate credentials Enabled

Hide these specified drives in My 

Computer

Enabled

Pick one of the following combinations Restrict C drive only

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Hides the Manage item on the 

Windows Explorer context menu

Enabled

Maximum number of recent 

documents

Enabled

Maximum number of recent documents 2

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

No Computers Near Me in Network 

Locations

Enabled

No Entire Network in Network 

Locations

Enabled

Prevent access to drives from My 

Computer

Enabled

Pick one of the following combinations Restrict C drive only

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Remove "Map Network Drive" 

and "Disconnect Network Drive"

Enabled

Remove DFS tab Enabled

Remove Hardware tab Enabled

Remove Security tab Enabled

Remove Windows Explorer's default Enabled
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context menu

Turn on Classic Shell Enabled

Windows Components/Windows Media PlayerWindows Components/Windows Media PlayerWindows Components/Windows Media PlayerWindows Components/Windows Media Player shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Prevent Radio Station Preset Retrieval Enabled

Windows Components/Windows Media Player/NetworkingWindows Components/Windows Media Player/NetworkingWindows Components/Windows Media Player/NetworkingWindows Components/Windows Media Player/Networking shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Hide Network Tab Enabled

Windows Components/Windows MessengerWindows Components/Windows MessengerWindows Components/Windows MessengerWindows Components/Windows Messenger shown

PolicyPolicyPolicyPolicy SettingSettingSettingSetting CommentCommentCommentComment

Do not allow Windows Messenger to 

be run

Enabled

Do not automatically start Windows 

Messenger initially

Enabled
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