
GUIDANCE FOR SAFER WORKING PRACTICE
FOR ADULTS WORKING WITH 
CHILDREN AND YOUNG PEOPLE IN THE USE OF NEW TECHNOLOGIES
Rationale

In order to make best use of the many educational and social benefits of new technologies, pupils need opportunities to use and explore the digital world, using multiple devices from multiple locations.  It is now recognised that e-safety risks are posed more by behaviours and values than the technology itself.   It is therefore imperative that staff working in schools act as role models in this area and must therefore ensure that they establish safe and responsible online behaviours at all times.  This means working to local and national guidelines on acceptance user policies.   These detail the way in which new and emerging technologies may and may not be used and identify the sanctions for misuse.  Learning Platforms are now widely established and clear agreement by all parties about acceptable and responsible use is essential.

Communication between pupils and adults, by whatever method, should take place within clear and explicit professional boundaries.  This includes the wider use of technology such as mobile phones text messaging, e-mails, digital cameras, videos, web-cams, websites and blogs.  Adults should not share any personal information with a child or young person.  They should not request, or respond to, any personal information from the child/young person, other than that which might be appropriate as part of their professional role.  Adults should ensure that all communication is transparent and open to scrutiny.

Adults should also be circumspect in their communications with children so as to avoid any possible misinterpretations of their motives or any behaviour which could be construed as grooming.  They should not give their personal contact details to pupils including e-mail, home or mobile telephone numbers.  E-mail or text communication between an adult and a young person outside agreed protocols may lead to disciplinary and/or criminal investigations.  This also includes communications through internet based web sites.

All forms of student communication should be via Internal e-mail systems (using the provided @********.sch.uk addresses) and should only be used in accordance with the school policy.   As a reminder all internet and e-mail activity is actively monitored at all times and investigations could take place on the request of the schools Headteacher / Governing Body. Therefore you are reminded that there is no expectation of privacy in the use of school computers, networks and/or internet services.
Staff must seek authorization  from their Subject Leader and / or the schools Network Manager for access to  external websites which are to be used in lessons or as part of schemes of work, as well as those that are made available via the Learning Gateway subject areas to students.  Certain websites may be deemed unsuitable for educational use and will therefore be filtered from access within school  due to the potential inappropriateness of the content therein.
Protocol for ****** Staff
This means that all staff should:
· ensure that personal social networking sites such as Facebook are set as private and current or ex students are never listed as approved contacts; access to all social networking sites are not permitted within school.
· never browse or access social networking sites of students;
· not give their personal contact details to students, including their mobile telephone number, address or personal e-mail address;
· only make contact with children for professional reasons and in accordance with any school policy;
· take responsibility for their own use of new technologies, making sure that they use technology safely, responsibly and legally.
· report any known misuse of technology, including the unacceptable behaviour of others.
PHOTOGRAPHY AND VIDEOS
Rationale

Working with pupils may involve the taking or recording of images.  Any such work should take place with due regard to the law and the need to safeguard the privacy, dignity, safety and well being of pupils.  Informed written consent from parents or carers and agreement, where possible, from the child or young person, should always be sought before an image is taken for any purpose. 

Careful consideration should be given as to how activities involving the taking of images are organised and undertaken.  Care should be taken to ensure that all parties understand the implications of the image being taken especially if it is to be used for any publicity purposes or published in the media, or on the Internet.  There also needs to be an agreement as to whether the images will be destroyed or retained for further use, where these will be stored and who will have access to them.

Staff need to remain sensitive to any children who appear uncomfortable, for whatever reason, and should recognise the potential for such activities to raise concerns or lead to misunderstandings.

It is not appropriate for staff to take photographs of children for their personal use.

It is recommended that when using a photograph the following guidance should be followed:

· if the photography is used, avoid naming the pupil, avoid using full names and to use “Pupil A” or “Stephen D” as an example
· if the pupil must be named, avoid using their photograph
· schools should establish whether the image will be retained for further use as part of the Data Protection Act
· Images should be securely stored and used only by those authorised to do so.
Protocol for ******Staff
This means that staff should:
· be clear about the purpose of the activity and about what will happen to the images when the activity is concluded
· be able to justify images of children in their possession
· avoid making images in one to one situations or which show a single child with no surrounding context 
· ensure that the child/young person understands why the images are being taken and has agreed to the activity and that they are appropriately dressed
· only use equipment provided or authorised by the school
· report any concerns about any inappropriate or intrusive photographs found
· always ensure they have explicit parental permission to take and/or display photographs either around school or via external media – websites, newspapers, local authority publications etc
This means that staff should not:
· display or distribute images of children unless they have consent to do so from parents/carers
· use images which may cause distress
· use personal mobile telephones or any other similar devices to take images of children
· take images “in secret” or taking images in situations that may be construed as being secretive
· under any circumstances retain images of students on personal memory pens, laptops or computers at home

