JOB DESCRIPTION

	POSITION:
	Senior IT Technician

	REPORTS TO: 
	IT Service & Projects Manager

	PAYSCALE:
	Band 4, Points 19 – 28 (£26,107 - £32,860 per annum inc. outer fringe allowance)

	LOCATION 
	Harlow & Epping (with infrequent travel to other Trust sites, if required)

	CONTRACT:
	Permanent, Full time, 37 hours per week, 52 weeks per year



	PURPOSE OF THE JOB
· To work as a member of the BMAT IT Services team to provide 2nd to 3rd line support to Trust users and stakeholders.
· To help ensure the continual, smooth running and effective operation of the BMAT IT Service, by supervising junior team members and supporting the Team Leader.

Liaison with: 
· In addition to working effectively with all Trust users and other members of the IT team, the post-holder will be expected to work with third party suppliers on a regular basis.
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[bookmark: 30j0zll]KEY RESPONSIBILITIES AND ACCOUNTABILITIES
This list is not exhaustive, but includes:

Specific Responsibilities
IT Operations
· Provide technical support to all Trust users and stakeholders, with the emphasis on 2nd to 3rd  line support
· Supervise designated IT staff, taking responsibility for quality of service
· Ensure all BMAT IT Services’ policies, processes and procedures are followed, in particular that calls are logged, and SLAs are met
· Support and development junior members of the team
· Complete Daily Checks for IT (Remote and Physical)
· Maintain the IT operations function, as directed
· Maintain best practice in the removal and mitigation of IT security risks to the Trust, at all times
· Keep IT documentation up to date
· Work with 3rd party support teams and vendors to resolve issues and progress projects
· Support procurement and installation of new IT software and hardware
· Provide appropriate training and guidance to users, where required
· Support the development and improvement of BMAT IT Services across the Trust
· Support other members of the BMAT IT Services team, including IT apprentices
· Adhere to all Trust policies, processes and procedures
· Build key relationships with key technical contacts at client sites and third parties
· Professional, customer service minded

IT Systems Support
· Provide 2nd to 3rd line IT support for BMAT’s systems, hardware, services and infrastructure, as required. The ideal candidate needs to demonstrate solid second line experience and skills set.
· Ensure classroom devices are functional and available for use by staff and students
· Support IT implementation projects, including the preparation and provision of data and physical spaces
· Physically install and relocate hardware range from machines, access points, switches to servers.
· Create and contribute to clear, plain language documentation on the configuration, use and support of specific IT systems and developments
· Take a proactive approach to continually improve the reliability, resilience, performance and functionality of IT systems and hardware
· Identify, report and mitigate risks to the ongoing availability of the IT service, including systems and procedures related to disaster recovery
· Ensuring continuity, efficiency and enhancing ICT networks
· Management and maintenance of client network environments
· Qualifications such as MCSA or MCITP would be highly beneficial towards your application
· Excellent PC problem solving skills
· Proven ability to configure, troubleshoot and maintain a variety of Windows Server OS: 2012 through 2019
· Attention to detail and Proactive and take initiative

General Expectations
· To participate in the performance and development review process, taking personal responsibility for identification of learning, development and training opportunities in discussion with line manager.
· To comply with individual responsibilities, in accordance with the role, for health & safety in the workplace
· To ensure that all duties and services provided are in accordance with the Trust’s Equal Opportunities Policy and in line with the Trust’s objectives.

Compliance
Ensure that all IT services are compliant with child protection, data protection and any other relevant legislation.

Accountability
· Accept responsibility for IT service problems and actively seek solutions.
· Ensuring best practices are followed for Security and IT Policies. (Cyber Security awareness)
· Ensure that any IT service or equipment meets health and safety requirements.

General responsibilities common to all members of staff
All staff are responsible for the safeguarding and wellbeing of pupils and must follow BMAT guidance and policies.   
Burnt Mill Academy Trust Directors are committed to safeguarding and promoting the welfare of children and young people and expect all staff and volunteers to share in this commitment. 
This job description will be reviewed annually and may be subject to amendment or modification at any time after consultation with the post-holder.



	
	Person Specification –   Senior IT Technician

	
	
	Essential
	Desirable

	Qualifications and documentation
	1. Enhanced DBS and validated references (or able to obtain same)
2. Eligibility to work in the UK 
3. Able to demonstrate a good level of general education to GCSE standard in Mathematics and English or equivalent.
4. Full driving licence – ability to be mobile between sites where required
5. Recognised qualification in a relevant subject or equivalent experience 
	





	





	Experience
	6. Successful recent experience providing 2nd to 3rd line IT support, as part of a team
7. Supervising junior staff and supporting management processes
8. Working effectively with 3rd party suppliers
9. Working face to face with users to provide IT support
10. Working with an IT helpdesk system and following helpdesk procedures
11. Working remotely to provide support to IT users
12. Working with ITIL or SDI processes and procedures
	




	






	Knowledge
Skills / Competencies
	13. Strong fault diagnosis and resolution skills
14. Working knowledge of helpdesk processes
15. Effective communication skills both oral and written
16. Demonstrate tact and sensitivity in contentious situations
17. Excellent reading and writing skills
18. Good numeracy skills
19. Consistently maintains confidentiality
Experience of working with and supporting:
20. O365 Support
21. Active Directory – set up and troubleshooting all aspects of AD and its associated services (Group Policy, DNS, DFS, DHCP) across different infrastructures
22. Comfortable with a range of backup products Altaro, Veeam etc.
23. Knowledge of deployment solutions such as WDS essential. Experience with MDT
24. Cyber Security awareness
25. SCCM highly advantageous
26. Understanding of managed wireless solutions (Ruckus advantageous), including 802.1X security and guest/BYOD networks
27. Knowledge of mobile devices (iOS, Android) and their integration with Windows networks
28. Windows 10 Desktop Support
29. Networking – Good understanding of the networking stack/IP and subnetting, VLANS
30. Windows Servers and Storage (SAN)
31. Experience with Web filtering products – LGFL, Smoothwall, Sonicwall, Websense all beneficial
32. Experience with Sophos Enterprise Console and other managed antivirus systems
33. Server virtualisation (Hyper-V or VMware)
34. Large MFD’s
35. Telephony
36. Capita SIMS
37. PaperCut
38. Interactive Boards / Smart Boards
39. Knowledge of relevant codes of practice and school policies.
40. Cyber Security basic awareness
	







































	








































	Personal Qualities
	1. Demonstrates an active interest in the development of IT
2. Work effectively as part of a team.
3. Ability to prioritise work effectively.
4. Work calmly under pressure, subject to interruption and conflicting demands.
5. Effective time management.
6. Follow instructions accurately.
7. Meeting deadlines 
8. Use own initiative and work independently.
9. Accuracy and attention to detail.
10. Resolve routine issues independently within general procedural framework
11. Communicate effectively with adults and children, verbally and in writing. 
12. Have high expectations of self.
13. Committed to personal and professional development.
14. Awareness of, and commitment to, equalities issues. 
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