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Data Protection Impact Assessment

This Data Protection Impact Assessment (DPIA) is a way of analysing how the processing of personal data in a project or piece of work may impact on the rights of data subjects, and identifies and minimises any data protection risks. 

This DPIA should be completed by those responsible for the project / piece of work in conjunction with support from the Data Protection Officer.


Project or piece of work being undertaken: 

DPIA completed by: 

Date of completion: 


Step 1: Identifying the need for a DPIA
	Explain broadly what the project / piece of work aims to achieve and what type of processing it involves. 
You may find it helpful to refer or link to other documents, such as the project proposal. 

	













	Please summarise why you identified the need for a DPIA
Information can be found on the website and you should reference relevant answers from the DPIA screening questionnaire.

	













Step 2: Describe the processing
	Describe the nature of the processing:
How will you collect, use, store and delete data? Will you be sharing data with anyone? What types of processing identified as likely high risk are involved?

	















	Describe the scope of the processing:
What is the nature of the data, and does it include special category or criminal offence data? How much data will you be collecting and using? How often? How long will you keep it? How many individuals are affected? What geographical area does it cover?

	















	Describe the context of the processing:
What is the nature of your relationship with the individuals? How much control will they have? Would they expect you to use their data in this way? Do they include children or other vulnerable groups? Are there prior concerns over this type of processing or security flaws, or issues with technology? 

	













	Describe the purposes of the processing:
What do you want to achieve? What is the intended effect on individuals? What are the benefits of the processing for the Organisation and more broadly?

	















Step 3: Consultation process

	Consultation with relevant stakeholders: 
Describe when and how you will seek individuals’ views, or why it is not appropriate to do so. Who else do you need to involve within the Organisation? Do you need to ask any data processors to assist? Will you be consulting with anyone else?

	













Step 4: Assess necessity and proportionality

	Describe compliance proportionality measures, in particular: 
What is your lawful basis for processing? Does the processing achieve your purpose? Is there another way to achieve the same outcome? How will you ensure data quality and data minimisation? What information will you give to individuals? What measures will you take to ensure data processors comply? Will personal data be transferred outside of the EEA?

	













Step 5: Identify and assess risk

	Risk no.
	Describe the source of risk and nature of potential impact on individuals
	Likelihood of harm:
Remote, possible or probable
	Severity of harm:
Minimal, significant or severe
	Overall risk:
Low, medium or high

	1
	

	
	
	

	2
	

	
	
	

	3
	

	
	
	

	4
	

	
	
	

	5
	

	
	
	

	6
	

	
	
	

	7
	

	
	
	

	8
	

	
	
	



Step 6: Identify measures to reduce risk

	Risk no.
	Options to reduce or eliminate risk
	Effect on risk:
Eliminated, reduced, 
accepted
	Residual risk:
Low, medium, high
	Measure approved:
Yes / No

	1
	

	
	
	

	2
	

	
	
	

	3
	

	
	
	

	4
	

	
	
	

	5
	

	
	
	

	6
	

	
	
	

	7
	

	
	
	

	8
	

	
	
	



Step 7: Sign off and outcomes 

	Item
	Name
	Date

	Measures identified in Step 6 approved by:
	


	

	Integrate actions back in project plans, with dates and responsibility for completion


	Residual risks identified in Step 6 approved by:
	


	

	If accepting any residual high risks, you must consent with the ICO before proceeding


	DPO approval of completed DPIA:
	


	

	Summary of DPO advice on compliance, step 6 measures and whether processing can proceed:







	Consultees


	Consultee:
	


	

	Comments (if your decision departs from individuals’ views, you must explain your reasons):






	This DPIA will be kept under review by:
	






Guidance and glossary

Processing

Processing means “Any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction”.


Personal data

Personal data is defined as “Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person”.


Special category data

Special category data is personal data that is more sensitive and needs more protection. In order to lawfully process special category data, the Organisation must have a lawful basis as well as an additional condition for processing. 

Special category data relates to:

· Racial or ethnic origin,
· Political opinions, 
· Religious or philosophical beliefs,
· Trade Union membership,
· Genetic data
· Biometric data (where used for ID purposes)
· Physical and mental health, and
· Sex life or sexual orientation. 


Data Protection Principles

Personal data shall be:

· processed lawfully, fairly and in a transparent manner (‘lawfulness, fairness and transparency’);

· collected for specified, explicit and legitimate purposes and not further processed in a manner that is incompatible with those purposes (‘purpose limitation’);

· adequate, relevant and limited to what is necessary in relation to the purposes for which they are processed (‘data minimisation’);

· accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay (‘accuracy’);

· kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed (‘storage limitation’); and

· processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures (‘integrity and confidentiality’).


What are the lawful bases for processing of personal data?

Under the General Data Protection Regulation, the Organisation must have a valid lawful basis in order to process personal data and, in most cases, will also need to be satisfied that it is ‘necessary’ to process personal data to achieve the purpose. 

There are six lawful bases for processing:

1. Public task – this means that the processing is necessary for the Organisation to perform a task in the public interest or as part of its official functions. 

2. Legitimate interests - the processing is necessary for the legitimate interests of the Organisation or a third party, unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests.

The purpose of the Organisation, set out in its Royal Charter, is to advance learning and knowledge by teaching and research to the benefit of the wider community. So, in most cases, the Organisation will rely on ‘public task’ and ‘legitimate interests’ as the lawful basis for processing. 

3. Contract – the processing is necessary for a contract the Organisation has with the individual, or because they have asked the Organisation to take specific steps before entering into a contract. When relying on a contract as the legal basis, any processing of personal data must be targeted and proportionate. 

4. Legal obligation – the processing is necessary for the Organisation to comply with the law (not including contractual obligations). This can relate to legal, regulatory and other compliance obligations, as well as matters such as the prevention or detection of crime. 

5. Vital interests – the processing is necessary to protect the vital interest of someone, in other words, to protect someone’s life. 

6. Consent – the individual has given clear consent for the Organisation to process their personal data for a specific purpose. 





		
