ICT Operations Manager

Job Description

Grade: GR4

1. Job Purpose

1.1 To take overall responsibility for all ICT systems, software, processes and hardware within the school and external sites.
1.2 To ensure that the IT systems of the school are readily available for the use of pupils and staff and to develop those systems to provide new, faster and better services for the whole school population (including Governors, parents, prospective parents etc.)

2. Key Responsibilities

2.1 To devise an ICT development strategy for the whole school, including use of PCs, laptops, network infrastructure, network appliances and peripherals.
2.2 To manage and support the team of IT Technicians in providing IT support and maintenance services to the school.
2.3 To ensure and manage the configuration and installation of new software onto the network and to maintain existing installations.
2.4 To prepare a specification for, procure, build, configure and install a wide variety of computer hardware and software at the school. 

2.5 To monitor and take responsibility for a significant budget for ICT equipment and ICT personnel.
2.6 To provide regular monitoring reports to the appropriate members of the Senior School Management and/or the Governing Body and related support staff.
2.7 To develop and enhance ICT services and implement new Policies that enhance network security and to allow the implementation of new services.

2.8 To ensure safeguarding procedures are adhered to, e.g. all PC and electrical equipment has up to date software monitoring installed at all times to ensure the school is compliant with statutory regulations.
2.9 To keep the Senior Leadership Team updated on changes to ICT policy, procedures and practice to ensure the school is compliant.
2.10 To test the network security policy to ensure that the desired user accounts/group accounts are under each specific specification.
2.11 To design, create, test and implement new services to expand the availability, security and ease of the use of the network which may include:

2.11.1 Developing programme software to improve the ICT provision to the school.
2.11.2 Understanding network operations to be able to expand the ICT operations and administer the systems.
2.11.3 Understanding establishment backup requirements both on and off-site and procedures to prevent against data loss in a disaster recovery situation.
2.12 To develop appropriate network policies to ensure that unacceptable usage and access is barred and to ensure appropriate reports and logs of activity is maintained.
2.13 To ensure that all those involved with the school's ICT network have a sound working knowledge of all major ICT acts and laws. This includes: The General Data Protection Regulation, The Computer Misuse Act, The Copyrights, Designs and Patents Act and Freedom of Information legislation etc. 

2.14 To develop systems and operating procedures so that there is a clear fault-finding support system to ensure that problems are swiftly identified and resolved.
2.15 To oversee/provide ICT support for staff and students.
2.16 To foster partnership links with other ICT providers and the Local Authority with regards to software and hardware support.
2.17 To manage the supplying, organising and running/maintaining/staffing of an out of hours ICT provision for the school community. This may include setting up/installing remote access provisions for staff.
2.18 To develop a quality assurance programme for all software, and that there is a clear service level agreement for the provision of ICT support to serve within the school.

2.19 To ensure all tasks are carried out with due regard to Health and Safety.
2.20 To undertake appropriate professional development.

2.21 To adhere to the ethos of the school.
2.21.1 To promote the agreed vision and aims of the school

2.21.2 To set an example of personal integrity and professionalism

2.21.3 Attendance at appropriate staff meetings and parents evenings

2.22 Any other duties as commensurate within the grade in order to ensure the smooth running of the school.
3. Supervision Received

3.1 Supervising Officer’s Job Title: Strategic ICT & Data Manager
3.2 Level of supervision:

1.
Plan own work to ensure the meeting of defined objectives

4. Supervision Given 

	Post Title
	Grade
	No of Posts
	Level of Supervision 

	ICT Technician
	3
	1
	Left to work within establishment guidelines subject to scrutiny by supervisor


5. Special Conditions

5.1 None

Person Specification

Method of Assessment (MOA)

	AF
Application Form
	C
Certificate
	I
Interview
	T
Test or Exercise
	P
Presentation


	Criteria
	Essential
	MOA

	Education/

Qualifications

NB:  Full regard must be paid to overseas qualifications.
	GCSE Mathematics and English Grade C or above. 
ICT Degree or equivalent would be desirable.
	AF/C

AF/C

	Experience

Relevant work and other experience
	Several years’ experience of working in an ICT environment and providing technical ICT support.

Experience of ICT/network management in a school would be desirable. 

	AF/I
AF/I


	Skills & Ability

e.g. written communication skills, dealing with the public etc.
	Good working knowledge of; Microsoft server operating systems.
Professional ICT qualifications would be desirable.
Excellent interpersonal skills and ability to work with all members of staff.

Good written and verbal communication skills.

Ability to work collaboratively.

Ability to interpret varying situations and solve problems on a day to day basis.

Ability to work with autonomy within set boundaries.

Ability to cope with conflicting demands, deadlines and interruptions.

Ability to meet the demands of the post.

Ability to work confidentially.

An ability to fulfil all spoken aspects of the role with confidence using the English Language  as required by Part 7 of the Immigration Act 2016

	C/AF/I

	Training
	Interest in own personal development and willingness to undertake further training.
	


All staff are expected to understand and be committed to Equal Opportunities in employment and service delivery. The school is committed to safeguarding and promoting the welfare of children and young people and expects all staff & volunteers to share this commitment.
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