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DIRECTOR OF ICT 
Job Description
[bookmark: _GoBack]Responsible to:	Chief Executive 
Grade:			approx £50k (flexible for appropriate candidate)
Hours: 		37 hours per week, 52 weeks per year
Job Description
Post Objective: To be responsible for the delivery and management of a whole Trust ICT support provision. Take overall responsibility for devising and implementing the Trust’s ICT Network strategy and vision. To act as a central point of contact for the Trust on ICT support procedures and infrastructure development, ensuring effective IT provision across all Trust schools. Have overall responsibility for the ongoing management and monitoring of the Trust ICT managed service provider. Monitor and manage the Trust’s Google domain at both a school and Trust-wide level.

ICT Strategy
· Have a strategic vision, from a wide range of industry sources to understand future developments, to drive innovation and ensure that the Trust ICT provision is always ahead of requirements.
· Working with the Director of Technology for Learning, ensure that the technology in each school is fit for purpose and replacement plans take into account current curriculum requirements. 
· To input into the development of individual school ICT development plans to support refresh strategies, ensuring consistency in approach and alignment to the Trust ICT and technology for learning vision.
· Provide advice and guidance to schools in the planning, set up and configuration of school network solutions including: network infrastructure, server hardware, wireless systems, cabling connectivity, broadband, end user devices, software and telephony. 
· Provide strategic advice to the Trust senior team and board on issues relating to the Trust’s ICT Network strategy
· Perform due diligence checks and create system reports on any potential schools who may join the Trust in the future.

ICT Hardware
· Work in collaboration with the external ICT managed service provider to ensure that all ICT related hardware is fit for purpose and meets the needs of each Trust school.   
· Ensure that an appropriate system is in place and in use for recording equipment inventory details at each Trust site. 
· Work with the managed service provider to support 3rd party technologies such as access control and biometrics, and liaison with 3rd party providers for managed changes
· Project manage new equipment deployment and any equipment refresh projects across all Trust schools.  

ICT and Services Procurement
· Liaise with Trust and school senior teams and external contractors to provide costed proposals for each school with regard to the procurement of ICT equipment and infrastructure upgrades.
· [bookmark: _gjdgxs]Develop a centralised purchasing process to improve value for money in the procurement of ICT hardware, software, broadband and telephony services and provide standardisation across all Trust schools. 
· Monitor software licencing compliance and any related administration, purchasing and deployment across all Trust schools to ensure legal compliance. 

Contract Management
· Manage the relationship and performance of the Trust external ICT contractor for technical support to all Trust schools
· Monitoring of external ICT contractor’s central helpdesk to ensure SLA targets are being met and follow up on any SLA breaches. 
· Meet regularly with schools to monitor performance from the end user’s perspective and with the ICT contractor for contract performance and review meetings.
· Commissioning of ICT Vulnerability Assessments of each school’s network and monitoring actions to address matters arising.
· Work with the Trust ICT managed service provider to project manage ICT support staff during holiday periods to complete scheduled installations and perform maintenance across Trust schools. 
· Working with the Trust ICT managed service provider to identify ways of adding value to the Trust through sharing services and seeking areas of synergy within ICT. 

System and Information Security
· Responsibility for ensuring a robust system and data back-up procedure is in place at each Trust school and is tested regularly by the ICT contractor.
· Responsibility for the integrity and security of all Trust ICT systems, including GSuite, ensuring appropriate antivirus software is deployed to minimise the risk of data and system loss and/or corruption.
· Work with the ICT contractor to develop an ICT disaster recovery plan which is implemented across all Trust schools. 
· Develop and implement Trust wide school network and security policies to ensure all systems protect school data to required statutory requirements.
· Ensure ICT systems in each school adhere to the principles of the GDPR and are technically compliant. 
· Ensure school websites are compliant with DfE guidance and support periodic reviews and the commissioning of redesigns as required
· Monitor the internet filtering policy and safeguarding filtering tools to adhere to the PREVENT agenda across all Trust schools.  

Trust Systems
· Monitor and maintain the Google domain across the Trust and all its schools and any other cloud-based services in use. 
· Monitoring of the internet connectivity at each Trust site, ensuring the connection is fit for purpose and has adequate capacity for current and future needs. 
· Providing compliance reports to senior Central Team and Trustees
· Work with the managed service provider in recommendations on the physical and virtual security of servers and data. 
· Manage storage as and when required by monitoring the space and advising schools on the deletion of certain content with approval from school management. Produce monthly storage status report using reports produced by third party ICT managed service provider.

	The Chiltern Learning Trust is committed to working in wider partnership which will promote wellbeing outcomes for young people. 

All personnel may be required to work across all schools by agreement with the Chief Executive.



Safeguarding Children

CONTEXT:
All support staff are part of a whole school team.  They are required to support the values and ethos of the school and school priorities as defined in the School Improvement Plan.  This will mean focussing on the needs of colleagues, parents and pupils and being flexible in a busy pressurised environment.  A Teaching Assistant at this level will take responsibility for pupils on placement.   S/he should be involved in promoting the acceptance and integration of pupils with special educational needs and would be involved in promoting the acceptance and integration of pupils with English as a second language.

Because of the nature of this job, it will be necessary for the appropriate level of criminal record disclosure to be undertaken. Therefore, it is essential in making your application you disclose whether you have any pending charges, convictions, bind-overs or cautions and, if so, for which offences. This post will be exempt from the provisions of Section 4 (2) of the Rehabilitation of Offenders 1974 (Exemptions) (Amendments) Order 1986. Therefore, applicants are not entitled to withhold information about convictions which for other purposes are ‘spent’ under the provision of the Act, and, in the event of the employment being taken up; any failure to disclose such convictions will result in dismissal or disciplinary action by the Authority. The fact that a pending charge, conviction, bind-over or caution has been recorded against you will not necessarily debar you from consideration for this appointment.  Applicants must be willing to undergo child protection screening appropriate to the post, including checks with past employers.  

‘The School is committed to safeguarding and promoting the welfare of children and expects all staff to share this commitment’ Applicants must be willing to undergo child protection screening appropriate to the post, including checks with past employers and the Disclosure and Barring Service (DBS).


Person Specification: ICT Lead
This acts as selection criteria and gives an outline of the types of person and the characteristics required to do the job.

	Attributes
	Essential
	Desirable

	Qualifications and Experience

	· Degree level qualification or equivalent
· Proven experience in the design of ICT systems
· Experience of implementing technical solutions
· Expert understanding of ICT Hardware, infrastructure and Software
	· ITIL foundation level 
· An IT Project background
· Experience of working within Education

	Knowledge

	· Networking skills inc LAN/WAN/VPN
· Google G-Suite
· Microsoft server technologies
· VMware vSphere v6.5 
· Meraki Wireless
· ICT procurement
· Developing and implementing ICT strategy
· Change management
	· Education and school-based systems
· Sims.net
· Cisco/HP Switching
· Microsoft SCCM
· Veeam Backup
· Papercut Print Management
· VOIP Telephony
· Cashless Systems

	Skills and Abilities

	· Excellent client facing skills
· Strongly task-driven/multi-tasking.
· Strategic thinker
· Attention to detail
· Good communicator
· Customer focused
· Excellent communication skills
· Excellent negotiating and influencing skills
· Creative
· Analysis skills
· Strong verbal reasoning ability
· Ability to identify and set key priorities
	· Strong educational focus


	Work-related Personal Requirements
	· Self-motivated 
· Strong Finisher
· Clean driving licence

	

	Other Requirements
	Ability to work flexibly to meet the needs of the Trust and the position. 

Willingness to undertake DBS enhanced disclosure
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