Education
RM SafetyNet
RM SafetyNet is our low cost cloud-hosted filtering service that requires no on site equipment or
software for the ICT team to manage, install, power, protect or update.
It means that any device, at any time, can change the filter rules or accessible websites.
A teacher needs access to YouTube for the next lesson — not a problem. With RM SafetyNet this

change can be made in minutes!

Key (AT R[ | and tools

»  Cloud hosted web filtering — no equipment for your school to manage, install or update
= |llegal sites on the Internet Watch Foundation (IWF) black list blocked

= |llegal extremist content blocked

= Access to pre-compiled filter lists

= Ability to create custom lists

= Sync with your active directory to apply filter rules to individual users and groups o
= 55 filtering inspection for Google services .
»  Enforced SafeSearch mede in Google and Bing
= Prevent pupils searching for specific terms or words Change filter rules m?m
anywhere on any device
= Bandwidth graphs to view trends and monitor usage across school year
-
= Contentfiltering assesses any unknown web page to establish it's suitability
= Create time based rules: .

With the easy to use interface you can quickly:
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Satisfying the latest DfE guidelines

RM SafetyNet satisfies all the filtering requirements, as set out in the latest 'Keeping Children Safe in
Education’ DfE Guidance Document (Sept 2016), the Prevent Duty (July 2015) and Ofsted’s Common
Inspection Framework (August 2015). It will also enable you to monitor your internet usage, and
provide a range of activity reports that enable you to assess the behaviour of staff and students when
online and the impact of any planned online safety initiatives.

Specifically, and to list the minimum requirements now expected of schools (as set out in
‘Keeping Children Safe’), SafetyNet will -

v" Block Access to illegal content (i.e. the Internet Watch Foundation and ‘Prevent’ filter
lists)

v' Prevent access to inappropriate content (i.e. anything categorised as Discrimination,
Drugs/Substance abuse, Extremism, Malware/Hacking, Pornography, Piracy and
copyright theft, Self Harm, Violence)

v Provide the following features...

o Differentiated filtering; appropriate for age and role

e Local control; schools have the ability to permit or deny access to specific
content

e Rationale of how they classify and categorise content, and prevent over blocking

¢ Individual users to be identified; user based rules can be applied

o Application filtering; filtering isn’t limited to filtering web traffic

e Mustn't rely on software installed on local devices

e Enables reporting; to include browsing history of individual users
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SafetyNet links with the schools active directory allowing you to be able to filter on groups of students,
specific individuals or staff. This solution is in line with the appropriate filtering for Keeping Children
Safe in Education and is going to be continually developed to keep increasing the functionality.

Some of the features coming soon....

User filtering on transparent proxy

RM Education can also provide:

v A free online self assessment tool, that enables schools to assess their current strengths and
opportunities for improvement regards digital safeguarding

v Arange of Online Safety consultancy, workshop and CPD services, to help inform, educate and
provide direction for your school, its staff, learners and other stakeholders (e.g. Parents, Carers,
Governors)

v" A choice of monitoring solutions that, again, ensure the school complies with the latest DfE
gquidance

v Other tools and resources to, for example, help schools introduce and embed key online safety
concepts across the curriculum, keep up to date with the latest legislation and good practice,
and ensure safeguarding incidents are reported, logged and actioned effectively

For more information or discuss further with one of our experts:
Email - esafety@rm.com

Telephone - 0845 121 3347
Web - http://www.rm.com/products/online-safety-tools/rm-safetynet
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http://www.rm.com/what-we-do/online-safety-for-schools/online-safety-review
http://www.saferinternet.org.uk/advice-centre/teachers-and-professionals/appropriate-filtering-and-monitoring/appropriate-monitoring
http://www.saferinternet.org.uk/advice-centre/teachers-and-professionals/appropriate-filtering-and-monitoring/appropriate-monitoring
mailto:esafety@rm.com

