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Job description: 		ICT Network Manager

Responsible to: 		Bursar


Key Duties

ICT Support
The ICT technician will provide day-to-day IT support for teaching and administration staff, and pupils from Pre-School to Year 6, troubleshooting and providing advice as required.

They will take an active lead in promoting safeguarding and e-Safety with staff, pupils and parents, in coordination with the Computing Teacher.

They will assist the Head in ensuring the school fulfils its responsibilities under the Data Protection Act, providing guidance for staff where required.

They will assist the Marketing Manager in maintaining content on the school’s website. The site is supported technically by a third-party company.

ICT Maintenance
The ICT technician is responsible for the maintenance of hardware, software and peripheral devices. They should ensure that the business of the school, especially teaching and learning, is able to continue with minimal disruption from IT problems.

They must take responsibility for network security, backups and data recovery.

ICT Development
The ICT technician takes the lead in the planning and installation and upkeep of new and old hardware and software, as required to meet the school’s changing needs. This will include procurement: investigating different products and suppliers to find the most appropriate for the school. Decisions will be justified and discussed with the SMT. Final purchasing and strategic decisions may be discussed with the Bursar and Headmistress.  

The ICT technician will investigate and select appropriate hardware for routine replacements and to meet new requirements. They will install and set up new computers and other hardware.


Scope

The computer network at Hilden Oaks School & Nursery currently includes:
· around 80 workstations and laptops running Windows 7, 30 replaced in the last year, the rest in 2012;
· two servers running Windows Server 2008 R2 and Windows Server 2012 R2;
· a suite of iPads managed using Apple Configurator;
· Promethean Interactive Whiteboards;
· Ruckus wifi system;
· Sharp multifunction printer.
· Smoothwall

Email is provided by Google Apps for Education.

Other software used within the school includes: Symantec Endpoint Protection, Print Manager Plus, Microsoft Office 2010, Attix5 Backup, Sage Accounts, the Schoolbase management information system and online subscription services such as Classroom Monitor, Espresso and Tapestry Online Learning Journal.

Over the next two years, the school will require replacement of laptops and workstations, the consideration of replacements to the interactive whiteboards and the introduction of a tablet solution for use by pupils and teachers to enhance learning within the classroom.


Key Attributes and Skills

Essential Technical Skills

· 2 or more years’ hand’s on experience with the administration of a network with Windows Server 2008 or 2012 and 30+ Windows 7 clients – including installation and maintenance of software and peripherals, Security, Permissions, AD, GPO, WSUS, WDS
· Experience of PC build using WDS or equivalent
· Ability to conduct minor hardware repairs, e.g. changing an HDD
· Strong working knowledge of Microsoft Office 2010
· Technical experience of wired and wireless networking in a business environment (Technologies such as IP, DHCP, DNS, VLANs)
· Experience of managing firewalls and web filter policies
· Awareness of e-Safety issues and their impact on both staff and children

Desirable Technical Skills

· Experience with technical support in a school environment
· Experience administering Google App or similar and the use of GAM
· Experience of managing iPads with Apple Configurator
· Familiarity with any of the other software or systems mentioned above
· Experience with the billing system of a school or equivalently complicated organisation
· Working knowledge of HTML
· Basic scripting, particularly Powershell or Visual Basic for Applications
· Experience managing Microsoft volume licenses
· ThinkUKnow or CEOP Ambassador Training

Essential Personal Competencies

· Ability to prioritise and plan independently
· Ability to understand a user’s perspective, with a strong desire to help them get the most from IT
· Ability to communicate effectively with staff, pupils, trustees or parents
· Ability to maintain confidentiality in all school matters
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