Creating a Windows 10 Mandatory Profile

Preparing the Default Profile ready for editing
The default profile will be the account which is used as the Mandatory Profile however we first need to export it and clean it up.

Log on to a machine with administrator rights and copy the Default Profile from the local machine by going to System > Advanced System Settings > User Profiles – Settings > Highlight the Default Profile and click “Copy to…”. Copy the profile to C:\ManProfileSetup\Profile. You can if you like use a local profile, rename that to Default profile and copy that over, there are videos on youtube on how to do that.

Once the profile has been copied, make sure you can see hidden files and Protected Operating System Files, browse to C:\ManProfileSetup\Profile and delete the following files:
· [bookmark: OLE_LINK3][bookmark: OLE_LINK4]NTUSER.DAT.LOG1
· NTUSER.DAT.LOG2
· NTUSER.DAT{*characters*}
You should be left with the usual folders (AppData, Desktop, etc) and NTUSER.DAT.

Rename the NTUSER.DAT file to NTUSER.MAN. That’s it for now on the Default Profile.

Test User Account:
Now in AD, create or copy a user based on the user(s) you want to apply this mandatory profile for. Set the account up with a home directory but don’t issue a Profile. We need to let the account create a local profile on the local machine.

Login to the machine with this created account, let it populate everything and log off. This should create a local profile on the machine and leave it there.

Log back in to the machine with an administrator account and browse to C:\Users\*test_AD_Account* and copy the NTUSER.DAT file to C:\ManProfileSetup. 

Run Regedit > click on HKEY_USERS so it’s highlighted > Click on File > Load Hive. Browse to C:\ManProfileSetup, Open up the NTUSER.DAT and give it a name of HIVE.
You can either
· Right click on HIVE and export the settings to a .reg file. Save this .reg file in C:\ManProfileSetup as it needs editing via notepad.
· Edit the HIVE folder whilst in regedit.

The following applied to both ways, editing the reg file or editing the HIVE in regedit.

Do a search for the test_AD_account username and delete all blocks of keys that this user relates to. You should have the following…
· [bookmark: OLE_LINK1][bookmark: OLE_LINK2].\Software\Microsoft\Active Setup – Delete all Active Setup Blocks
· .\Software\Microsoft\Internet Explorer – Delete the Suggested Sites key block
· .\Software\Microsoft\Media Player – Delete the Preferences key block
· .\Software\Microsoft\Windows\Current Version\Explorer – Delete all keys relating to CD Burning
· .\Software\Microsoft\Windows\Current Version\Explorer\Shell Folders – Delete all reg entries barring “!Do not use this reg key” & “Fonts”. Everything else under this key can be deleted.
· .\Software\Microsoft\Windows\Current Version\Push Notifications – Delete the wpnidm key block.
· .\Software\Microsoft\Windows\Current Version\UFH\SHC – delete all reference reg values (not keys) that have the user’s AD login name.
· .\Software\Microsoft\Windows Search\Processed Search Roots – delete the key block “Default” if the user name is found in any strings
· .\Software\WOW6432Node\Microsoft – Delete the Active Setup key Block

After searching the HIVE in Regedit for the test username, references found in:
· .\Software\Microsoft\OneDrive\ - delete OneDrive key
· [bookmark: _GoBack].\Software\Microsoft\Windows NT\Current Version\AppCompatFlags\Compatibility Assistant\Store – Deleted the Store key.
If you’ve edited the HIVE via regedit, you need to export the settings to a reg file as this will be used to import these keys into the Default Profile NTUSER.MAN file
Highlight HIVE that you have exported > Click File > Unload Hive
Now we need to load NTUSER.MAN into regedit. Highlight HKEY_USERS > click File > Load Hive. This time load NTUSER.MAN. Give it the same Hive name as above, so I called it HIVE.
Highligh HIVE and click File > Import. You need to import the reg file that you exported from above with the relevant changes. This will apply the relevant registry settings.
Right click on HIVE > Permissions. 
Remove:
· the user account that’s listed 
· Remove Restricted Access
· Remove Application Packages
Add: 
· “Everyone” – Give this group Full Access
With the HIVE still highlighted, click on File and Unload the Hive. 
This is the regedit part finished. Now copy the whole profile barring the NTUSER.DAT and any files that say:
· NTUSER.DAT.LOG1
· NTUSER.DAT.LOG2
· NTUSER.DAT{*characters*}
to the central profile share. Give it a name and don’t forget to use .V5 if you are using a copy of Windows 10 pre 14279. Anything after 14279 you will need to use a V6 profile.

Link this profile to a user and the user should be using the mandatory profile you created.
