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Configuring a v4 Cachepilot
for
Active Directory Integration

On the Schools Domain
You will Need:

The IP address for the onsite Domain Controller e.g. 10.XX.XX.11

The new Cachepilot v4 password = xxxxxxxxx
Create the Groups and set Filter Rules
· Login to the Cachepilot

· Click the User Accounts button

· Click the Groups button

· Click Add
· Enter the Group Name XX_Staff Users (Where XX is the site code)
· Tick the Web check box
· Under Web Access Rules click the Add button 3 times then set the following in the drop down boxes:

Allow permitted sites


Always
Block and report restricted sites

Always
Block forbidden sites


Always

Block global forbidden sites

Always





Allow all other sites

· Click Ok
Repeat this process for the XX_Student Users, XX_MIS Users and CP_Failover groups

· Create another new Group

· Enter the group name CP_SA_Users
· Tick the Web box

· Under Web Access Rules set:

Allow All Web Sites


Always


Allow All other Sites
· Click ok
Create the Users and Assign them to a Group
· Click the User Accounts button

· Click the Users button

· Click Add
· Enter the username XX_StaffUsers (Note, enter the username without any spaces)
· Set the password to newpassword
· Select the Group XX_Staff Users
· Click Ok

Repeat this process for the following users, remember to change the Group to match the username and remove any spaces in the username
XX_StudentUsers 
XX_MISUsers 
CP_SA_Users
CP_Failover
Configure the Cachepilot to look to Active Directory for authentication
· Select Web
· Click the Advanced button

· Click Web User Authentication
· Select Active Directory and click Ok
· Click Next
· Enter

· Server IP: 10.X.X.11 (Use DC that is on Site)

· Domain: SCHOOLS.SCH.UK
· User: cpaccess

· Password: newpassword
· Click Ok
· Click Next
· Select Active Directory and click Ok

· Click Next

· Change the drop down to accept: url-filter, authorised users
· Click Ok
· Click Ok

Add DNS entry for Local DNS Server

· Select Maintenance
· Click the Network Button
· Select DNS Servers
· Click Add
· Enter the IP address of the local DNS server (DC)
· Click Ok
Create Allow rule on Education Centre Cachepilot (For failover in case the onsite cachepilot fails)
· Logon to a server / machine at the education centre

· Access the cachepilot

· Select Security
· Click Firewall Options
· Click Address Associations
· Click Add
· Enter:

· Name: Name of School
· Address: 10.X.X.0 Enter the Start IP Range

· Address Mask: /21 255.255.248.0 (Primary School)

· Address Mask (/20 255.255.240.0 (Secondary School)
· Trust Group: Trusted

· Click Ok
· Click Ok
Move the Cachepilot Computer Account

· Open Active Directory Users and Computers
· Browse to the Computes OU
· Find the computer account for the cachepilot. It will look something like NP-4D-XX-XX (XX-XX will be the last 4 characters of the MAC address for the cachepilot)

· Right click the account and select move. Move it to: Schools / Primarys / Primary Cachepilot Access / Cachepilot Computer Objects

· Name the account Computer Object for Cachepilot LDAP School Name
Change the Web Proxy Port for Java

· Go to Web ( Advanced ( Web Proxy Port
· Change port to 8080 and click ok

On Machines that require access to Agresso (remote.stockton.gov.uk)
· Go to the machines that access Agresso

· Open the Control Panel
· Open Java
· On the General Tab select Network Settings
· Select Use Proxy Server
· Enter the Cachepilot IP Address or Name and enter the port 8080
· Tick Use for all protocols
· Tick Bypass proxy server for local addresses
· Click ok
· Click ok
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