Installing VISTA with WDS and Key Management Server (KMS)

KMS Stuff

After four long days, we have finally installed a Server 08 Domain Controller, which also hosts WDS and KMS.

We spent too long working stuff out, so here is the easy version of using WDS to deploy a vista image, and KMS to auth the computers.

As you may have noticed in your latest license agreement there are 3 KMS keys provided, one for Server 08, one for Vista and if you don’t use Itanium / Datacentre edition, a Datacentre KMS Key.

The keys are used for the following -
KMS Keys are used to activate a KMS Service on your server / KMS workstation.

· MAK keys are used to activate a machine directly with Microsoft Clearinghouse
Microsoft Volume Licensing CD’s for Vista Business / Enterprise have a KMS_CLIENT key built into them.

Keys are used in Tiers, the highest tier can authorise activation for all tiers below it.
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The tiers are as follows

C - Itanium / Datacentre Server

B - Enterprise / Standard Server

A - Web Server

Client - Vista

Therefore, if you install KMS on a Vista client machine, you can only authorise Vista KMS requests, whereas if you install KMS on a group C machine, it can authorise everything on your network.

As mentioned earlier, you have been provided with a Vista KMS, Enterprise KMS and a Datacentre / Itanium KMS. You can install the Datacentre KMS key onto the Enterprise / Standard Server 08 / 03.
Installing KMS

IF you are intending on running KMS on a Server2003 machine, you will need the following software.

Key Management Service 1.1 (x86) for Server 2003
Download details: KMS 1.1 for Windows Server 2003 SP1 and Later (x86)

Key Management Service 1.1 (x64) for Server 2003
http://www.microsoft.com/downloads/i...splayLang%3den
Once installed the Key Management Service is installed and ready to be used on your machine. 

The process is pretty simple on Server 2008 also, and only requires 2 commands to run, and you are activated.

Source - Microsoft Document “Volume Activation 2.0 - Deployment Guide”

	To install a KMS host on a Windows Vista or Windows Server 2008 computer

	1. Log on to the computer that will serve as the KMS host.

2. Open an elevated command prompt. To do this, click Start , click All Programs , click Accessories , right-click Command Prompt , and then click Run as administrator. 

3. To install your KMS key, type the following at the command prompt, and then press Enter: 
cscript C:\windows\system32\slmgr.vbs /ipk <KmsKey>
4. Activate the KMS host with Microsoft® using one of the following:

a. For online activation, type the following at the command prompt and then press Enter:
cscript C:\windows\system32\slmgr.vbs /ato
b. For telephone activation, type the following at the command prompt and then press Enter: 
slui.exe 4
5. After activation is complete, restart the Software Licensing Service using the Service application.


Remember to use the Datacentre / Itanium KMS Key, and include hyphone / dashes ie - xxxxx-xxxxx-xxxxx-xxxxx. Once you have run the -ato command, the server will publish its records in DNS under _TCP as a _SRV pointing to the server.

To check completion type “slmgr -dli” for “Detailed Licence Information”

Job complete, the only additional thing that we had to do was “Windows Firewall with Advanced Security”, under Exceptions a rule has been created for Key Management Service, however it has not been activated, and this simply opens port 1688 to receive activation requests.

WDS Images

On WDS, make sure you use the following.

· FULL Vista Images (not upgrade disks)
· Upgrade disks include the .wim files, but do not have a KMS_CLIENT key installed on them by default, and will install the RETAIL key **W4W as the partial key.
· REMOVE the CD-Key from your XML / Unattended file

· Vista Business and Enterprise Volume Licensing CD’s have a KMS_CLIENT key installed already, adding your MAK or KMS key will cause it to install as a KMS Server or you will have to visit the machine and activate the MAK key manually.

· Again make sure this is a fresh downloaded copy, do not use the “Upgrade” disk provided by MVLS in your licensing pack.

WDS has been covered elsewhere on EduGeek.net, so explanation is not needed.

The only addition I will make is that if you have ticked the box in the WDS settings that is along the lines of “Authorise installations with Server” then you will need to grant the server full permissions on the OU that computers are dumped in by default, this will allow you to name the machines prior to installing windows, which was a useful RIS feature.

Once you initialise an install with this ticked, the “Pending Devices” container will be populated with an ID and machine every time you start an install, you can simply right click - approve or Approve and Name to give the device a computer name on your network.

Once a device has been authorised, the KMS stores the GUID of the machine, this allows you to re-image the machine without requiring another authorisation, or using an additional KMS count on the activations. (I.e. wiping the same machine 25 times will not use your 25 activations, only 1)

Vista Installation

Once you have deployed this image, a “slmgr -dli” will show a “KMS_CLIENT” key, and upon running “slmgr -ato” to activate with the server, the message returned should be along the lines of “Not enough client requests to reach activation threshold”. This means you have not yet reached the required 5 Server 08 Activations or 25 Vista activations, but the connection has succeeded. Under Key Management Service in Event Viewer you should also receive information messages reflecting the connection has been made. 
A “slmgr -dli” will show that the server address is your sever, providing the DNS records have propagated across your domain.

Once you obtain these thresholds, all machines will activate, and will then report to the server regularly. The maximum period away from a KMS can be no more than 180 days / 6 months. IF you have some machines that do not come back on site every 6 months, use a MAK and authorise online, these keys require no reactivation. 

