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[bookmark: _Toc262565731][bookmark: _Toc320537674]Introduction
The CCTV system is based around a Digital Video Recorder (DVR) and therefore meets the definition of information processed under the Data Protection Act 1998. The School will therefore follow the CCTV Code of Conduct generated by the Data Protection Commissioner in July 2000 (available via the Information Commissioner’s Office).

The School is committed to ensure that the data will be
· fairly and lawfully processed;
· processed for limited purposes and not in any manner incompatible with those purposes;
· adequate, relevant and not excessive;
· accurate;
· not kept for longer than is necessary;
· processed in accordance with individuals’ rights;
· secure;
· not transferred to countries without adequate protection.

The person ultimately responsible for Data Protection within the School is the Headteacher.
[bookmark: _Toc320537675]Definitions
The following definitions apply to this policy and any attached appendices.

Operator refers to whichever nominated person is dealing with a request to review or extract footage. This will be one of the Facilities Manager, Network Manager or designated ICT Technician.
[bookmark: _Toc320537676]Purpose of CCTV in the School
CCTV cameras are located externally around the site for the purposes of crime reporting and the protection of the site and of staff, students, visitors and their property. No cameras are located internally in any building.

One CCTV camera is also used by Reception staff for the additional purpose of identifying visiting vehicles waiting at the entrance barrier.
[bookmark: _Toc320537677]Location of CCTV monitors for viewing
A monitor is positioned in the back area of front reception (only accessible by staff) that displays the live feed of all cameras and cannot be used to access recorded footage except with a password known to the Network Manager and CCTV support company.

A monitor is mounted by front reception that shows a live feed of Camera 2, the entrance gate, as previously mentioned in section 2.2

The operators’ PCs can access live and recorded footage over the network. This system is protected by a password, in addition to the protection bestowed by the security of the network accounts used by those users.
[bookmark: _Toc320537678]Storage Period
Footage is recorded at varying qualities depending upon the activity detected i.e. by default it is stored at a lower quality, but when motion is detected higher quality footage is recorded. As such it is impossible to state precisely what length of time footage is stored on the DVR but under current parameters (storage size, quantity of cameras, quality settings etc.) it is not expected that footage is stored for longer than 4 weeks.

Where footage is taken off the system for the purposes of evidence, it may be kept for longer than this period of time by the school. If you believe that you are identifiable in any such stored footage you may request its removal from school systems no sooner than the latest of 4 weeks after the initial recording or 2 weeks after the footage was exported from the DVR.
[bookmark: _Toc320537679]Request for Review of Footage
Requests for the review of footage must be made via the written form attached as Appendix 1. Completed forms should be handed to the operator for action, and will be stored by the Network Manager for future reference.

The operator will inform the requester if any relevant footage is found.
[bookmark: _Toc320537680]Request for Export of Footage
Requests for the export of footage must be appended to the previously completed review request form attached as Appendix 1. Completed forms should be handed to the operator for action, and will be stored by the Network Manager for future reference.

The export and provision of footage may be charged at the discretion of the operator retrieving the footage. You will be informed of this at the time you hand the request form in; if you wish to dispute this charge, the Headteacher or their deputy will arbitrate.
[bookmark: _Toc320537681]Provided Footage
Footage provided will be restricted on a time and location basis to only that footage related to the incident in question. Still snapshots from this footage may also be provided to assist in the identification of people seen in any footage; still snapshots will not be provided from footage not also provided as motion footage.

Motion footage will be provided on optical media as a data file, playable only on a computer.

Still snapshots may be provided on optical media as a data file or as a printed copy where requested.

A note will be made on the request form of which materials were provided and by whom.
[bookmark: _Toc320537682]Use of Provided Footage
All recipients of footage provided will agree, by the signing of the request form, to abide by this policy and the principles of the Data Protection Act in their handling of the provided data.

All footage recorded by the system may be provided to law enforcement to support their investigations without prior notice to any individual identifiable in any such footage.

Footage provided to law enforcement may also, on occasion, be published to the media in order to assist with the identification of a suspect. Any other identifiable person featured in the footage but not being sought by the police will have their image disguised before any such footage is published in any format. The wishes of any individual victim of a crime will be considered when making the decision to allow any such publication.
[bookmark: _Toc320537683]Recipients of Footage
[bookmark: _GoBack]Anyone requesting exported footage will need to provide valid ID to the operator. Anyone not employed by the school or a law enforcement agency will need to have their request countersigned by a school employee, where said employee is agreeing to be responsible for any breach of data protection or this policy that occurs as a result of footage being handed over to the external third party.
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