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Install Guide for Ubuntu
http://docs.moodle.org/en/Step-by-step_Install_Guide_for_Ubuntu
The version I am using is 6.06 LTS (Long Term Support)

Start computer and use F12 to boot from CD. 

Select Install to hard drive. 

Select your language, country, and keyboard layout (i.e. English, United States, American English) 

Select manually configure and set an IP address (or autoconfig if you don't know). 

Enter your servername (i.e. moodletest) 

Select to manually edit the partition table. I’m doing my testing on a standard 40GB harddrive and will modify these sizes for production. 

	/boot
	ext3
	200MB
	bootable
	(may need to be under cylinder 1024 on your harddrive to be bootable)

	/
	ext3
	10GB
	
	(files are relatively static)

	swap
	
	4GB
	
	(4xRAM if you don't have much memory, down to 1xRAM if you have gobs of memory)

	/var
	ext3
	26GB
	
	(variable content – uses rest of the drive)


Select your timezone. (i.e. Central) 

Set clock to Universal Time. 

Enter Administrators full name. (i.e. Joe Smith) 

Enter account name. (i.e. joesmith) 

Enter a secure password. (‘abcde’ is not a good one!) 

Let the computer restart. 

Setup Remote Terminal Access

Log in your account. 

Edit the /etc/apt/sources.list file. 

Remove the # mark on lines 22 and 38 to enable access to the universe package source and universe security updates. Add the #mark on line 5 to disable CD access. 

You will need to re-enter your account password when sudo asks for it. 

sudo nano /etc/apt/sources.list 
Now to get all the security updates. 

sudo apt-get update

sudo apt-get dselect-upgrade

Normally you would just use sudo apt-get upgrade. 

Install putty:

sudo apt-get install putty
sudo apt-get install ssh openssh-server
Now you can access your server using putty!
Install MySQL 

At this point we'll need to log in again to the server and type: 

sudo apt-get install mysql-server php5-mysqli

Press Y to continue the install. 

Replace the following string NewRootDatabasePassword with a secure password of your own choosing. 

There is no space between the -p and the password on the second command. 

mysqladmin -u root password NewRootDatabasePassword
mysqladmin -u root -h localhost password NewRootDatabasePassword -p NewRootDatabasePassword
We now need to create the Moodle database and Moodle user in MySQL. 

The mysql command will prompt for your NewRootDatabasePassword (from above). Replace NewMoodleDatabasePassword with a secure password of your own choosing. 

mysql -u root -p
> CREATE DATABASE moodle;
> GRANT ALL ON moodle.* TO moodle@localhost IDENTIFIED BY 'NewMoodleDatabasePassword ';
> FLUSH PRIVILEGES;
> QUIT
Then for safe measure clear your Terminal History:

history -c

Install Apache

The following mod-security, ldap, and odbc libraries are optional. 

sudo apt-get install apache2 libapache2-mod-php5 php5-gd

sudo apt-get install libapache2-mod-security php5-ldap php5-odbc

Restart Apache 

sudo /etc/init.d/apache2 restart

Install other software

Edit the sources list:

sudo nano /etc/apt/sources.list
Add the following

#ClamAV Update

deb http://volatile.debian.org/debian-volatile etch/volatile main contrib non-free

Now to get all the security updates. 

sudo apt-get update

Type: 

sudo apt-get install ntp-simple openssh-server unattended-upgrades

sudo apt-get install unzip zip aspell-en aspell-fr aspell-de aspell-es

sudo apt-get install curl libcurl3 libcurl3-dev php5-curl

sudo apt-get install clamav-base clamav-freshclam clamav

Press Y to continue the install after each of these apt-get commands. 

The clamav package will support virus checking on file uploads into Moodle. May have to run it again to configure properly. 

Additional languages are available for aspell. 
Install Moodle 

On the command line, type: 

cd /var/www

sudo wget http://download.moodle.org/stable17/moodle-latest-17.tgz

sudo tar -zxf  moodle-latest-17.tgz

sudo mkdir /var/moodledata

sudo chown -R www-data.www-data /var/moodledata /var/www/moodle

We now need to edit the location of the default web site. On lines five and ten, replace /var/www/ with /var/www/moodle/
sudo nano /etc/apache2/sites-available/default  
Restart Apache.
sudo /etc/init.d/apache2 restart

Configure Moodle website 

ifconfig (look for your server’s ip address on the 2nd line) 

On another computer open a web browser and put in your server address 

Complete the Moodle install using a secure username and password 

Go to a pub for a few hours. 

Come back and tell your boss that you FINALLY got the test server running. 

Setting up External Moodle Access

In the Terminal type the following:

sudo nano /var/www/moodle/config.php
Then edit the following:

$CFG->wwwroot   = 'http://moodle.domain.com'; 
LDAP

Setting up LDAP

Logon into moodle under the local administrator account:

Then go to menu of the left and side and select: Users>Authentication 

Then go to: Choose an authentication method 
Then select: Use an LDAP Server

LDAP Config – The tricky Part
For ldap_host_url enter: ldap://dc1.domain.com; ldap://dc2.domain.com 

For ldap_version select: 3
For ldap_preventpassindb select: yes
For ldap_bind_dn enter: CN=Moodle Bind,CN=Users,DC=domain,DC=com 


Note: This account needs only to be a default user account. I.E only group is Domain Users.
For ldap_bind_pw enter the password for the above user Account


Note: Make sure this is a secure password

For ldap_user_type select: MS ActiveDirectory
For ldap_contexts enter: OU=Students,DC=domain,DC=com;OU=Staff,DC=domain,DC=com
For ldap_search_sub select: yes
For ldap_opt_deref: select: no
For ldap_user_attribute enter: sAMAccountName
For ldap_memberattribute enter: memberOf
For ldap_objectclass enter: user
For First name enter: givenName

Set Lock value to: Locked
For Surname enter: SN


Set Lock value to: Locked
For Email address enter: mail

Set Lock value to: Locked
For Phone 1:


Set Lock value to: Locked
For Phone 2:


Set Lock value to: Locked
Department:


Set Lock value to: Locked
Address:


Set Lock value to: Locked
City/town:


Set Lock value to: Locked
Country:


Set Lock value to: Locked
For Description enter: description
Set Update local to: On every login


Set Lock value to: Unlocked if empty
For ID number enter: sAMAccountName
Set Update local to: On every login

Set Lock value to: Locked
Language:


Set Lock value to: Locked
For Guest login button select: Hide

Possible LDAP Errors

When LDAP is setup there maybe an error: -  

Fatal error: Using $this when not in object context in /srv/www/moodle/auth/ldap/lib.php on line 1342
To fix this either update moodle or...

Make a backup of the file with the error:

sudo cp /var/www/moodle/auth/ldap/lib.php /var/www/moodle/auth/ldap/lib.php.old

Then edit the file

sudo vi /var/www/moodle/auth/ldap/lib.php

Then page down to line 1342, and see the following information:

// Fix MDL-10921
        if ($this->config->user_type == 'ad') {
             ldap_set_option($connresult, LDAP_OPT_REFERRALS, 0);
        }

Now comment out the above, this can be done by press the i key, they will enable edit mode. Then change the text to the following to comment out the code:

// Fix MDL-10921
//      if ($this->config->user_type == 'ad') {
//           ldap_set_option($connresult, LDAP_OPT_REFERRALS, 0);
//      }

To save, press the esc key, then press enter the following text

:wq

This will exit the text editor and save the file.

SIMS
Setting up SIMS Information

Open SIMS and on the top menus click on: Reports > Design Reports
Once in the Design Report windows click on > Import a report
Then select and open the file: MoodleExport.RptDef
Then click the button: Import
Then click the button: close
Click on: Open an Existing Report
Inside the new window, go to the left pane and click on the folders: Focus > Class
In the Right Pane click on: Moodle Export
Then click OK.

Then click: Next > Next > Next
Only leave: Use Effective date – If you want information from the next school year to be included.

Import Sims Data

Change your php.ini (/etc/php5/apache2/) settings. 

Copy the php.ini:

sudo cp /etc/php5/apache2/php.ini /etc/php5/apache2/php.backup

Edit the php file:

sudo vi /etc/php5/apache2/php.ini 

Enter the following settings between: Lines 244 – 246:

  max_execution_time = 3600;

  max_input_time = 3600;

  memory_limit to 512M;

Change the following between on Line 409:

  post_max_size to 200M;

Change the following between on Line 514:

  upload_max_filesize to 200M;
Restart Apache 

sudo /etc/init.d/apache2 restart
Upload the importSIMSdata.php to /var/www/moodle/admin

Type into the URL: http://theipoftheserver/admin/importSIMSdata.php
Then following the onscreen instructions.

Security Settings

Setting Up Anti-Virus (Clam-AV)
Logon into moodle under the local administrator account:

Then go to menu of the left and side and select: Security>Anti-Virus
To enable scanning of uploaded files; Place a tick next to: Use clam AV on uploaded files
Then add the clam AV path:

/usr/bin/clamscan
Moodle: Secure Login

Now we have to enable some Apache modules (SSL, rewrite, suexec, and include).

Open Terminal:

sudo apache2-ssl-certificate
Answer any questions for 
Now enable SSL:

sudo a2enmod ssl
Configure SSL:

sudo cp /etc/apache2/sites-available/default /etc/apache2/sites-available/ssl

sudo ln -s /etc/apache2/sites-available/ssl /etc/apache2/sites-enabled/ssl

Open the Apache2 SSL File:

sudo nano /etc/apache2/sites-enabled/ssl
Then replace;

NameVirtualHost *

<VirtualHost *>

with

NameVirtualHost *:443

<VirtualHost *:443>
Open the Apache2 Moodle File:

sudo nano /etc/apache2/sites-available/default
Then replace;

NameVirtualHost *

<VirtualHost *>

with

NameVirtualHost *:80
<VirtualHost *:80>
Open the Apache2 Port File:

sudo nano /etc/apache2/ports.conf
then add the following:

Listen 443

Reopen Apache2 SSL File:

sudo nano /etc/apache2/sites-enabled/ssl
Then Add the following below: ServerAdmin webmaster@localhost
SSLEngine On

SSLCertificateFile /etc/apache2/ssl/apache.pem

Restart Apache 

sudo /etc/init.d/apache2 restart
Setting up Security

Logon into moodle under the local administrator account:

Then go to menu of the left and side and select: Security>HTTP Security
Then check both boxes.

Additional Software
Setup Webmin

Create the Webmin Directory:

sudo mkdir /opt/webmin

then move to that directory:

cd /opt/webmin
Download Webmin:

sudo wget http://kent.dl.sourceforge.net/sourceforge/webadmin/webmin-1.380.tar.gz


Note: Get the latest version from: http://sourceforge.net/projects/webadmin
Untar the Archive:

sudo tar -zxf  webmin-1.380.tar.gz
Install required packages for Webmin:

sudo apt-get install libauthen-pam-perl libnet-ssleay-perl libpam-runtime openssl perl perl-modules
Change Directory:

cd webmin*
Run Setup:

sudo ./setup.sh
Finally, just hit enter for every question and choose SSL and the auto start the service at boot
Web server port (default 10000): 
Login name (default admin):
Login password: NeedsToBeStrong
Password again: NeedsToBeStrong
Use SSL (y/n): y
Start Webmin at boot time (y/n): y

Setup PHP Cache Eaccelerator

http://advosys.ca/viewpoints/2006/10/installing-eaccelerator-in-ubuntu-server/
Download eaccelerator:

sudo wget http://bart.eaccelerator.net/source/0.9.5.2/eaccelerator-0.9.5.2.tar.bz2

Unpack the archive:
sudo tar xvjf eaccelerator-0.9.5.2.tar.bz2

Change to the eaccelerator-0.9.5.2 directory and run configure as follows:
/usr/bin/phpize
./configure -enable-eaccelerator \
    -with-php-config=/usr/bin/php-config

Assuming the above results in no error messages, you are ready to compile and install:

make
sudo make install

Now the extension must be activated in PHP. Open/etc/php5/apache2/php.ini:
sudo vi /etc/php5/apache2/php.ini 

Add the following to the bottom of file:

zend_extension="/usr/lib/php5/20051025/eaccelerator.so"
eaccelerator.shm_size="0"
eaccelerator.cache_dir="/var/local/eaccelerator"
eaccelerator.enable="1"
eaccelerator.optimizer="1"
eaccelerator.check_mtime="1"
eaccelerator.debug="0"
eaccelerator.shm_only="0"
eaccelerator.compress="1"
eaccelerator.compress_level="9"
eaccelerator.allowed_admin_path="/var/www/apache2-default/control.php"

The eAccelerator extension caches compiled PHP scripts both in shared memory and on disk. Create a directory writable by Apache for eAccelerator to write cache files to:

mkdir /var/local/eaccelerator
chown root:www-data /var/local/eaccelerator
chmod u=rwx,g=rwx,o= /var/local/eaccelerator

Finally, check that Apache accepts the extension and the changes you made to php.ini:

apache2ctl configtest

If the above doesn’t complain, it should be safe to restart Apache to activate the accelerator:

/etc/init.d/apache2 restart

Configure Moodle for Eaccelerator

Login as an Administrator, goto the menu of the left hand side and click on “Server” then “Performance” 

Click on the dropdown list next to “Cache Type” and select “Eaccelerator”.

Click on the dropdown list next to “Record Cache” and select “False”.

Click on the dropdown list next to “memcached use persistent connections” and select “True”.

List of Plugins

Windows Share Web Client
http://moodle.org/mod/data/view.php?d=13&rid=991
Sims Import

http://moodle.org/mod/forum/discuss.php?d=15012
Useful Linux Commands

top – Displays running processes and system resources

cat /proc/loadavg – Displays Load Average on Server

Edit Network Settings

In Terminal:

sudo nano /etc/network/interfaces

Apply Network Settings:

sudo /etc/init.d/networking restart
How to Mount a SMB

sudo apt-get install smbfs
sudo smbmount //fs.domain.com/studentstore$ /media/moodlebackup –o username=moodlebind/domain,password=domainpassword

Backup Scripts

Backup MySQL - http://www.howtoforge.com/back_up_mysql_dbs_without_interruptions
Open a File:
sudo nano /etc/cron.daily/sqlbackup.sh
Enter the following
#!/bin/sh

datum=`/bin/date +%Y%m%d-%H`

/usr/bin/mysqladmin --user=root --password= NewRootDatabasePassword stop-slave

/usr/bin/mysqldump --user=root --password=NewRootDatabasePassword --lock-all-tables \

      --all-databases > /backup/sqlbackup/backup-${datum}.sql

/usr/bin/mysqladmin --user=root --password=NewRootDatabasePassword start-slave

for file in "$( /usr/bin/find /home/sqlbackup -type f -mtime +2 )"

do

  /bin/rm -f $file

done

exit 0

gzip moodle-database.sql
Backup Moodle to Linux Folder
Make a Backup Directory:

sudo mkdir /backup/

Make file of the directories you don’t want to be included:

sudo nano /backup/backup_exclude

Then copy the following in:

/cache/

/current/

/lib/

/local/

/lock/

/log/

/mail/

/opt/

/run/

/spool/

/tmp/
Then create the backup batch file:

sudo nano /etc/moodlebackup.sh
Then enter the following
#!/bin/bash

unset PATH

# USER VARIABLES

BACKUPDIR=/backup



# Folder on the backup server where the backups shall be located

EXCLUDES=/backup/backup_exclude

# File containing the excluded directories

DAYS=60




# The number of days after which old backups will be deleted

# PATH VARIABLES

CP=/bin/cp;




# Location of the cp bin

FIND=/usr/bin/find;



# Location of the find bin

ECHO=/bin/echo;



# Location of the echo bin

MK=/bin/mkdir;




# Location of the mk bin

DATE=/bin/date;



# Location of the date bin

RM=/bin/rm;




# Location of the rm bin

RSYNC=/usr/bin/rsync;



# Location of the rsync bin

##                                                   


 ##

##      --       DO NOT EDIT BELOW THIS HERE     --   ##

##                                                 


 ##

# CREATING NECESSARY FOLDERS

$MK $BACKUPDIR

CURRENT=$BACKUPDIR/current

OLD=$BACKUPDIR/old

$MK $CURRENT

$MK $OLD

# CREATING CURRENT DATE / TIME

NOW=`$DATE '+%Y-%m'-%d_%H:%M`

NOW=$OLD/$NOW

$MK $NOW

# RUN RSYNC INTO CURRENT

$RSYNC
-aptvz --delete --delete-excluded --exclude-from="$EXCLUDES" /var/ $CURRENT; 

# UPDATE THE MTIME TO REFELCT THE SNAPSHOT TIME

$TOUCH $BACKUPDIR/$NOW
# MAKE HARDLINK COPY

$CP -al $CURRENT $NOW

# REMOVE OLD BACKUPS

for FILE in "$( $FIND $OLD -maxdepth 1 -type d -mtime +$DAYS )"

do

$RM -Rf $FILE
$ECHO $FILE

done

exit 0
Set Permissions of the File:

sudo chmod 755 /etc/moodlebackup.sh
Open cron job:

sudo crontab -e
Then add the following:

0 2 * * * /etc/moodlebackup.sh
Backup Moodle to Windows Folder
#!/bin/bash

unset PATH

# USER VARIABLES


BACKUPDIR=/media/newtonbackup
# Folder on the backup server where the backups shall be located

EXCLUDES=/backup/backup_exclude
# File containing the excluded directories

DAYS=365



# The number of days after which old backups will be deleted

# PATH VARIABLES

CP=/bin/cp;



# Location of the cp bin

FIND=/usr/bin/find;


# Location of the find bin

ECHO=/bin/echo;


# Location of the echo bin

MK=/bin/mkdir;


# Location of the mk bin

DATE=/bin/date;


# Location of the date bin

RM=/bin/rm;



# Location of the rm bin

TAR=/bin/tar;



# Location of the tar bin

##                                               
 ##

##      --       DO NOT EDIT BELOW THIS HERE     --  
 ##

##                                                 
 ##

# CREATING NECESSARY FOLDERS

$MK $BACKUPDIR

CURRENT=$BACKUPDIR/current

OLD=$BACKUPDIR/old

$MK $CURRENT

$MK $OLD

# CREATING CURRENT DATE / TIME

NOW=`$DATE '+%Y-%m'-%d_%H%M`

NOW=$OLD/$NOW

$MK $NOW

# RUN RSYNC INTO CURRENT

$TAR -cvpzf $CURRENT/backup.tgz --exclude=/var/cache --exclude=/var/lib --exclude=/var/local --exclude=/var/lock --exclude=/var/log --exclude=/var/mail --exclude=/var/opt --exclude=/var/run --exclude=/var/spool --exclude=/var/tmp /var

#$RSYNC
-aptvz --delete --delete-excluded --exclude-from="$EXCLUDES" /var/ $CURRENT;  

# UPDATE THE MTIME TO REFELCT THE SNAPSHOT TIME

$TOUCH $BACKUPDIR/current

# MAKE HARDLINK COPY

$CP $CURRENT/backup.tgz $NOW

# REMOVE OLD BACKUPS

for FILE in "$( $FIND $OLD -maxdepth 1 -type d -mtime +$DAYS )"

do

$RM -Rf $FILE

$ECHO $FILE

done

exit 0

MySQL

Backup SQL Database
http://www.howtoforge.com/back_up_mysql_dbs_without_interruptions
Create a folder:

sudo mkdir /backup/sqlbackup/

Create the backup batch file for mysql:

sudo nano /etc/sqlbackup.sh
enter the following:
#!/bin/sh

datum=`/bin/date +%Y%m%d-%H`

/usr/bin/mysqladmin --user=root --password= NewRootDatabasePassword stop-slave

/usr/bin/mysqldump --user=root --password= NewRootDatabasePassword --lock-all-tables \

      --all-databases > /backup/sqlbackup/backup-${datum}.sql

/usr/bin/mysqladmin --user=root --password= NewRootDatabasePassword start-slave

for file in "$( /usr/bin/find /backup/sqlbackup -type f -mtime +2 )"

do

  /bin/rm -f $file

done

exit 0
Set Permissions of the File:

sudo chmod 755 /etc/sqlbackup.sh
Open cron job:

sudo crontab –e
Then add the following:

0 3 * * * /etc/mysqlbackup.sh &> /dev/null
Upgrade Moodle Database to UTF8

Open terminal and enter the following

mysql -h localhost -u moodle -p
Enter the following to update the database:

ALTER DATABASE moodle DEFAULT CHARACTER SET utf8 COLLATE utf8_general_ci;

FLUSH PRIVILEGES;
EXIT;

Restore Moodle Database

mysql -u root -p
DROP DATABASE moodle;

CREATE DATABASE moodle;
GRANT ALL ON moodle.* TO moodle@localhost IDENTIFIED BY 'NewMoodleDatabasePassword';
FLUSH PRIVILEGES;
QUIT
Restore the database:

mysql -uuser_name -p --default-character-set=utf8 database_name < file_name.sql
Rename Users

Open SQL Database

mysql -h localhost -u moodle -p moodle 
Then enter the following;

Note:
 new_details is the details you want to change to. old_details is the current details that you want to change.

UPDATE mdl_user SET username = 'new_details' WHERE username = 'old_details';


Note:
To change email; replace username with email
Exit SQL
EXIT

Remove Users Based on Email

Open SQL Database

mysql -h localhost -u moodle -p moodle 
Then enter the following;

DELETE FROM mdl_user WHERE username like '%searchdetails%';

Note:
% is a wildcard

Exit SQL
EXIT
Other
Restore a Backup

sudo rsync -rpgvzt /backup/current/ /var/
PHP Speed Tweak

http://www.edugeek.net/index.php?name=Forums&file=viewtopic&p=119154#119154
First Install Packages:

sudo apt-get update

sudo apt-get install apache2-threaded-dev php5-dev php-pear make 

Then prepare for pecl:

sudo ln -s /usr/bin/apxs2 /usr/bin/apxs

Edit pearcmd.php:

sudo nano /usr/share/php/pearcmd.php

Then Add the following to the 

@ini_set('memory_limit', '16M');

Download and Install apc:

sudo pecl install apc
Answer Yes to any questions.

Edit /etc/php5/apache2/php.ini:

sudo vi /etc/php5/apache2/php.ini
Add the following to line 567 in /etc/php5/apache2/php.ini

extension=apc.so
Restart Apache.
sudo /etc/init.d/apache2 restart

Note: To Upgrade APC run – pecl upgrade apc
Create PHPCache Folder:
sudo mkdir /var/tmp/phpcache

sudo chown www-data.www-data /var/tmp/phpcache

sudo mount -t tmpfs tmpfs /var/tmp/phpcache

Edit /etc/fstab:
sudo nano /etc/fstab

Add the following:
tmpfs /var/tmp/phpcache tmpfs defaults 0 0
Edit /etc/php5/apache2/php.ini:

sudo vi /etc/php5/apache2/php.ini
At Link 501 insert:

;PHP Temp Folder

phpa.cache_dir = /var/tmp/phpcache
Restart Apache.
sudo /etc/init.d/apache2 restart
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