Leytonstone School
ICT Operations Manager 
Job Description 

JOB TITLE:			ICT Operations Manager
RESPONSIBLE TO:	School Business Manager

RESPONSIBLE FOR:	ICT Technicians x 2
				
GRADE/PAY RANGE:	PO2 – PO3 (dependant on evaluation and moderation by the Local Authority)  	

HOURS:			36 hours per week, 52 weeks per year
		
KEY CONTACTS:		Internal – Staff/Pupils
[bookmark: _GoBack]External – Parents/Governors/External organisations, supplier and engineers
You will be required to have full commitment to safeguarding and protecting the welfare of children and young people
		
PURPOSE OF THE JOB
To support learning by:-
1. Playing a key role in the strategic leadership of ICT throughout the school, reporting to and liaising with the Senior Leadership Team (SLT)
2. Developing and implementing a shared vision with other school leaders as to how ICT resources can enhance  both teaching and learning and management activities
3. Managing the school’s ICT systems, services and resources and ensure the integrity of all school data
4. Keeping up to date with changes in technology and how these technologies might be used to support learning.
MAIN DUTIES AND RESPONSIBILITIES
Leadership and Management
1. To provide strategic advice on the management of ICT across the school and ensuring that structures and resources meet the school’s curriculum and administration needs
2. Supervise IT Services staff within the department, manage the IT Services Helpdesk and organise the IT Services Departments day to day duties and monitor performance
3. Liaise with third party suppliers in relation to fault diagnosis and rectification of IT systems.  Monitor the performance of suppliers and contractors who offer support or delivery of IT systems to the school  
4. To develop, implement and maintain the school’s ICT policy and procedures in consultation with SLT
5. To manage the ICT Maintenance and Consumables Budgets, identifying budget requirements in relation to ICT needs of the school
6. To be the lead person responsible for the procurement of all ICT hardware and software for the school, ensuring compliance with the School’s Financial Regulations so as to ensure the best possible price is obtained and best value principles are applied.
7. To find ways of reducing the amount of spent on ICT consumables.
Systems and Services
1. To manage, develop and document the curriculum and administrative ICT systems within the school: servers, hardware, operating systems, network infrastructure and software applications
2. To have knowledge and understanding of Health & Safety, software; licensing, data protection and other legislation that relates to ICT.
3. To test and evaluate new ICT systems (software and hardware) and make product recommendations to SLT.
4. To co-ordinate the configuration of new and existing hardware and software.  To install and debug new and/or upgraded software on servers
5. Conduct growth analysis and capacity planning, and develop capita and operating budget proposals
6. To co-ordinate the regular and systematic routine maintenance of servers, workstations and network infrastructure so as to maximise their life expectancy, functionality, security and ensure Health and Safety standards are met
7. To ensure the regular & systematic backup of data and recovery of systems data
8. To ensure that the school’s computer networks are secure and protected
9. To investigate reported faults, maintain records of faults and the undertaking of minor repair work where appropriate or operate agreed procedures should third party repair be required 
10. To liaise with staff, hardware and software suppliers and support engineers.
11. To manage broadband and email provision
12. In conjunction with the MIS Data Manager ensure that the creation, modification and deletion of users, groups and rights assignment across the school's ICT systems is carried out efficiently.
13. To work closely with the SLT and MIS Data Manager in order to ensure the school's Management Information System (MIS), meets current and future needs of teachers, learners and the wider educational community and to oversee technical management and support the school’s MIS, liaising with third party providers when necessary
14. To assist in the development of the school’s managed learning environment, intranet and website, ensuring information is updated effectively and overseeing the technical management of these systems.
15. To be responsible for the administration and maintenance of Digital Signage systems
16. To manage all ICT maintenance contracts to ensure the highest provision of service and the supervision of external contracts on site
17. To oversee the ICT Technical support of all third party systems such as; the MIS, cashless catering, access control, IP Telephony and liaise with external support providers as necessary
18. To manage the databases for key third party systems related to cashless catering, access control and IP Telephony ensure they are kept up-to-date with user information
19. To liaise with the MIS Data Manager and Attendance Officer to ensure swipe cards are produced in a timely manner
20. To manage the maintenance and installation of all interactive whiteboard systems within the school and associated hardware and services (including, but not limited to Data Projectors and Interactive TV Displays) 
21. To ensure that the school’s hardware and software comply with relevant legislation and regulations
22. To ensure the operating systems installed are protected and up to date through the use of suitable anti-virus software and operating system patches
23. To provide training and support in the effective use of relevant hardware and software in use within the school


Resources
1. To work closely with the school leaders in developing an ‘E-Strategy’ for on-line curriculum and assessment resources: a personalised learning environment for students and a personalised teaching and learning environment for school staff
2. To draw up plans and specifications for the purchase of computing equipment and software and to design and specify what is practically possible and affordable within the school’s current and future ICT development plans, ensuring best value
3. To ensure that all ICT assets are appropriately recorded and accounted for on the asset register including software licences and all tangible assets are security marked.
4. To oversee the loan of ICT equipment to staff and students
5. To maintain the schools Asset Management Register
6. Maintain up to date documentation of all systems, services and operating environments
External liaison and Work scheduling:
1. Negotiate and liaise with external agencies for works relating to ICT, ensuring technical specifications are compiled 
2. Manage and direct actions and work of suppliers relating to ICT and/or associated works inside and outside warranty periods.
3. In conjunction with SLT, sensitively and logically schedule all ICT associated work to ensure minimum disruption to network services.
4. Ensuring the work of all external providers is carried out to an agreed high standard.
Other:
1. Be aware of and comply with policies and procedures relating to child protection, equal opportunities, behaviour for learning, health, safety and security, confidentiality and data protection, reporting all concerns to an appropriate person

2. Contribute to the overall ethos/work/aims of the school.

3. There is an expectation to attend all key school events out of hours as detailed in the school calendar e.g. Open Evenings, all Faculty and Staff Meetings and relevant twilight Inset sessions.

4. To keep abreast of wider ICT developments which may impact on the teaching, learning and administration of the school and advise SLT accordingly 
5. To attend SLT meetings as appropriate to discuss and advise on strategic ICT issues.

6. To use the student voice to gain feedback and opinions regarding ICT issues

7. To undertake any other duties, as required, commensurate with the grading of the post.

8. To be flexible and work according to needs which may involve assisting other areas which are commensurate with the grading of the post.

To be alert to issues of safeguarding child protection ensuring that the welfare and safety of children attending School is promoted and safeguarded and to report any child protection concerns to the designated Child Protection Officer using safeguarding policies, procedures and practice.
Prevent, identify and minimise risk of interpersonal abuse or violence, safeguarding children and other vulnerable people, initiating the management of cases involving actual or potential abuse or violence where needed.

Be aware of and update colleagues, as appropriate to comply with current legislation and policies affecting practice, e.g Children’s Act, National Service Frameworks, Child Protection Procedures, Health and Safety and Data Protection.  
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Leytonstone School
ICT Operations Manager
 Person Specification

You will be required to have full commitment to safeguarding and protecting the welfare of children and young people

Essential Specialist Knowledge
· Knowledge of ITIL or FITS principles for delivering and planning IT services support and maintenance
· Knowledge of developing and maintaining Virtualisation technologies
· Knowledge of Active Directory administration, DNS, DHCP, printing and file services
· Knowledge of current best practice, products and statutory requirements
· Knowledge modern network infrastructure devices such as HP switches, and current cabling standards
· Knowledge of networking both Windows and Apple Mac systems, software and services
· Knowledge and experience of MS Server (Windows Server 2008, 2012) in a networked environment
· Knowledge of maintaining services to users such as VoIP, networked printing and photocopying services, and user services such as web access, data storage and retrieval, email services and various software packages
· Knowledge of tablet devices (i.e IPAD’s)

Strategic Awareness and Planning
· An awareness of the impact of the availability and quality of IT services and  support on the achievement of the schools objectives
· An ability to take a long term view and develop successful strategies for action through effective planning, review and administration
· Ability to effectively and efficiently organise time and resources to complete work accurately, thoroughly and on time
· Aptitude to adjust work processes or methods to accommodate changes in work requirement

Leadership/Delegation
· An ability to provide direction and coaching to others to enable achievement of objectives
· An ability to assign work to others and empower them to undertake tasks whilst maintain accountability

Teamwork/Communication
· An ability to communicate efficiently and confidently to both staff and students
· An ability to communicate and exercise appropriate influence with senior stakeholders in the school, including the ability to explain technical issues in an accessible manner

Problem Solving
· An ability to analyse issues, make informed judgements, take appropriate actions and accept responsibility for results
· Ability to troubleshoot and diagnose complex operating system application performance issues

Customer focus
· An ability to identify and meet the needs of both internal and external customers and key stakeholders in order to deliver a high quality service
· An ability to explain technical issues in an accessible way to non - technical school members
· An ability to communicate effectively with school members at all levels of seniority

Personal Motivation
· Ability and motivation to learn new technologies quickly and with minimal support and guidance
· A positive and helpful attitude towards work and colleagues
· Willingness to perform above and beyond normal expectation when necessary

Flexibility
· An ability to adapt successfully to changing circumstances, identify fresh approaches and question traditional approaches and assumptions
· Be prepared to work unusual hours on occasions in cases of operational necessity

Desirable Specialist Knowledge
· Knowledge of utilising Google Apps (primarily Drive and Mail) within a domain based environment
· Developing and maintaining IP Technology hardware and software
· Knowledge of Firewalls, VLANS and QoS
· Knowledge of Wifi technology systems and services (Radius, 802.1X)
· Expertise in DNS, DHCP, Active Directory and Group Policies
· Knowledge of storage systems such as RAID (hardware and software) and Storage Area Networks (SANs) – Cloud Based Storage
· Knowledge of a wide range of mobile technology systems and services, particularly relate to Apple and Android products
       

OTHER REQUIREMENTS (ESSENTIAL)
· A commitment to on - going personal development and willingness to undertake appropriate training.
· Appointment to the post is subject to a satisfactory enhanced DBS check.
· The post is exempt from section 4(2) of the Rehabilitation of Offenders Act 1974, as the duties give you access to persons who are under the age of 18.  Applicants are not entitled to withhold information about convictions, which would be regarded as spent for other purposes. 
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