GPO CONFIG:


	DirectAccess Client Settings

	Data collected on: 07/08/2014 12:10:59
	show all


Generalhide
Detailsshow
	Domain
	DOMAIN.internal

	Owner
	DOMAIN\Domain Admins

	Created
	29/07/2014 15:28:38

	Modified
	06/08/2014 13:30:56

	User Revisions
	0 (AD), 0 (sysvol)

	Computer Revisions
	14 (AD), 14 (sysvol)

	Unique ID
	{B76A5EBD-524B-4C1F-B6AD-4746151C90BE}

	GPO Status
	User settings disabled





Linksshow
	Location
	Enforced
	Link Status
	Path

	DOMAIN
	No
	Enabled
	DOMAIN.internal



This list only includes links in the domain of the GPO.


Security Filteringshow
The settings in this GPO can only apply to the following groups, users, and computers:
	Name

	DOMAIN\ASA Direct Access

	DOMAIN\TL-004129$

	DOMAIN\TL-004131$

	DOMAIN\TL-004170$






Delegationshow
These groups and users have the specified permission for this GPO
	Name
	Allowed Permissions
	Inherited

	DOMAIN\ASA Direct Access
	Read (from Security Filtering)
	No

	DOMAIN\Domain Admins
	Edit settings, delete, modify security
	No

	DOMAIN\Enterprise Admins
	Edit settings, delete, modify security
	No

	DOMAIN\TL-004129$
	Read (from Security Filtering)
	No

	DOMAIN\TL-004131$
	Read (from Security Filtering)
	No

	DOMAIN\TL-004170$
	Read (from Security Filtering)
	No

	NT AUTHORITY\Authenticated Users
	Read
	No

	NT AUTHORITY\ENTERPRISE DOMAIN CONTROLLERS
	Read
	No

	NT AUTHORITY\SYSTEM
	Edit settings, delete, modify security
	No







Computer Configuration (Enabled)hide
Policieshide
Windows Settingshide
Security Settingsshow
Public Key Policies/Certificate Services Client - Auto-Enrollment Settingsshow
	Policy
	Setting

	Automatic certificate management
	Enabled

		Option
	Setting

	Enroll new certificates, renew expired certificates, process pending certificate requests and remove revoked certificates
	Enabled

	Update and manage certificates that use certificate templates from Active Directory
	Enabled







Public Key Policies/Trusted Root Certification Authoritiesshow
Propertiesshow
	Policy
	Setting

	Allow users to select new root certification authorities (CAs) to trust
	Enabled

	Client computers can trust the following certificate stores
	Third-Party Root Certification Authorities and Enterprise Root Certification Authorities

	To perform certificate-based authentication of users and computers, CAs must meet the following criteria
	Registered in Active Directory only




Certificatesshow
	Issued To
	Issued By
	Expiration Date
	Intended Purposes

	directaccess.PubURL.org
	directaccess.PubURL.org
	29/07/2019 16:28:35
	Server Authentication

	DirectAccess-NLS.DOMAIN.internal
	DirectAccess-NLS.DOMAIN.internal
	29/07/2019 16:28:31
	Server Authentication



For additional information about individual settings, launch Group Policy Object Editor.


Windows Firewall with Advanced Securityshow
Global Settingsshow
	Policy
	Setting

	Policy version
	2.22

	Disable stateful FTP
	Not Configured

	Disable stateful PPTP
	Not Configured

	IPsec exempt
	ICMP

	IPsec through NAT
	Not Configured

	Preshared key encoding
	Not Configured

	SA idle time
	Not Configured

	Strong CRL check
	Not Configured




Outbound Rulesshow
	Name
	Description

	Core Networking - IPHTTPS (TCP-Out)
	Outbound TCP rule to allow IPHTTPS tunneling technology to provide connectivity across HTTP proxies and firewalls.

		This rule may contain some elements that cannot be interpreted by current version of GPMC reporting module
	

	Enabled
	True

	Program
	%SystemRoot%\system32\svchost.exe

	Action
	Allow

	Security
	Require authentication

	Authorized computers
	

	Protocol
	6

	Local port
	Any

	Remote port
	Any

	ICMP settings
	Any

	Local scope
	Any

	Remote scope
	Any

	Profile
	Private, Public

	Network interface type
	All

	Service
	iphlpsvc

	Group
	DirectAccess







Connection Security Settingsshow
Rulesshow
	Name
	Description

	DirectAccess Policy-ClientToNlaExempt
	

		This rule may contain some elements that cannot be interpreted by current version of GPMC reporting module
	

	Enabled
	True

	Authentication mode
	Do not authenticate

	Endpoint 1
	fd78:2f19:eca:1::/64

	Endpoint 2
	fd78:2f19:eca:7777::ac18:3c, fd78:2f19:eca:1:0:5efe:172.24.0.60

	Endpoint 1 port
	Any

	Endpoint 2 port
	443

	Protocol
	6

	Profile
	Private, Public

	Tunnel endpoint 1
	Any

	Tunnel endpoint 2
	Any

	Network interface type
	Any




	DirectAccess Policy-ClientToDNS64NAT64PrefixExemption
	

		This rule may contain some elements that cannot be interpreted by current version of GPMC reporting module
	

	Enabled
	True

	Authentication mode
	Do not authenticate

	Endpoint 1
	Any

	Endpoint 2
	fd78:2f19:eca:7777::/96

	Endpoint 1 port
	Any

	Endpoint 2 port
	Any

	Protocol
	Any

	Profile
	Private, Public

	Tunnel endpoint 1
	Any

	Tunnel endpoint 2
	Any

	Network interface type
	Any




	DirectAccess Policy-ClientToInfra
	

		This rule may contain some elements that cannot be interpreted by current version of GPMC reporting module
	

	Enabled
	True

	Authentication mode
	Require inbound and outbound

	Endpoint 1
	Any

	Endpoint 2
	fd78:2f19:eca:7777::ac18:c, fd78:2f19:eca:1:0:5efe:172.24.0.12, fd78:2f19:eca:7777::ac18:b, fd78:2f19:eca:1:0:5efe:172.24.0.11, fd78:2f19:eca:7777::ac18:d, fd78:2f19:eca:1:0:5efe:172.24.0.13, fd78:2f19:eca:3333::1

	Endpoint 1 port
	Any

	Endpoint 2 port
	Any

	First authentication
	{8ED0995A-2771-4878-94AD-35E8A0201D58}

	Second authentication
	{829BE802-AC37-4AFF-AFF7-625B1A075774}

	Data protection
	{3233494C-A65C-4045-9ABC-28496255EB0D}

	Protocol
	Any

	Profile
	Private, Public

	Tunnel endpoint 1
	Any

	Tunnel endpoint 2
	Any

	Network interface type
	Any




	DirectAccess Policy-ClientToCorp
	

		This rule may contain some elements that cannot be interpreted by current version of GPMC reporting module
	

	Enabled
	True

	Authentication mode
	Require inbound and outbound

	Endpoint 1
	Any

	Endpoint 2
	fd78:2f19:eca:1::/64, fd78:2f19:eca:7777::/96

	Endpoint 1 port
	Any

	Endpoint 2 port
	Any

	First authentication
	{03EEE4CC-21E7-4835-AAD1-533C74768F50}

	Second authentication
	{75AEFE6B-0FFC-42D2-B06D-7E35E913DB41}

	Data protection
	{1DE5BD0D-B625-4F14-AAE7-E7591979637A}

	Protocol
	Any

	Profile
	Private, Public

	Tunnel endpoint 1
	Any

	Tunnel endpoint 2
	Any

	Network interface type
	Any







First Authenticationshow
	Name
	Description

	DirectAccess - Phase1 Authentication Set {03EEE4CC-21E7-4835-AAD1-533C74768F50}
	DirectAccess - Phase1 Authentication Set

		Version
	2.22

		Authentication
	Computer certificate

	CA name
	DC=internal, DC=DOMAIN, CN=DOMAIN-ASA-DC-001-CA

	CA mapping
	False

	Excluded CA
	False

	Health certificate
	False









	Name
	Description

	DirectAccess - Phase1 Authentication Set {8ED0995A-2771-4878-94AD-35E8A0201D58}
	DirectAccess - Phase1 Authentication Set

		Version
	2.22

		Authentication
	Computer certificate

	CA name
	DC=internal, DC=DOMAIN, CN=DOMAIN-ASA-DC-001-CA

	CA mapping
	False

	Excluded CA
	False

	Health certificate
	False










Second Authenticationshow
	Name
	Description

	DirectAccess - Phase2 Authentication Set {75AEFE6B-0FFC-42D2-B06D-7E35E913DB41}
	DirectAccess - Phase2 Authentication Set

		Version
	2.22

		Authentication
	User Kerberos









	Name
	Description

	DirectAccess - Phase2 Authentication Set {829BE802-AC37-4AFF-AFF7-625B1A075774}
	DirectAccess - Phase2 Authentication Set

		Version
	2.22

		Authentication
	User NTLM










Key Exchange (Main Mode)show
	Name
	Description

	Default set
	DirectAccess - Phase1 Crypto Set

		Version
	2.22

	Key lifetime in minutes
	480

	Key lifetime in sessions
	0

		Skip version
	2.0

	Key exchange
	Diffie-Hellman Group 2

	Encryption
	AES-128

	Integrity
	MD5




		Skip version
	0.0

	Key exchange
	Diffie-Hellman Group 2

	Encryption
	AES-128

	Integrity
	SHA-1




		Skip version
	0.0

	Key exchange
	Diffie-Hellman Group 2

	Encryption
	3DES

	Integrity
	SHA-1










Data Protection (Quick Mode)show
	Name
	Description

	DirectAccess - Phase2 Crypto Set {1DE5BD0D-B625-4F14-AAE7-E7591979637A}
	DirectAccess - Phase2 Crypto Set

		Version
	2.22

	Perfect forward secrecy
	Disabled

		Skip version
	0.0

	Protocol
	ESP

	Encryption
	AES-192

	ESP integrity
	SHA-1

	Key lifetime in minutes
	60

	Key lifetime in kilobytes
	100000




		Skip version
	0.0

	Protocol
	ESP

	Encryption
	AES-128

	ESP integrity
	SHA-1

	Key lifetime in minutes
	60

	Key lifetime in kilobytes
	100000









	Name
	Description

	DirectAccess - Phase2 Crypto Set {3233494C-A65C-4045-9ABC-28496255EB0D}
	DirectAccess - Phase2 Crypto Set

		Version
	2.22

	Perfect forward secrecy
	Disabled

		Skip version
	0.0

	Protocol
	ESP

	Encryption
	AES-192

	ESP integrity
	SHA-1

	Key lifetime in minutes
	60

	Key lifetime in kilobytes
	100000




		Skip version
	0.0

	Protocol
	ESP

	Encryption
	AES-128

	ESP integrity
	SHA-1

	Key lifetime in minutes
	60

	Key lifetime in kilobytes
	100000













Name Resolution Policyhide
Global Settingshide
	Advanced

	Global Settings

		Policy
	Value

	Network Location Dependency
	Not Configured

	Query Failure
	Always fall back to Link-Local Multicast Name Resolution (LLMNR) and NetBIOS if the name does not exist in DNS or if the DNS servers are unreachable when on a private network (moderate secure)

	Query Resolution
	Not Configured







Rule Settingshide
	Namespace

	.DOMAIN.internal

		Policy
	Value

	Namespace
	.DOMAIN.internal

	Certification Authority
	Empty

	Configuration
	Direct Access

	DNSSEC (Validation)
	Not Configured

	DNSSEC (IPsec)
	Not Configured

	DNSSEC (IPsec Encryption)
	Not Configured

	Direct Access (IPsec)
	No

	Direct Access (IPsec Encryption)
	No encryption (integrity only)

	Direct Access (Proxy Settings)
	Do not use web proxy

	Direct Access (Web Proxy)
	Empty

	Direct Access (DNS servers)
	fd78:2f19:eca:3333::1

	Version
	1




	directaccess.PubURL.org

		Policy
	Value

	Namespace
	directaccess.PubURL.org

	Certification Authority
	Empty

	Configuration
	Direct Access

	DNSSEC (Validation)
	Not Configured

	DNSSEC (IPsec)
	Not Configured

	DNSSEC (IPsec Encryption)
	Not Configured

	Direct Access (IPsec)
	No

	Direct Access (IPsec Encryption)
	No encryption (integrity only)

	Direct Access (Proxy Settings)
	Use default

	Direct Access (Web Proxy)
	Empty

	Direct Access (DNS servers)
	Empty

	Version
	1




	DirectAccess-NLS.DOMAIN.internal

		Policy
	Value

	Namespace
	DirectAccess-NLS.DOMAIN.internal

	Certification Authority
	Empty

	Configuration
	Direct Access

	DNSSEC (Validation)
	Not Configured

	DNSSEC (IPsec)
	Not Configured

	DNSSEC (IPsec Encryption)
	Not Configured

	Direct Access (IPsec)
	No

	Direct Access (IPsec Encryption)
	No encryption (integrity only)

	Direct Access (Proxy Settings)
	Use default

	Direct Access (Web Proxy)
	Empty

	Direct Access (DNS servers)
	Empty

	Version
	1










Administrative Templateshide
Policy definitions (ADMX files) retrieved from the central store.
Network/Network Connectivity Status Indicatorshow
	Policy
	Setting
	Comment

	Corporate DNS Probe Host Address
	Enabled
	

		Corporate DNS Probe Address:
	fd78:2f19:eca:7777::7f00:1

	Specify the expected DNS address for the

	corporate host name to probe.

	Example:

	2001:4898:28:3:38a1:c31:7b3d:bf0




	Policy
	Setting
	Comment

	Corporate DNS Probe Host Name
	Enabled
	

		Corporate DNS Probe Hostname:
	directaccess-corpConnectivityHost.DOMAIN.internal

	Specify a corporate host name to resolve

	to probe for corporate connectivity.

	Example:

	ncsi.corp.microsoft.com




	Policy
	Setting
	Comment

	Corporate Site Prefix List
	Enabled
	

		Corporate Site Prefix List:
	fd78:2f19:eca:1::/64,fd78:2f19:eca:7777::/96,fd78:2f19:eca:1000::1/128,fd78:2f19:eca:1000::2/128

	Specify the list of corporate IPv6 site prefixes

	to check for reachability to detect corporate

	connectivity.

	Syntax:

	The list should be comma-separated with no

	extra whitespace.

	Example:

	fe80::/9,fe81::/9




	Policy
	Setting
	Comment

	Corporate Website Probe URL
	Enabled
	

		Corporate Website Probe URL:
	http://directaccess-WebProbeHost.DOMAIN.internal

	Specify the URL of the corporate website to

	use to probe for corporate connectivity.

	Example:

	http://ncsi.corp.microsoft.com/




	Policy
	Setting
	Comment

	Domain Location Determination URL
	Enabled
	

		Corporate Domain Location Determination URL:
	https://DirectAccess-NLS.DOMAIN.internal:62000/insideoutside

	Specify the HTTPS URL of the corporate website to

	use to determine inside or outside domain location.

	Example:

	https://nid.corp.microsoft.com/







Network/TCPIP Settings/IPv6 Transition Technologiesshow
	Policy
	Setting
	Comment

	IP-HTTPS State
	Enabled
	

		Enter the IPHTTPS Url:
	https://directaccess.PubURL.org:443/IPHTTPS

	Select Interface state from the following options:
	Default State







Extra Registry Settingsshow
Display names for some settings cannot be found. You might be able to resolve this issue by updating the .ADM files used by Group Policy Management.

	Setting
	State

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\DTEs\PING:fd78:2f19:eca:1000::1
	PING:fd78:2f19:eca:1000::1

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\DTEs\PING:fd78:2f19:eca:1000::2
	PING:fd78:2f19:eca:1000::2

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\FriendlyName
	All Saints' Academy

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\Probes\HTTP:http://directaccess-WebProbeHost.DOMAIN.internal
	HTTP:http://directaccess-WebProbeHost.DOMAIN.internal

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\ShowUI
	1

	SOFTWARE\Policies\Microsoft\Windows\NetworkConnectivityAssistant\SupportEmail
	helpdesk@PubURL.org

	SOFTWARE\Policies\Microsoft\Windows\RemoteAccess\Config\GlobalVersion
	{141F68B6-6F27-493A-95D7-D8DBEA00D39F}

	SOFTWARE\Policies\Microsoft\Windows\RemoteAccess\Config\SiteVersion
	{92252CED-8E10-470A-8DC4-E2ABDD411061}

	SOFTWARE\Policies\Microsoft\Windows\RemoteAccess\Config\TimeStamp
	20140803113118.480000+000

	SOFTWARE\Policies\Microsoft\Windows\Tcpip\v6Transition\IPHTTPS\iphttpsinterface\InterfaceRole
	0

	SOFTWARE\Policies\Microsoft\Windows\Tcpip\v6Transition\IPHTTPS\iphttpsinterface\IPHTTPS_NoRevocationCheck
	1

	SYSTEM\CurrentControlSet\services\LanmanWorkstation\Parameters\SMB1NATCompatibilityLevel
	1
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