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objectClass: top
objectClass: person
objectClass: organizationalPerson
objectClass: user
objectClass: computer
cn: firewall
distinguishedName: CN=firewall,CN=Computers,DC=DOMAIN
instanceType: 4
whenCreated: 20070617235157.0Z
whenChanged: 20070620000811.0Z
uSNCreated: 788421
uSNChanged: 792186
name: firewall
objectGUID: 80f91530-a648-4a86-aa9c-cf2be3a96da7
userAccountControl: 69632
badPwdCount: 0
codePage: 0
countryCode: 0
badPasswordTime: 0
lastLogoff: 0
lastLogon: 128272556907343750
localPolicyFlags: 0
pwdLastSet: 0
primaryGroupID: 515
objectSid: S-1-5-21-156912909-4058884952-1048030322-1400
accountExpires: 9223372036854775807
logonCount: 85
sAMAccountName: firewall$
sAMAccountType: 805306369
dNSHostName: firewall.local
servicePrincipalName: HOST/firewall.local
servicePrincipalName: HOST/FIREWALL
objectCategory: CN=Computer,CN=Schema,CN=Configuration,DC=DOMAIN
isCriticalSystemObject: FALSE
-------------- Security Descriptor (revision: 1, type: 0x8c14) owner SID: 
S-1-5-21-156912909-4058884952-1048030322-512
group SID: S-1-5-21-156912909-4058884952-1048030322-513
------- (system) ACL (revision: 4, size: 120, number of ACEs: 2)
------- ACE (type: 0x07, flags: 0x5a, size: 0x38, mask: 0x20, object
flags: 0x3)
access SID:  S-1-1-0
access type: AUDIT OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x07, flags: 0x5a, size: 0x38, mask: 0x20, object
flags: 0x3)
access SID:  S-1-1-0
access type: AUDIT OBJECT
Permissions:
        [Write All Properties]
------- (user) ACL (revision: 4, size: 1908, number of ACEs: 39)
------- ACE (type: 0x00, flags: 0x00, size: 0x24, mask: 0xf01ff) access SID:  
S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED
Permissions: [Full Control]
------- ACE (type: 0x00, flags: 0x00, size: 0x18, mask: 0xf01ff) access SID:  
S-1-5-32-548 access type: ALLOWED
Permissions: [Full Control]
------- ACE (type: 0x00, flags: 0x00, size: 0x14, mask: 0xf01ff) access SID:  
S-1-5-18 access type: ALLOWED
Permissions: [Full Control]
------- ACE (type: 0x00, flags: 0x00, size: 0x24, mask: 0x301d4) access SID:  
S-1-5-21-156912909-4058884952-1048030322-512
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access type: ALLOWED
Permissions:
        [List Contents]
        [Read All Properties]
        [Delete Subtree]
        [List Object]
        [Change Password]
        [Reset Password]
        [Delete]
        [Read Permissions]
------- ACE (type: 0x05, flags: 0x00, size: 0x38, mask: 0x20, object
flags: 0x1)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x00, flags: 0x00, size: 0x14, mask: 0x20094) access SID:  
S-1-5-11 access type: ALLOWED
Permissions:
        [List Contents]
        [Read All Properties]
        [List Object]
        [Read Permissions]
------- ACE (type: 0x05, flags: 0x00, size: 0x28, mask: 0x100, object
flags: 0x1)
access SID:  S-1-1-0
access type: ALLOWED OBJECT
Permissions:
        [Change Password]
        [Reset Password]
------- ACE (type: 0x00, flags: 0x00, size: 0x14, mask: 0x3) access SID:  S-1-5-10 
access type: ALLOWED
Permissions:
        [Create All Child Objects]
        [Delete All Child Objects]
------- ACE (type: 0x05, flags: 0x00, size: 0x2c, mask: 0x3, object flags:
0x1)
access SID:  S-1-5-32-550
access type: ALLOWED OBJECT
Permissions:
        [Create All Child Objects]
        [Delete All Child Objects]
------- ACE (type: 0x05, flags: 0x00, size: 0x38, mask: 0x30, object
flags: 0x1)
access SID:  S-1-5-21-156912909-4058884952-1048030322-517
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x28, mask: 0x8, object flags:
0x1)
access SID:  S-1-5-10
access type: ALLOWED OBJECT
Permissions:
        [All validate writes]
------- ACE (type: 0x05, flags: 0x00, size: 0x28, mask: 0x30, object
flags: 0x1)
access SID:  S-1-5-10
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x28, mask: 0x8, object flags:
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0x1)
access SID:  S-1-5-10
access type: ALLOWED OBJECT
Permissions:
        [All validate writes]
------- ACE (type: 0x05, flags: 0x00, size: 0x38, mask: 0x8, object flags:
0x1)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [All validate writes]
------- ACE (type: 0x05, flags: 0x00, size: 0x38, mask: 0x8, object flags:
0x1)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [All validate writes]
------- ACE (type: 0x05, flags: 0x00, size: 0x48, mask: 0x20, object
flags: 0x3)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x48, mask: 0x20, object
flags: 0x3)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x48, mask: 0x20, object
flags: 0x3)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x48, mask: 0x20, object
flags: 0x3)
access SID:  S-1-5-21-156912909-4058884952-1048030322-512
access type: ALLOWED OBJECT
Permissions:
        [Write All Properties]
------- ACE (type: 0x05, flags: 0x00, size: 0x2c, mask: 0x10, object
flags: 0x1)
access SID:  S-1-5-32-560
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x00, flags: 0x12, size: 0x18, mask: 0xf01bd) access SID:  
S-1-5-32-544 access type: ALLOWED
Permissions:
        [Create All Child Objects]
        [List Contents]
        [All validate writes]
        [Read All Properties]
        [Write All Properties]
        [List Object]
        [Change Password]
        [Reset Password]
        [Delete]
        [Read Permissions]
        [Modify Permissions]
        [Modify Owner]
------- ACE (type: 0x00, flags: 0x12, size: 0x24, mask: 0xf01ff) access SID:  
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S-1-5-21-156912909-4058884952-1048030322-519
access type: ALLOWED
Permissions: [Full Control]
------- ACE (type: 0x00, flags: 0x12, size: 0x18, mask: 0x4) access SID:  
S-1-5-32-554 access type: ALLOWED
Permissions:
        [List Contents]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x2c, mask: 0x20094, object
flags: 0x2)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [List Contents]
        [Read All Properties]
        [List Object]
        [Read Permissions]
------- ACE (type: 0x05, flags: 0x1a, size: 0x2c, mask: 0x20094, object
flags: 0x2)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [List Contents]
        [Read All Properties]
        [List Object]
        [Read Permissions]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
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access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x3c, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x2c, mask: 0x20094, object
flags: 0x2)
access SID:  S-1-5-32-554
access type: ALLOWED OBJECT
Permissions:
        [List Contents]
        [Read All Properties]
        [List Object]
        [Read Permissions]
------- ACE (type: 0x05, flags: 0x1a, size: 0x38, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-9
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x1a, size: 0x38, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-9
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
------- ACE (type: 0x05, flags: 0x12, size: 0x38, mask: 0x10, object
flags: 0x3)
access SID:  S-1-5-9
access type: ALLOWED OBJECT
Permissions:
        [Read All Properties]
-------------- End Of Security Descriptor
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