Connecting to the School Network from
Your Home Internet Connection

Assumptions
This document assumes

e that you are using Windows XP. Windows Vista instructions will be coming later.
e have a broadband connection to the internet
e thatif you are using a personally owned computer, you have full administrative access to it

Scenario 1: Using a school owned laptop to connect

The easiest method to connect to the school network over the internet is to use a school owned
laptop. The majority of work is done for you; all you need to do is make sure of is that your laptop
has been connected to the main school network recently so that the latest policy updates have been
applied. The procedure to connect to the school network is as follows:

Step 1: Connect your laptop to the internet

The best method of connecting your laptop to the internet is by a broadband router. The main
advantage of this method is that you do not need to install any special software. The connection can
be either a physical network cable or a wireless connection.

Step 2: Disable the proxy server in Internet Explorer
Open Internet Explorer. Go to the Tools menu and choose Internet Options (shown below)
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Go to the Connections tab and press LAN Settings.

Internet Options

[ General " Security " Privacy " Conhent] Connections | Programs " Advanced]

To set up an Internet connection, click
Setup,

Dial-up and Virtual Private Network

£ Ousedale Schoal Add..

Settings

Choose Settings if you need to configure a
proxy server for a connection.

(¥) Never dial a connection
() Dial whenever a network connection is not present
O always dial my default connection

Current Mane 5et default

Local Area Metwork (LAN] settings

LAM Settings do not apply to dial-up LAN settings

connections, Choose Settings above for
dial-up settings.

[ QK ] [ Cancel ] [ Apply

Uncheck the “Use a proxy server (etc)” box.

Local Area Network (LAN) Settings X

—automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ automatically detect settings
|:| Use automatic configuration script

fddress |

—Proxy server

;!..Ise a proxy server for your LAM (These settings will not apply to

dial-up or VPN connections).

address: | svi0003ictnp | Park: |SDSD | Advanged

Bypass proxy server for local addresses

o] [_comen |

When you come back into school, this box will need to be re-checked if you want to connect to the
internet. Press the OK button on each open dialogue box and close Internet Explorer.

Step 3: Create the VPN Connectiod
Press the Start Button, go to Settings and choose Control Panel. If the Control Panel is set to
Category View, switch to the Classic View. Open the Network Connections application. You should
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Click on the Create a new connection link. This will appear:

New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

To continue, click Next.
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Press Next.

New Connection Wizard

Metwork Connection Type
What do you want to do?

&)

() Connect to the Intemet
Connect to the Intemet so you can browse the Web and read email.

Connect to a business networl {using dial-up or VP M) so you can work from home,

afield office, or another location.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or

set up this computer so that other computers can connect to it.

[ < Back I Mext = ][ Cancel

Choose “Connect to the network at my workplace” and press Next.




New Connection Wizard
Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:

() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork {ISDN) phone line.

Connect to the network using a virtual private network (VP M) connection over the
Intemet.

[ < Back I Mext = ][ Cancel

Choose “Virtual Private Network connection” and press Next.

New Connection Wizard
Connection Name
Specify a name for this connection to your warkplace.

Type a name far this connection in the following boox.

Compary Name

For example, you could type the name of your workplace or the name of a serveryou
will connect to

[ < Back I Hext = l [ Cancel ]

In the Company Name box, type “Ousedale School” or something similar. Press Next.

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol {IP) address of the computer to which you are
connecting.

Host name or IP address for example, microsoft.com or 157.54.0.1 ):

[ < Back I Next > ][ cancel ]

In the Host Name box, type “remote.ousedale.org.uk” without the quotes and press Next.



New Connection Wizard
Connection Availability
‘You can make the new connection available to any user or only to yourself.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
() Anyone's use

< Back I Hext = l[ Cancel

Choose “My use only” and press Next.

New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Virtual Private Network Connection

The connection will be saved in the Network
Connections folder.

To create the connection and close this wizard, click Finish.

[ < Back I Finish ][ Cancel ]

If you want a shortcut to the connection on your desktop, press Next. Otherwise just press the Finish
button. This window will appear:

Connect Virtual Private Network Connection & x

Uzer name: || |

Password: | |

[ Save this user name and passwerd for the follawing users:

[ Lonnect H Cancel H Properties H Help

Press Properties. Go to the Networking tab
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[¥ %= Intemet Protocal (TCP/IF)

g File and Printer Sharing for Microsoft Networks
g Virtual Machine Network Services

g WMware Bridge Protocol

E Client for Microsoft Networks

Uninstall Properties

I

[ Install... ] [

i~ Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ QK

e |

Change the “Type of VPN” option from “Automatic” to “L2TP IPSec VPN”. Press OK.

Step 4: Connect to the network
Open the Control Panel again and go to Network Connections. You should now see an extra object in
there with the name that you chose in the procedure above. Double click on it.
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Type your standard network username and password into the boxes provided and press Connect.
You will then be connected to the Ousedale School network over the internet!



Scenario 2: Using a personal PC to connect
Using a personal PC to connect to the school network is a little more complicated.

To help improve security and to have greater control over what PCs are able to connect to the
network remotely, we are using what is known as a Public Key Infrastructure (PKI). The PKl issues a
certificate to a PC. When you try to connect to the network, the PC then compares this certificate
with one that is sitting on the school network. If the certificate matches, it allows the PC to connect.
If the certificate is invalid, malformed, out of date or not present the connection is rejected.

All of the school owned PCs which are joined to the network have these certificates automatically
issued to them without any user intervention. Of course, that means that your personal PC doesn’t
have this certificate and is unable to connect unless it has one.

The first steps have to be performed on a school PC connected to the network

Step 1: Request a cert

On a school PC, open Internet Explorer and browse to the following address:

http://certserver/certsrv

The following webpage will appear:
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http://certserver/certsrv

Click on “Submit an advanced certificate request”
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Click on “Create and submit a request to this CA”
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Change the Certificate Template type to “VPN Certificate” and fill out the Identifying Information
area. In the Key Options area, make sure that the “Mark Keys as Exportable” field is checked. This is
very important, if this box is not checked you will not be able to copy the certificate to your home
PC. All other settings can be left as default. Scroll to the bottom of the page and press “Submit”. The
following message will appear:

Potential Scripting Violation

' This Web site is requesting a new certificate on your behalf. You should allow only trusted Web sites to request a certificate for you.
. Do you want to request a certificate now?
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Click “Install this certificate”. The following message appears:

Potential Scripting Violation

The Web site could install certificates you do not trust, which could allow pragrams that you da not trust to run on this computer and gain

": This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update your certificates is a security risk.
* access to your data.

Do you want this program to add the certificates now? Click Yes if you trust this Web site, Otherwise, click Mo,

Press Yes. The webpage will notify you that the certificate has been installed.
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Your new certificate has been successfully installed.

Step 2: Save the certificate to a removable device.
There are two certificate objects that you need to save: The certificate you requested in Step 1 and a
certificate called a CA Certificate. To download the CA certificate

On a school PC, open Internet Explorer and browse to the following address:

http://certserver/certsrv

The following webpage will appear:
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Click on the “Download a CA certificate, certificate chain or CRL” link.



http://certserver/certsrv
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Click on the “Download CA certificate” link. You will be presented with a standard file download box,
download the certificate to a removable device like a USB flash stick or a floppy disk.

You now need to export the certificate you created in Step 1. Press Start, press the Run button. Type
“mmc” without the quotes into the box and press OK

Run @

= Type the name of a program, folder, document, or
E Internet resource, and Windows will open it for you.

Open: | mmc

o |[_camer ][ o, |

The following window will appear:

Consolel - [Console Root]

Bﬁ] File  Adion View Favarites Window  Help _|5|£|
= m B2
a Hame

There are no items to show in this view,

This is called an MMC console. Go to the File menu and choose “Add/Remove Snap-In”.
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Press the Add button

Q
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Add Standalone Snap-in

Avallable standalone snap-ins:

Snap-in Vendor

42 NET Framework 1.1 Configuration |  Microsoft Corporation
eI§.~!l.cﬁve Directory Domaing and Trusts  Microsoft Corporation
B3 Active Directory Schema Microsoft Corporation
Acﬁve Directory Sites and Services  Microsoft Corporation
@Acﬁve Directory Users and Compu... Microsoft Corporation

N -

gﬁl.ﬂ.ctivex Control Microsoft Corporation

@ ADSI Edit Microsoft Corparation
Authorization Manager Microsoft Corporation
Certificate Templates Microsoft Corporation

@ Certificates Microsoft Corporation -
—~Description

Allows you to configure the .MET Framework 1.1

Double click on Certificates and press the Close button. Press OK on the Add/Remove Snap-In
window. Your MMC console window will now look like this:

Consolel - [Console Root]

“& File  Action View  Favaorites Window  Help _|5|5|
- || B2
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) Certificates - Current User ED Certificates - Current User

Expand the Certificates tree and go to Personal then Certificates. Your MMC console will look like

the one below:



Consolel - [Console Root\Certificates - Current User\Personal\Certificates]
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Personal store contains 1 certificate.

Right click on the certificate shown in the right pane of the MMC console (Called “Test Teacher” in

this example), go to “All Tasks” and choose “Export”. The Certificate Export Wizard will appear as
shown below:

Certificate Export Wizard X

Welcome to the Certificate Export
Wizard

This wizard helps you copy certificates, certificate
trust lists and certificate revocation lists from a
certificate store to your disk.

A certificate, which is issued by a certification
guthority, is a confirmation of your identity and
contains information used to protect data orto
establish secure network connections. A certificate
store is the system area where certificates are kept,

Tao continue, click Mext,

< Back Mext > |[ Cancel

Press the Next button.

Certificate Export Wizard X

Export Private Key
You can choose to export the private key with the certificate,

Private keys are password protected. If you want to export the private key with
the certificate, you must type a password on a later page.

Do you want to expart the private key with the certificate?

(O Mg, do not export the private key

[ <Back | met> | [ cancer |

Choose the “Yes, export the private key” option and press next. It is important that this option is
chosen otherwise the certificate will not work.



Certificate Export Wizard X

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:

(®)Personal Information Exchange - PKCS 12 (PRX}
[include all certificates in the certification path if possible

Enable strong protection {requires IE 5.0, NT 4.0 5P4 or above)
[ Delete the private key if the export is successful

[ « Back ] Next = ][ Cancel

Leave these options as their defaults and press Next.

To maintain seamity, pou must protedt the privete key by wing a pessword

Type and condimm a passaard.
Pagimard:

Lonfrm pasreard:

S p—— —

It will ask you to create a password for the certificate. Make it a strong password but make sure that
you can remember it. Type the password you want to use into box boxes and press next.

Cartificate Export Wizard

File B0 Expeoit
Sipecify the name of the fike you want bo esport
Eie nams
| Bowe.
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The wizard will now ask where you want to save the exported certificate. Save it to the same
location you saved the CA certificate previously. Press Next.



Certificate Export Wizard X

Completing the Certificate Export
Wizard

You have successfully completed the Certificate Export
wizard.

You have specified the following settings:

File: Name Ci'Dac
Export Keys Yes
Include all certificates in the certification path Mo
File Format Person|

[ < Back ] Finish ][ Cancel l

The final screen confirms all the details you entered. Press Finish. You should then get a message box
appear telling you that the export was successful (See below)

Certificate Export Wizard x

The export was successful,

Step 3: Import the certificates onto your Personal PC.
On your personal PC, put in the removable device that you stored your certificates on. Press Start
and press the Run button. Type “mmc” without the quotes into the box and press OK.

= Type the name of a program, folder, document, or

5 Internet resource, and Windows will open it for you,

Open: | mmc v|

[ QK H Cancel ][ Browse... ]

The MMC console for your PC will now appear:

‘iti Console1 - [Console Root] H|E|P§|
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There are no items to show in this view.

Open the File and choose “Add/Remove Snap-in” option.
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Press Add and double click on Certificates. Assuming you have full administrative access to your PC,
the following window will appear:

Certificates smag-in

Thes sraerin wil i) manage peaficales i

() Servicn ncoount
) Computer merount

If this window doesn’t appear, log on with a user which has full administrative access. Choose the
“Computer Account” option and press Next.
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Choose the “Local Computer” option and press Finish. Close the Add/Remove Snap-In windows.



Your MMC console will now look like this:
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Expand the Certificates (Local Computer) tree and browse to Personal. Right click on Personal, go to
All Tasks and choose “Import”
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The Certificate Import Wizard will appear.

()

Certificate Import Wi

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to 2
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

Cancel

Press Next.
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Press the browse button. Change the “Files of type” option to “Personal Information Exchange

(*.pfx;*p12).
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Browse to where your exported certificate is stored. Select it and press the Open button. This will

return you to the Certificate Import Wizard. Press the Next button.
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Type in the password you entered in Step 2 and press Next.

Certificate lmport Wizard
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Make sure that the “Place all certificates in the following store” option is selected and press next



Certificate Import Wizard ﬁ

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Impaort
wizard,
‘You have specified the following settings:

Certificate Store Selected by User  Personal
Content PFX

File Name C:\Documents and Se
< ?
[ < Back ” Finish ] [ Cancel ]

Press the “Finish” button. A message should appear saying that the import was successful.

You now need to import the CA certificate. The procedure is almost identical but you need to import
the CA certificate into a different location. Go back to the MMC and browse to Trusted Root
Certification Authorities. Right click on it, go to All Tasks and press Import. The Certificate Import
Wizard will appear again. Follow the same steps as you did for the first certificate but instead of
choose the CA certificate instead.

Step 4: Create the VPN Connectiod
Press the Start Button, go to Settings and choose Control Panel. If the Control Panel is set to
Category View, switch to the Classic View. Open the Network Connections application. You should

see a window similar to this:

Metwork Connections
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Click on the Create a new connection link. This will appear:



New Connection Wizard

Welcome to the New Connection
Wizard

This wizard helps you:
* Connect to the Intemet.

* Connect to a private network, such as your workplace
network.

To continue, click Next.

Press Next.

New Connection Wizard

MNetwork Connection Type

What do you want to do? @

() Connect to the Intemet

Connect to the Intemet so you can browse the Web and read email.

et

Connect to a business networl {using dial-up or VP M) so you can work from home,
afield office, or another location.

() Set up an advanced connection

Connect directly to another computer using your serial, parallel, or infrared port, or
set up this computer so that other computers can connect to it.

Choose “Connect to the network at my workplace” and press Next.

New Connection Wizard

Network Connection
How do you want to connect to the network at your workplace?

Create the following connection:
() Dial-up connection

Connect using a modem and a regular phone line or an Integrated Services Digital
Metwork {ISDN) phone line.

(%) Mirtual Private Network connection:

Connect to the network using a virtual private network (VP M) connection over the
Intemet.

Choose “Virtual Private Network connection” and press Next.



New Connection Wizard
Connection Name
Specify a name for this connection to your workplace.

Type a name far this connection in the following box.

Company Name

For example, you could type the name of your workplace or the name of a server you
will connect to.

[ < Back I Hext = l[ Cancel ]

In the Company Name box, type “Ousedale School” or something similar. Press Next.

New Connection Wizard
VPN Server Selection
What is the name or address of the VPN server?

Type the host name or Intemet Protocol {IP) address of the computer to which you are
connecting.

Host name or IP address for example, microsoft.com or 157.54.0.1 ):

[ <pack | met> | [ cancer |

In the Host Name box, type “remote.ousedale.org.uk” without the quotes and press Next.

New Connection Wizard
Connection Availability
You can make the new connection available to any user or only to yourseff.

A connection that is created for your use only is saved in your user account and is not
available unless you are logged on.

Create this connection for:
() Anyone’s use

< Back I Hext = l[ Cancel

Choose “My use only” and press Next.



New Connection Wizard

Completing the New Connection
Wizard

You have successfully completed the steps needed to
create the following connection:

Virtual Private Network Connection

The connection will be saved in the Netwark
Connections folder.

[JiAdd & shorteut to this connection to my desktop:

To create the connection and close this wizard, click Finish.

[ < Back I Finish ][ Cancel ]

If you want a shortcut to the connection on your desktop, press Next. Otherwise just press the Finish
button. This window will appear:

Connect Virtual Private Network Connection @ x

User name: || |

Password: | |

[[] Save this user name and passwand for the following users:
Me only

Anyone who uses this computer

[ LConnect H Cancel H Praperties H Help

Press Properties. Go to the Networking tab

# V/irtual Private Network Connection Propert.

Seourty | Networeng
Type of VPN:
[3TF FSec VPN

This connection uses the following items:

7%= Intemet Protocol {TCP/IF) -
g File and Printer Sharing for Microsoft Metworks

g Virtual Machine Network Services
[ = Iwars Bridgs Protocal
If!_la Client for Microsoft Networks

nstat. unmsta

i~ Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

O

=

|[conce




Change the “Type of VPN” option from “Automatic” to “L2TP IPSec VPN”". Press OK.

Step 5: Connect to the network
Open the Control Panel again and go to Network Connections. You should now see an extra object in
there with the name that you chose in the procedure above. Double click on it.

Network Connections

File Edit Yiew Favorites Tools Advanced Help #
‘ - '._ - ! | -
O Back [ ; l.ﬁ; ;j Search [I- Faolders
Address | &€ Network Connections i
LAN or High-5peed Internet
Network Tasks S
. Local Area Connection Whiware Metwork Adapter Vinetl
E Create a new connection Connected Connected
@ Change Windows [ 3 Broadcom MetXtreme 5T Gigab.. T 3 VMware Virtual Ethernet Adapte...
Firewall settings
Whware Netwark Adapter YMneta
Connected
See Al [ 5 VMware Virtual Ethernet Adapte...
i) Metwork Troubleshoater Virtual Private Natwaork
@ Wirtual Private Netwark
Other Places e Cl_o’rjnectl_on_
L/« Disconnected

L rantral Pansl

Connect Virtual Private Ne rk Connection @

Liser nama: {ian noh
Password: ';ooloooccooo
[[] Save this uesr nama and pateword for tha following Lsen:

Me oty

AWone who Uses Ben computer

Lonneat l Cnn(gl || P_lgomm H Help |

Type your standard network username and password into the boxes provided and press Connect.
You will then be connected to the Ousedale School network over the internet!



