Unity College Disaster Recovery Plan (Draft)

1. TC ""Introduction

This plan has been formulated to provide Unity College the means to recover the core, critical computing functions of the organisation within the shortest time possible. In order to simplify the application of this plan, each level of potential disaster is analysed, and the issues are approached separately.

2. TC ""Scope

This document relates to the recovery of the core computer systems of Unity College in the event of a disaster.  This includes the infrastructure supporting it, but cannot include the requirements of the rest of Unity at this time.  Where it is felt necessary that other parts of Unity need an involvement, it is noted, but not detailed.

3. TC ""Recommendations

The link to UCAB, while it exists; may be used to plant a 'hot standby' file server into the Admin office. This server could then take over the functionality of the main servers temporarily, and could be kept as up-to-date as possible.  

4. TC ""Goals and Objectives

4.1. TC "" \l 2
Minimise down-time

In the event of a disaster, the recovery team ('team') must be brought into being immediately.  In the event of personnel in this team being outside the IT department, their managers need to be made aware that they will not be available until the end of this disaster. The team is defined in section 8.1.

4.2. TC "" \l 2
Minimise delay
The team must work to predefined plans in order to restore normal service as soon as possible.  No required information should need finding at this point. Links with hardware vendors are in this category.

4.3. TC "" \l 2
Define acceptable levels of protection by application

Level 1 (High); The most important applications to Unity College are CMIS and FMS. Without these applications, Unity does not have a working accounts function and cannot record the data necessary for returns to Government. This requires the highest level of protection, and these backups must be kept separate from the paperwork from which it was generated.

Level 2 (Medium); ePortal is rated as of medium importance as paper registers can be taken in the short term. Also included as medium priority are staff and student documents created in electronic form. Connection to the internet and email are also rated of medium importance both for communication to LEA and to ease the IT build procedures (latest drivers etc). These backups should also be stored apart from the paper copies.

Level 3 (Low);  All other software of a curricular nature is rated priority 3 as teaching could continue with out it in the medium term
4.4. TC "" \l 2
Legal Action

Clarification is needed as to where the college stands if it fails to fulfil its obligations to any of its students. 

4.5. TC "" \l 2
Recovery strategy

Unity will initially recover a skeleton service; on a single file server connected via a temporary LAN admin staff only. A temporary ADSL connection could be installed to give external connectivity. CMIS and FMS will be installed and the latest backups available will be recovered. Once this done, it is then possible to enter a second phase of recovery, where documentation is thorough and speed is not so critical.

4.6. TC "" \l 2
Reporting to the rest of Unity
The rest of Unity College need to be made aware of the state of the computer systems at regular intervals.  The team will make periodic announcements to a nominated individual, who will then pass that information to all parties.  The rest of the College needs to be made aware that interrogating the team directly is forbidden, and will slow down the recovery process.

TC ""Plans

These plans aim to recover skeleton services within 24 hours of the announcement of a disaster.

4.7. TC "" \l 2
Milestones

4.7.1. 4 Hours - The scope of the disaster is defined.  Hardware vendors have been notified as to replacement requirements, and the gathering of software and the necessary backups have been initiated.  Unity is informed of the expected timescales and the scale of the damage to the system.

4.7.2. 8 Hours - If necessary, alternative accommodation has been identified.  Hot swap server will have been commissioned, and a temporary LAN has been built. Telephone communications have been ordered.

4.7.3. 24 Hours - Core services are running. At least five users are capable of communicating with the file server.

4.7.4. 1 Week – Staff and student files are available, ePortal works on PCs that are connected to the hot swap server. Replacement hardware is ordered and is in the process of being delivered and set up. Work to repair damage to the server room and cabling has been agreed and booked.
4.7.5. 1 Month - The computer system is now functioning as before for PCs connected to the servers. Some internet connectivity is available, as are landline telephones. Many services are functioning as previously, but possibly still in temporary accommodation.  Plans are being draw up as to what improvements should be made to the current system.

4.7.6. 3 Months - All recovery is complete.  Unity has made good the damage to the existing building or is in alternative premises, and the network, along with all improvements, is functioning normally.  The IT department is at full strength, and the disaster is deemed to be over.  Documentation of the actions taken during the disaster are now scrutinised, and any lessons that are to be learned from them are incorporated into a new plan.

4.8. TC "" \l 2
Procedures for different scenarios

4.8.1. 
Loss of building


Alternative accommodation will be sought. Reciprocal arrangements may be able to be made with a similar organisation nearby.

This accommodation needs, if possible, to be ready networked, and to have an abundance of power outlets.  Telephone communications are also required. Details of this accommodation and contact personnel need to be incorporated into the inventory.

4.8.2. 
Loss of personnel


With at least three people directly supporting computers and various software packages at Unity, there is enough duplication to cover the loss of one or may be two people whilst others are recruited.  In the worst case, personnel need to be immediately recruited on a contract basis, and replaced as permanent staff become available.

4.8.3. 
Destruction of file servers


Visit hot server and use latest backup tapes to replace data.


Replace the lost file server(s) immediately using the relevant vendor contact.  Rebuild from offsite disk copies, load the newest available backup tapes, if required, and restore onto the network.


If the disks from the servers/SAN box are still serviceable, then the latest backup of that file server will be those disks.  It would be very dangerous to trust them after an incident, but if all the files can be retrieved from them, then we will use them. If only a fraction of them can be retrieved, then we will use a controlled backup, no matter how much slower it is to perform.

4.8.4. 
Communications failure


Links to/from UCAB/Pearson and the “new build” may be compromised by damage in the server room. Re-establishing the fibre link will need to be actioned by the relevant contractor.
4.8.5. 
Viruses and other sabotage


A network wide virus checking system will be integrated with our current client based software. 

4.8.5.1. 
Symantec Antivirus is installed on the server.

4.8.5.2.  Symantec Antivirus is installed on all PCs.

4.8.5.3. 
Symantec Mail Security is installed to check all incoming and outgoing emails for virii.


Most of the client PCs have locked cases to try to protect against sabotage, but this is only a deterrent.  They could be protected to some extent against theft by chaining them to desks and similar tactics. The file servers themselves are kept in a locked, air conditioned room. The school has a large number of CCTV cameras installed and this should be all the extra protection that should be necessary


With connection to the internet, there is also the possibility of access by hackers. A number of procedures are taken against these, for example, passwords of staff, are changed regularly on a 40 day cycle; the only allowed external connection to the school systems should be via Citrix; the EMBC firewall offers some protection; though the school needs to implement a firewall/proxy server/web filtering solution of some kind, so that it has control over connectivity.
4.8.6. 
Natural disaster


Fire, flood or storm damage is likely to cause loss or damage to the buildings, file servers, LANs and client computers, as well as the possibility of loss of life. These losses are addressed elsewhere.

4.8.7. 
Hardware and software failure


Rapid response to hardware failure is achieved by keeping a small stock of those parts of a PC that fail most often, and repairing these ourselves. The most common parts to fail on a PC are the keyboard and the hard disc drive, neither of which are particularly taxing to replace. We also have an ongoing maintenance contracts for the network switches, telephone systems, computer servers etc., see contacts list.

Any software failure should be dealt with in conjunction with the suppliers, and always, where possible, with personal contacts within these companies

4.9. TC "" \l 2
Initial disaster definition

4.9.1. 
Preventing further damage


Most of this is common sense.  If a computer is wet, dry it out completely before attempting to use it, and if a file server is fire damaged, remove the disc drives from it and fit them into another computer to see if they are OK.  Be as cautious as possible.


The same applies to software.  If software is behaving strangely, or a database is showing evidence of corruption, then shut down the application immediately and fix the problem.  This is an alien concept to many computer users who work on the principle that it will work if you try it often enough.  Some retraining may be necessary.

4.9.2. 
Damage assessment


Each part of the network can suffer from a range of physical damage, summarised as follows:

· Cabling - cuts, fire, water or rodent damage, and Electromagnetic and RF interference.

· Comms devices (bridges, routers, modems, etc.) - being dropped, power surges and spikes, overheating and theft.

· File servers and workstations - fire, water and smoke damage, being dropped, power spikes and surges and theft.


All relevant damage needs to be checked for.

4.9.3. 
Notification of Unity personnel/management


As soon as the scope of the disaster has been defined, Unity personnel need to be notified as to its extent, and be given general guidelines as to when to expect restoration of services.  These are to be given via the Network Manager, or whoever is acting on his behalf.

4.9.4. 
Notify insurers


The insurance company need to be notified as soon as possible of the scope and extent of the damage.  If this can be delegated to someone outside the core team, then do so.  All the relevant information is in the inventory, and this role requires only a general level of computer literacy.

4.9.5. 
Put together recovery team


Liaising with management personnel, second the relevant people for the disaster into the team.  The skills of all the possible candidates are noted in the inventory, and all senior management must be aware that the recovery team takes precedence in all cases over other workloads.  In the worst case, the public support of the Principal may need to be sought at regular intervals to enforce this.

4.9.6. 
Investigate hardware replacement plan


Using previous contacts where possible, approach hardware vendors for immediate replacement of crucial equipment.  We will replace in waves where a large amount has been lost. This not only strengthens our relationship with those suppliers, but also shows that we are aware of the pressure that we are putting them under.

4.10. TC "" \l 2
Phase II - installing skeleton services

4.10.1. 
Document Everything


When some of the team have to go to pick up the replacement hardware, there is a short period in which to document as many of your actions as possible.  Each member of the team needs to be issued with a diary in which they write down all their actions, along with a time-stamp.  It is imperative that this is done, so that the disaster recovery plan and job definitions can be refined in the light of experience.

4.10.2. 
Ensure continuity of security and virus protection


The prime directive is to get the core services up and running as soon as possible, but we will have some form of virus protection software at hand, and ready load onto file servers BEFORE they are even connected to a network.  We will not skimp on software security in order to the system up and running that little bit faster.  Protection at this time could well save a lot of problems later.

4.10.3. 
Is an alternative site required


If an alternate site is required, we will liaise with our contact immediately, so that the remote site is aware of the scope of the disaster and is able to prepare whatever services are required in parallel with your recovery procedures. Start up procedures to install whatever support infrastructure is required to transfer business services to the remote site - telephone number transfer, transport for staff, delivery of consumables and so on.  These procedures are outside the scope of this document, but the team will be familiar with them.

4.10.4. 
Install minimum hardware if necessary


It is expected that the hardware will arrive with the relevant operating systems pre-installed either Microsoft Server 2003 or Windows XP SP2. 

As stated previously, the next step is to install virus checking software - this is before these computers are connected to any kind of network.

4.10.5. 
Recover skeleton systems from backup media


Once the network is up and running, the next step is to install the Veritas BackUp Exec software on to the new server.  This will then allow the recovery of the core business systems from the latest backup tape. 


If the disc drives from the old file server have been recovered, then they should be installed into new hardware to see if they can be accessed. 

4.11. TC "" \l 2
Management of resumption of business

4.11.1. 
New site if major rebuilding required


This is deemed to be outside the scope of this document.

4.11.2. 
Installation of temporary LAN


It is a simple task to install an Ethernet LAN in any premises, although making it pleasing to the eye is more difficult.  If the disaster team are working in UCAB, the existing wiring and switches can be employed. If the team have had to relocate, then switches and cables will be purchased to suit.
4.11.3. 
Relocation of WAN facilities


This must be sub-contracted. Information regarding this is stored in the address list.

4.12. TC "" \l 2
Rebuild of original premises

4.12.1. 
Make use of new technology


The network as currently installed is based on Category 5 UTP cabling. This would be replaced with similar cabling. The current servers have been superceded, and if replaced, would be the newer versions.
4.12.2. 
Install Secure computer room / UPS / Air Conditioning


Ensure that the computer room is kitted out to at least the current level. Smoke alarms should be installed, and connected to the alarm system for the building.  If possible, install a tagging system of some kind that automatically records all accesses to the computer room, rather than the current mechanical lock.  

5. TC ""Testing and Maintenance

5.1. TC "" \l 2
Policy definition

· there must be a defined backup policy;

· on-site storage of backup media should be both secure and away from the computer;

· regular (monthly) backups should be held off site;

· the roles and responsibilities of the relevant staff need documenting;

· disaster recovery procedures must be documented, and they must be commensurate with the school’s use of computer systems;

· differing levels of disaster recovery must be defined;

· the plan must be endorsed by the Principal and senior management;

· the plan must be integrated into the school contingency plan

· the plan must be tested at regular intervals (at least annually);

· the plan must be reviewed at six monthly intervals.

5.2. TC "" \l 2
Assignment of responsibilities at Unity
The team members have been assigned to the posts of team co-ordinator, change control manager, resource manager, backup manager and contact point.  They are fully conversant with their duties (as defined in Section 8.1) in the event of the team being brought into action, and the senior management at the Unity must be appraised of their involvement.

5.3. TC "" \l 2
Definition of tests - frequency, coverage, extra complexities

The plan is to be tested annually.  This tests will mimic the complete loss of a file server, and test the strategy in place to recover this; this is the most likely major disaster that will befall the school.

5.4. TC "" \l 2
Update strategy - learn from shortcomings

This document covers the main aspects of recovering from a major catastrophe.  There is no substitute for experience.  Procedures need to be modified in the light of experience, as well as to accommodate for any changes in the system being protected; whether they be the skills available to protect it, or the growth/modernisation of the network.  It is imperative that the disaster recovery strategy be though of as permanently evolving.

5.5. TC "" \l 2
Documentation update strategy

The inventory will be updated whenever any change is made to the system. This is done at least on a weekly basis, if not as and when the changes occur.  As the whole backup strategy is based upon this document, the importance of this cannot be stressed strongly enough.

5.6. TC "" \l 2
Change control management

The Change Control Manager is in sole control of keeping the Inventory. The initial compilation of the Inventory will be a tedious and time consuming task, but once it is in place, its maintenance will not be onerous.

The inventory is a paper document; it is envisaged that it is a ring bound volume to allow for future modifications.  The procedures to access the inventory may either be annual, following a list of rules, or they can be computer generated and modified using simple procedures that access a small database.  In the latter case, a copy of the database must be kept with the inventory, and be updated whenever the paper version is modified.  Multiple copies must be kept in step in case of the destruction of a single copy.

5.7. TC "" \l 2
Review an audit strategy

Every six months the plan is to be reviewed. It is the responsibility of the team to decide whether the current strategy has been stretched too far by the developments of the previous six months, and the role of any external body to look for pitfalls and omissions in the current plan.  If there is any major change to the LAN environment in the meantime, then these six monthly reviews must be augmented by extraordinary ones.

6. TC ""Training

6.1. TC "" \l 2
Definition of requirements for involved Unity teams

One of the basic assumptions in the development of this plan is that the only way to guarantee the milestones suggested in chapter 5.1 is by not relying on any outside parties for the delivery of any of its core requirements.  It is not expected that the team provides ‘Gurus’ in every conceivable avenue of relevant technical knowledge, more that they have a sufficient level of knowledge to perform most of the requirements competently, and to realise when their level of knowledge requires them to ask for assistance. A competent level of knowledge is defined as being able to happily tackle any problems in that area., and be capable of defining any problem, they are not able to fix, for an outside expert; a comfortable level of knowledge allows that person to perform general tasks within that area and to stop when a problem is uncovered.

Specialist technical knowledge is required in the following areas:

Knowledge



Level
Server 2003



1 x Competent (min MCSA)






1 x Comfortable

Veritas BackUp Exec


1 x Competent (inc. install)

PC Hardware / configuration

2 x Comfortable

LAN Cabling



1 x Competent

6.2. TC "" \l 2
Initiation and education of other UnityE staff

Current staff must be made aware of the prerequisites; what is required of them; in order for this plan to work.  These include only ever saving work to networked drives, virus checking all discs brought in to the school and using only the standard software packages used by the school and not loading their own software instead.

For new staff, a small welcome pack needs to be made available explaining all of this. New staff may  have used a different software to that used at Unity; make a tutorial or training session available to them as soon as possible after they start.

Staff also need to be stopped from interfering in the actions of the team when they are in action.  The contact point must be the only line of communication for the whole of Unity.

6.3. TC "" \l 2
Inclusion of new hardware and software into the plan

New, rather than replacement, hardware and software is increasing the size of the network that we are trying to protect.  It is imperative that the resources that we are using to perform the protection are still adequate.  It may be that any replacement file servers will need extra memory or disc space to accommodate new software (or even that the requirements of the software outstrip the capabilities of the workstations - a major and expensive headache) or that the addition of extra users on to the network requires extra processing power on the file servers.  All of these changes require the expansion of the recovery plan; they may also require the redefinition of what the minimum hardware platform is to be, and that will change the requirements of the team.

7. TC ""Appendices

7.1. TC "" \l 2
Duties of all interested personnel and contact points

Co-ordinator - Kevin Crocombe
Co-ordinator keeps a list of telephone numbers and job titles of all interested parties. They ensure adequate knowledge levels for all primary and backup members of the team.

Change Control Manager (Servers) – Kevin Crocombe
To control and record changes to the system with regard to the installation of hardware.

Change Control Manager (Software & Network) – Michael Seaney
To control and record changes in the system configuration, access rights for users, addition and deletion of users and version control of software packages.

Resource Manager – Pat Linford
To arrange and vet alternative locations. To arrange logistic support for this location - transport, consumables, etc.

Backup Manager – Michael Seaney
To take sole control for the backup log; performing or delegating the performance of the backup; testing backup tapes; rotating backup sets to external locations.

Contact Point – Pat Linford
To be aware of the state of work in progress by the team, and to pass on this information to the rest of the school as requested, and to regularly update the management staff.

