How to Configure the copier for Windows Authentication

This document will provide a brief overview of the steps necessary to configure the
copier for Windows Authentication, plus the SP 5420 “Gotcha” This Document was
created June 18™, 2012 by Steve Sanderson and Darrell Higbee with honorable
mention for Dan Solorzano. The Machine used for the screen shots was an MP
C4502 the Server was TSTAZ in Tempe Arizona.

1.) Launch a web browser and type in the ip address of the machine. Click on login
in the upper right corner.
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2.) Type in the user name (by default lower case admin) and password, which by
default there is null (fancy word for leave blank) and click the login button.
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3.) Select “Device Management” and then “Configurations”
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4.) Select Administrator Authentication Management
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5.) Select User Authentication and check Administrator tools. You may not need to

totally configure as shown below, click OK when finished.
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6.) Select User Authentication Management.
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7.) From the drop down select Windows Authentication.
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8.) Scroll down the web page to the image below. You will not need SSL or
Kerberos Authentication for this exercise so make sure both are set to off. Key in
the Domain Name for the network, in this example TSTAZ.
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When [Mot Programmed] is selected, user authentication will be set to inactive.

9.) Uncheck all the settings for the default group, enter the group names previously
created on the server and check a few features as shown below. In this exercise we
used a machine with color capability. You can modify the settings to match your
machine we recommend you have scanner on one group and no scanner on your
second group for the demonstration of address book population in a later exercise.
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10.) Scroll to the bottom and click OK.
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11.) In the next section we are going to be creating a default profile to assign to new

registered users. Navigate back to the “home page” select Device Management and
Address Book
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12.) On the MP C4502 there are two tabs for “Add User” Select the Manual Input
and click Add User.
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13.) Configure as shown below name and key display Default and check folder
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14.) Scroll down and key in the Path for a shared folder that your users would have
access to, then click OK
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15.) Once back at the address book, notice the registration number of 1, click Data
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16.) Select On, make sure the correct Registration No. (you want to use as the
default) is in the box and click OK.
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17.) There is a “gotcha” regarding User Authentication settings enabled such as
Basic, or as in this case Windows, and as you will see later LDAP. Specifically SP
5420,(SSP 5401 on older machines). See the screen shot below. Set to 1 to allow
access to that feature independent of what was granted in user tools or WIM.
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Recap:

We have now completed the exercise. If you login with the user credentials for the
domain users (you may not need the domain name in front of the user name but you
could add this for demonstration purposes) TSTAZ\S1, TSTAZ\S2 and TSTAZ\S3(in
this example we used TSTAZ you would need to use the correct domain for whichever
network you are on. You will notice that S1 and S2 functions match with the groups that
they were assigned to and that S3 has access to all functions from both groups. You
should now be able to manage and control functions of the machine using Windows
Authentication. The login credentials for the users are controlled from the Active
directory server and will update as the users credentials change. You will also notice that
each user’s email address will populate into the address book as they login. In addition
you will notice that the folder authentication user will also populate if that user does not
have rights to the folder they will not have access. When using Windows Authentication
each user will only be able to see their own email accounts and folder paths that they
program. This provides an extra layer of security for the customer and the machine and
reduces end user management at the machine. The password management is made easier
for the customer because it is the current password they use on their network and will
update as the password changes. Hopefully you found value from this exercise please
feel free to ask any question of your instructor as needed. Thank you for your time and
effort.



