USER GUIDE TO SIMPLIFYING

BYOD with Ruckus

Introduction

Like hot and cold, secure BYOD implementations and

ease of use have traditionally been mutually exclusive.

Some networking products are intuitive to IT admin-
istrators, but they lack the necessary features to solve
problems or protect corporate users and data. Other
products have all the advanced security, filtering, and
access control knobs a government agency could ask
for, but no one can figure out how to use them.

This application note describes the technology used
and then outlines the steps for how to quickly and
easily configure our ZoneFlex system with the right
blend of flexibility, security, and simplicity to support
BYOD. Instead of adding complexity, we've created
smarter security and connectivity mechanisms that
ease management and implementation burdens, par-
ticularly for mobile devices. In this guide, we'll outline
how the following features help streamline a BYOD
paradigm:

1. Dynamic Pre-Shared Key — Per-user credentials
with WPA2-Personal — the best of both worlds

2. Zero-IT Activation — Easy, secure onboarding
and auto-configuration of client devices

3. Role-Based Access Control — Easy ways to man-
age user connectivity and network authorization.

Strong Security with Dynamic Pre-Shared Key

What is DPSK?

In a traditional WPA2-Personal network, all users

on the WLAN share the same passphrase. Dynamic
PreShared Key (DPSK) is patented technology that
enables unique PSK credentials for each user on the

same network. DPSK was developed to provide secure

wireless access while eliminating the burdens of man-

ual device configuration and the security drawbacks of

shared PSKs.

Ruckus

S Simply Better Wireless.

What are the benefits?

The traditional PSK model (WPA2-Personal) is great for
home networks and small offices with only a few users.
However, as organizations seek better security or differ-
entiated network policies for each user type, the limi-
tations of a shared PSK become evident pretty quickly.
Perhaps the most troublesome problem is passphrase
exposure, passphrase sharing, and change management
policies. If an employee leaves the organization, the pass-
phrase must be changed and all devices reconfigured.

On the opposite side, WPA2-Enterprise is “recom-
mended,” but IT administrators have varying comfort lev-
els with 802.1X and EAP. In turn, many businesses do not
implement it. Most companies would like to use 802.1X, but
often avoid it because of:

e Lack of expertise
e Lack of time

e |ack of budget

e |ack of backend systems (e.g. AAA server, user
database, certificate management)

e Failure to see technical advantages

Many organizations don't realize that there is a good
alternative to traditional PSKs and 802.1X. DPSK sits
right in the happy middle with some of the best advan-
tages of both WPA2-Personal and WPA2-Enterprise:

e Fasy to use and administer. Users understand
passphrases, but they don't understand 802.1X.

e DPSKs are bound to a specific user/device. Even
if PSKs are shared or exposed, they will not work
with other devices.

e Compromised DPSKs do not jeopardize all users.

e Single DPSKs can be revoked without impact on
the rest of the network.

e DPSKs prevent one valid user from decrypting

traffic of other valid users.
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e Provides per-user credentials and policies
e Avoids common 802.1X hurdles:

— No dependency on RADIUS or backend user
databases

— No certificates

— No complex configuration

How does Dynamic PSK work?

Dynamic PSK creates a unique 62-byte preshared key
for each device. The PSKis used for network access as
well as to create encryption keys, which are unique for
each user. DPSKs can be created in bulk and manually
distributed to users and devices, or the ZoneDirector
can auto-configure devices with a DPSK when they
connect to the network for the first time.

Traditional WPA2-Personal
(same PSK for all devices)

Dynamic PSK
(unique PSK for each device)

SSID: Ruck-Us

SSID: Ruck-Us

PSK: PSK: PSK: PSK:
abc123  ahe123  8bc123 ahe123

By offering different ways to implement the feature,
Ruckus provides the flexibility to bring DPSKs to net-
works in a way that is secure, intuitive, and IT friendly.
Since we're focused on solving BYOD trouble spots,
let’s look at using DPSK with a unique Ruckus feature
called Zero-IT Activation.

Note: The batch DPSK tool is a manual way to create
and manage DPSK credentials and users; if that adds
value for your unique BYOD situation, see Appendix
A for step-by-step instructions.

Flexible Onboarding with Zero-IT Activation

What is Zero-IT Activation?

Zero-IT Activation is a unique wireless onboarding
feature that enables wireless users to securely access
the network without IT staff intervention. Zero-IT works
in concert with the DPSK solution, automatically creat-
ing and deploying DPSKs to valid users when they con-
nect for the first time.

How to BYOD with Ruckus Wireless

How does Zero IT Activation work?

Zero-IT activation automates the DPSK generation and
client device configuration steps. When a user con-
nects for the first time, the user enters his/her user-
name/password and downloads a configuration file for
their machine. The user runs the configuration file and
Zero-IT configures the client machine with a WLAN pro-
file, including a unique
PSK. Zero-IT prepares
the machine to re-con-
nected to the correct
network.

What are the benefits?
Zero-IT offers all of the
security benefits of
DPSK along with intuitive
and flexible onboarding:

Cancel

e Zero touch wireless configuration of laptops and smart
mobile devices

e Support for iPad/iPhone, Android, Mac OS X,
Windows XP, Vista, and 7, and Mobile/CE

e One-time device configuration
e Easy for IT staff to setup and maintain

e Unique 62-byte preshared keys generated and auto-
matically installed per device

e Easily deactivated by IT staff if user is no longer valid
e New keys can be generated on-demand

e Can integrate with existing user directories

Configuring and Using Zero-IT Activation

Configuring and using Zero-IT Activation is simple.

1. Start by creating a new WLAN for secure connectiv-
ity. Navigate to the Configure tab in the ZoneDirector
Ul and then select WLANS in the left pane. When the
WLANSs page is open, select Create New to make a
new WLAN.

2. Configure the WLAN as follows:

Name/ESSID = DPSK-ZERO-IT
Description = Enter a useful description or leave blank
Authentication Method = Open
Encryption Method = \WPA2
Algorithm = AES
Password = Enter a long, complex passphrase
(this will not be given to users)
Zero-IT Activation = Enabled

Page 2
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Dynamic PSK = Enabled Suclie

wIRELEES

ZoneDirector o

In the Advanced Options, we can also specify VLAN
settings for this WLAN. If we want to match this WLAN
to a specific VLAN, we can do so. Or, we can assign
different users to different VLANSs. This is useful if we
have VLAN policies on the wired network and we want
to extend those policies to our wireless users.

ACCESS VLAN = Enter VLAN ID (default = 1)
Enable Dynamic VLAN = Enabled (check in box)

3. Only valid users can receive a DPSK with Zero-IT
Activation. To determine which users are valid,
we need to decide what user database we'll use
for Zero-IT authentication. Scroll near the bottom
of the WLANSs page where you'll find the Zero-IT

Delete 20000y

(@include all terms(_Include any of these terms

WLAN Groups

This table lists your current WLAN groups and provides basic details about them, Click Create New ko add another
Mame  Description Actions
Default Default WLANS for Access Points Egiy Clons

Lrepte Hew Delete | ¢a1-1 (1)

searchterms | (#)include all terms(_include any of these terms

ZeroT Activation

Terc-IT Acthation simpdifies the configuration of users wineless settings. Ask users Lo connect thedr winsless device]
wireless devices will be configured automatically for WLANS that support Zerc-IT Activation.

Actrvation URL: hitps://192. 168, 2. J4/activate
Authentication Server: | Local Database *

Dynamic PSK
To provide maximum security, each user s awsigned a unigue pre-shared ey (PSK) when they acthvate thedr wirele|
PSK Expiration: | Unlimited

Dynamic PSK Batch Generation
DPS batch generation provides two facilities to create m-ultlpiew\nm'cﬂl&sll once. You can specify the numbe|
downloaded

for your reference. To download an example of profile, click here. The maximum allowable number
authentication server settings and the Zero-IT URL A YA 0 0YC TR i I 1S FAFIAE ol 088 A B DYOMICTEE BNk ool
(make a note of the URL).
. . ) . Create New b
Select Local Database. (If integrating with an exist- S O e
ing user database, this is where we would select our O OPKTEROT Essio[OPSKZERONT |
Description " -
AD or LDAP database) oty e B e
WLAN Usages
. . Type [:)mnﬂald Usage (For most regular winsless network usages.)
Click Apply (far right corner, not shown). (Guese Access e aces plices 0 aces contot il b soptied)
Hotspot Service (WISPr)
Below the Zero-IT authentication server settings ;
Method (®)0pen (Shared (1802.1x EAP (JMAC Address | 1802.1x EAP + MAC Address
is a configuration section for DPSK expiration. If Encryption Options
. . . . Method @ M . " .
desired, set a PSK lifetime after which the DPSK APA NPT R tuae] WOAER 61 90 D) QIWER 128 {104 1) (phicne
. . Algarithm THIP (S)AES (Auto
will expire. Passphrase” R HOd e Ey
Options
4. Now create a user group that is permitted to access Web Authentication Enable capive porcal/Web authenticarion
fUserns will be redinected to a Web portal for authentication befiore they can acoess the WLAN.)
this WLAN. Select Roles from the left-hand side. Aushentication Server
Wireless Client Isolation (o)
Create anew rO|e' Local iwireiess clierts aio0ated with the same AP will be unable 1o communicate with one another locally.)
Full (Wirsless clients will be unable to communicate with each other of Bcoets Any of the restricted subnets.)
Name = ZERO-IT-role B 0 o A whthes coohgantion Wt a1 thiy g b
Description = Enter a useful description or leave DY K @nable Dynamic PSK with [62 | characrens pasphvase.
Priority @High (Low
blank _—
Specify WLAN access = Enable the DPSK-
ZERO-IT WLAN
. = Advanced Options
Click OK. Accounting Server Disabled : | Send Interim-Update every 10 minutes
Access Control L2/MAC | No ACLs * |L3/4/IP address | No ACLs
5. Use the ZoneDirector's local database and create Rate Limiting Uplink [ Disabled % |Downlink [ Disabled 3
. Per St. Traffic Raf
a new user for this role. Select Users from the left- -
N dsid Muilticast Filter Drop multicast packets from associated clients
and side. Create a new user. |‘CCBSM T T T——

Name = ZerolT
Full Name = First Last

Zero-IT Activation

Password = password
Confirm Password = password

Zero-IT Activation simplifies the configuration of users’ wireless settings. Ask users to connect the
their wireless devices will be configured automatically for WLANs that support Zero-IT Activation

Activation URL: https://192.168.2. 34/activate

Authentication Server: | Local Database

How to BYOD with Ruckus Wireless
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Role = ZERO-IT-role
Click OK.

So a role has now been created that maps to the
DPSK-ZERO-IT WLAN and then we've created a user
that belongs to this role. When this user enters his/
her username/password, the ZoneDirector will assign
a unique DPSK with permission to access the DPSK-
ZERO-IT network.

6. To connect a client device, plug in to an Ethernet
port with access to the ZoneDirector's sub-
net/VLAN and use a Web browser to open
the "activate” URL. The URL will always be the
ZoneDirector IP address followed by /activate (e.g.
https://192.168.2.34/activate). Note that the URL is
TLS encrypted.

7. This Web page serves as the DPSK authentica-
tion portal to ensure you are a valid user. When the
username/password (ZerolT / password) created in
step 5 is entered, the ZoneDirector will determine
the proper role and provision the client accordingly.

8. Successful authentication will launch a file down-

"ou

“prov.apk,” or “prov.mobile-
config,” depending on the OS type.

load called “prov.exe,

- Install “Zero-IT Activation™?

This profile will configure your Mac for the following: Wi-Fi Network.
b

Show Profile Cancel Continue

9. Open the file and Zero-IT will auto-configure the
WLAN profile (may require administrator privileges).

v DPSK-ZERO-IT a=
802.1X-DEMO az
DPSK-test a=
Ruck-Us azF
WEST4309 a7z
WEST4309_5CHz aF

10. The configuration script will also automatically
connect the client to the network.

Zero-IT simplifies network setup for new users, as you
can see. Configuring ZoneDirector is straightforward
for IT staff and the client experience is intuitive.

BYOD-Provisioning

Now it's important to look at device onboarding

How to BYOD with Ruckus Wireless

Name* "ZERO-T-role
Description "This role is permitted to access the DPSK-ZERO-IT S5
Group Attributes

Policies

Allow All WLANs Allow access to all WLANs (=) Specify WLAN access

WLANs

B02.1X-DEMO

DPSK-batch/DPSK-test
&  DPSK-ZERO-IT

@130

Search terms ] (&) Include all terms_include any of these terms
Guest Pass Allow guest pass generation
Administration Allow ZoneDirector Administration
* Super Admin (Perform all configuration and management tasks)
Operator Admin (Change settings affecting single AP's only)
Monitoring Admin (Monitoring and viewing operation status only)
oK ][ Cancel ]
Create New e
2 T ———————————
User Name ZerolT
Full e First Last
Password® sssssses
Confirm Password* e—
Role ZERO-IT-role + |

ﬁ RUcCIkus WLAN Connection Activation

WIRELESS

N
ﬁ Ruckus

WIRELESS

Corporate WLAN
Configuration

To set up your wireless network connection, follow these
steps:

+ If the WLAN Connector download does not start in five
seconds, please click here.

|
« Save prov.exe to your desktop. Once completed, go to your l"G”
desktop, double-click the prov.exe icon.
» After your network connection is activated, the wireless icon prov.exe
(in the system tray) will change. Your computer will be
automatically reconnected to the secured corporate network.

W

L | Disconnected = | Connecting LY Connected

« [f you encounter any problem or would like to manually set up your wireless
access, click here

Page 4
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without Ethernet. Mobile phones and tablets are the
primary devices driving the BYOD trend, but they lack
wired interfaces. So there needs to be a way to securely
provision them with a clean, intuitive workflow.

How does BYOD Provisioning work?

By relying on the Zero-IT Activation feature, a “provi-
sioning” network can be easily created to automati-
cally redirect users to the Zone Director’s activate login
screen. The open network is used only for device pro-
visioning; after the ZoneDirector validates user creden-
tials, mobile devices receive a configuration file that
auto-configures the WLAN connection manager and
re-connects them on the proper WLAN.

Configuring and Using Zero-IT Activation for BYOD

The BYOD setup for this is quite similar to the previ-
ous wired Zero-IT setup. In fact, it relies on the DPSK-
ZERO-IT SSID already created for device connectiv-

ity. Think of that WLAN as the corporate network. Now
simply create a second WLAN that will serve as our
provisioning network.

To start, within the ZoneFlex system, define a new
Hotspot Service to use for wireless provisioning.
Hotspot Services are a way to control network access
on open networks. This helps ensure that the provision-
ing network is used only for provisioning.

1. Find the Hotspot Services section on the left-hand
side and select it. In the main screen, create a new
Hotspot Service

Name = BYOD-PROVISIONING

Login Page = https://xx.xx.xx.xx/activate,
where xx.xx.xx.xx is the IP
address of the Zone Director (e.g.
https://192.168.2.34/activate). This is
the page to which ZoneDirector will
redirect users for authentication.

Authentication Server = Local Database

Wireless Client Isolation =Full

2. It's also important to configure a “walled garden,”
which is a way to limit the network access on the
Open network so it can only be used for provision-
ing. To do so, expand the walled garden configura-
tion section in our BYOD-PROVISIONING Hotspot
Services profile.

How to BYOD with Ruckus Wireless

Name [BYOD-PROVISIONING |
Redirection

WISPr Smart Client Support (5 None (_Enabled (_)Only WISPr Smart Client allowed

Login Page* Redirect unauthenticated user to
hitps:/ /192.168.2. 34/ acthvate o tthasicarn:
Start Page After user is authenticated,
(= redirect to the URL that the user intends to visit.
redirect to the following URL:
User Session
Session Timeout Terminate user session after ., minutes
Grace Period Users must re-authenticate after disconnecting for minutes
Authentication/Accounting Servers
Authentication Server Local Database =
Accounting Server Disabled & | 3end Interim-Update every ¢ minutes
‘Wireless Client Isolation
None
Local iwissless cients associated with the same AP will be urable 1o communicate with ong ancther locally.)
O] Full iwirgtess clients will be unable to communicate with eack other or acors amy of the restricted wubnets |
1 Lecation Information
1+ Walled Garden
i Restricted Subnet Access
£ Walled Garden 9
Unauthenticated user are aliowed to acoess the following destinations:
feg. mydomain.com, 192.168.1.1:80, 192.168.1.1/24 or 192.168.1.1:80/24)
Order Destination Address Action
1 hitps://192.168.2.34/activate  Edit Clone
Create New Delete
1+ Restricted Subnet Access
Create New 9
General Options
Mame/ESSID BYOD-PROVISIONING | ESSID| BYOD-PROVISIONING
Description Open network for BYOD provisioning only.
'WLAN Usages
Type Standard Usage (For most regular wireless network usages.)
Guest Access (Guest access policies and access control will be applied.)
-\yﬂnupot Service (WISPr)
Authentication Options
Method (®)Open  Shared  B02.1x EAP  MAC Address  B02.1x EAP + MAC Address
Encryption Options
Method WPA (_/WPAZ (_)WPA-Mixed (_|WEP-64 (40 bit) (_/WEP-128 (104 bit) (8)None
Options
Hotspot Services | gyOD-PROVISIONING
Priority @ High Low
1+ Advanced Options

Create a New rule.

Enter the "activate” URL (https://192.168.2.34/acti-
vate) address here and click save.

Click OK to save this Hotspot Service.

3. Now create a new WLAN to offer these Hotspot

Services. Navigate back to the WLANs page and
create a new WLAN.

Name/ESSID = BYOD-PROVISIONING

Description = Enter a useful description or leave

blank
Type = Hotspot Service (WISPr)
Page 5
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Authentication Method = Open T 0 6

Encryption Method = None User Name* Mob. User
Hotspot Services = Select BYOD-PROVISIONING Full Name "Mobile User
from the list. Password®
4. In the wired DPSK with Zero-IT demo, a Role titled Confirm Password®

ssssssns

ZERO-IT-role was already created. This role has per-
mission to access the DPSK-ZERO-IT SSID. Confirm
that this role is still present.

Role ZERO-IT-role + |

5.Now create a new mobile user in the local database
o ATET = 3:47 PM @ 1

setings  Wi-Fi Networks

that will be a member of the Zero-IT role.

User Name = Mob.User

Full Name = Mobile User b L &
Password = password Ch:;“aﬂmm" @
Confirm Password = password 00 1X.DEMO . 0 =
Role = ZERO-IT-role v BYOD-PROVISIO... = ©
v asol  (2liEleloidululole)
6. Now everything is ready to onboard this user and DPSK-ZERO-IT 8T © EEEEEEUB
his/her devices. Ruck-Us 6™ © S Eaauamm a
a. With a mobile device (iphone shown here), con- WEST4309 8T © .
nect to the BYOD.PROVISIONING S5ID. ) — .
b. Launch the browser and the URL redirect will LATET S 350PM_ @1 w AT 359PM @ m@

occur, taking you to the connection activation | =" RNISHRE O e
page. Zero-IT Activation Wi-Fi D
) . . m Ruckus wireless m
c. Login with the Mob.User user credentials created ", _ Chosse s Nanworial
. 5 - Unsigned Install
n Step ’ Description Ruckus wireless Zero-IT 101 & ‘—’
. . . . Activation
d. Successful login will launch the auto-configuration O 802.1X-DEMO )
profile. Install the profile. EEES BT et BYOD-PROVISIO... = ©
More Details >
e. Now connect to the corporate WLAN DPSK-batch F>)
(i.e. DPSK-ZERO-IT) v DPSK-ZERO-IT 8T ©
Ruck-Us AT ©
7. Using the ZoneDirector's Monitor tab, currently WEST4309 8T ©
active clients can be easily viewed to check on users. '
Here, the connected iPhone, the MAC address bind-
@ Clients (% . ,
DI Address O/ Type Fiost lame — User/P— Access Poit—— WILAN wireless networks and get users connected. Now we'll
90:27:e4:4f:a1:dc 05 Marcuss-nPr_uone Mob.User 74:91:1a:28:90:80 DPSK-ZERO-IT examine hOW to use ZerO-lT Wlth rOle-based access to
Search terms (#)Include all terms|_Include any of these terms

grant network privileges and keep the network prop-

erly segmented.

ing, the user name of the connected user, and some
device specific information are all visible. Even with

4 . 4 . Role-Based Access
a long list of users, it is easy to find specific clients

using the search field. In conjunction with Zero-IT Activation and DPSK,
Ruckus provides a straightforward way to apply roles

The Zero-IT tool creates a quick and easy way to deploy

How to BYOD with Ruckus Wireless Page 6
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to each user, granting access to WLAN policies and Now configure it in the ZoneDirector.
VLANSs according to the user type. By granting access

based on user roles, IT staff can extend specific per- Implementing Role-Based Access
missions to users based on wired network design and

Start by creating the requisite WLANSs.
policy.
1. Navigate to the WLANs menu in the left pane and

So far, we've focused on the internal database of the
then create a new WLAN:

ZoneDirector to create users, but in live networks,

the ZoneDirector seamlessly integrates with an exist- Name/ESSID = Administration

ing user database, such as Active Directory, Open Description = Enter a useful description or leave
Directory, OpenlLDAP, or eDirectory to determine a blank

user's role assignment. Authentication Method = Open

Encryption Method = \WPA2
Algorithm = AES
Password = Enter a long, complex passphrase

The internal database of the ZoneDirector can be used
for this feature which is shown in this demo. We'll also

discuss how you can use this feature with an external e .
(this will not be given to users)

Zero-IT Activation = Enabled
Planning Role-Based Access Dynamic PSK = Enabled
By relying on the Zero-IT Activation feature, the “pro-

database.

In Advanced Options,

ACCESS VLAN =10
Click OK.

visioning” network automatically redirects users to the
Zone Director’s activate login screen.

The first planning step to take is to decide what types

of users will use the network, what roles to create for Now configure administrative users and roles so they

those users, and what permissions should be assigned are mapped to this WLAN, receiving administrator priv-

to these roles ileges and policies.

In this demo, we'll create a mock education scenario Note: If we're supporting mul.tlple VLANs on eth AP,
using the following roles: we need to make sure our switch ports are configured
to support those VLANS.

e Administration

o Staff o 9
Create New

[ ]
Student —

Name/ESSID* Administration ESSID Administration
We'll create corresponding WLANs and then map the Description T
users/roles to their proper WLAN. e

Type (@) Standard Usage (For most regular wireless network wsages.)

Guest ACCess iGuent scoess poticies and scoess control will be applied. )
The last step is to evaluate the current wired network as Hotspo. Servicn (MR
. . Authentication Options

a baseline to decide to what VLAN user groups should e P —————————————
be assigned. e

Method WPA (2)WPAZ | |WPA-Mixed | /WEP-64 (40 bit) [ /WEP-128 {104 bit) | None

. A Algorithm TKIP (=)AES (_lAuto

If an external user database that has VLAN attributes is = :

Passphrase® e;lx3pndiBaen/kd
being used, this process can be completely automated Options

. . . ‘Web Authentication Enable captive portal/Web authentication
by enabling the Dynamic VLAN assignment feature. * i il e & Web el Acbenticton befor ey ca st the VLAY
. .. . ol . . Authentication Server ocal Database
This adds additional flexibility, allowing the use of a sin- S o=
H Local fwissiess ciients associated with the same AP will b unable to communicate with one angther locally.]

gle VVLAN for dlfferent user types. Fulll (wireless clients will be unable 1o communicate with each cther or Bcomis ey of the mstricied subsets.)

Zero-IT ActivationT MEMDI.Q Zero-IT Activation
[WLAN w3873 are provided with wincbess confhparation iestaller after they log in.}

As an examp|e: Dynamic PSKT™ P Enable Dynamic PSK with [62 | characters passphrase.
Priarity (=) High [ Low
e Administration — VLAN 10 5 Advanced Options
Accounting Server : - 1
° Staff— VLAN 50 Disabled Send Interim-Update every 10 minutes
S d VLAN 80 Access Control L2/MAC | No ACLs ¢ |L3/4/IP address | No ACLs
[ ] -
tudent Rate Limiting Uplink | Disabled  * |Downlink | Disabled
fPer Station TraMic Rate)
Madticast Filter Drop multicast packets from associated clients
ACCESS VLAN VLAN B[] ] () Enable Dynamic VLAN

How to BYOD with Ruckus Wireless Page 7
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2. Create the Staff and Student WLANSs with the Create New 9
same parameters, changing the VLAN ID accord- e Administrators
ingly (we'll skip the details here). For the student Bescription | Administrative users, VLAN, and fitering policies

WLAN (or others, such as guests), you may wish to St AST S

Policies

configure other advanced features:
9 Allow AUUWLANS | Allow access to all WLANs (=) Specify WLAN access

e Client Isolation (prevents valid users from commu- WiLANs
nicating directly with one another through the AP) M-
- DPSK-batch
— this is recommended for guest and some stu-
DPSK-ZERO-IT

dent networks BYOD-PROVISIONING

e Rate limiting policies —
@  Administration

e MAC or IP ACLs to limit network destinations Students
a1-7TMe
, . Search terms (®)Include all terms(_ Include any of these terms
3. Now let's navigate to the Roles page and create our
) Guest Pass Allow guest pass generation
respective roles. Create New. . e, [EYT———
* Super Admin (Perform all configuration and management tasks)
Name = Administrators Operator Admin (Change settings affecting single AP's only)
Monitoring Admin (Monitoring and viewing operation status only)
Description = Enter a useful description or leave o)
blank
WLAN Policies = Enable Administration WLAN As shown, this user authenticated successfully and was
. assigned to the Administrators role. Zero-IT would then
Click OK. 9
] Name Description Actions 0
The Group Attributes value for this role (shown above) Deter Alow Acoem to ML Wi Edit Clone
- . . Lo Guest Guest Edit Clone
can be set if integrating with an existing user database e _ -
) . ZERO-IT-role  This role is permitted to access the DPSK-ZERO-IT SSID  Edit Clone
(e.g. AD, LDAP, etc.). When the ZoneDirector queries o Staff Users, staff VLAN and filters Edit Clone
the database for authentication, the user'’s group attri- Administrators For administrative users Edit Clone
bute automatically maps the user to a ZoneDirector Students  Student users, student VLAN and filters Edit Clone
Create New

Test Authentication Settings Delete | ¢31-6 (6)&)

You may test your authentication server settings by providing a user name and password here. Search terms () Include all terms(_) Include any of these terms
Groups to which the user belongs will be returned and you can use them to configure the role.

provision this user’s DPSK for the proper WLAN and

Test Against | OpenLDAP-1 +

User Name  admin.user VLAN .

o (5

Password sessssss Show Password

role. User Name* Admin.user
. — Full Name “Principal Skinner |
To test this feature, use the Test Authentication pa
Settings feature built into ZoneDirector (navigate to P——— seesvese
the AAA Servers menu). ConfirmPassword* 00000
Role “Administrators ¢ |
To show how it works in a live environment, we've setup g
an OpenlLDAP user database with an administrative
- . User Name  Full Name Role Actions
user. In the LDAP database, this user is mapped to an
dmini In7 Di ick the d First.Last First Last Default Edit Clone Print
administrator group. In ZoneDirector, pick the data- e = T Foy
base and enter the credentials. This will test that the acb.User_Mobme User ZERO-T-role | Edit Clone Print
database is properly configured and that the user is Admin.user  Principal Skinner Administrators  Edit Clone Print
assigned to the correct role. Student.user  Milhouse Van Houten Students Edit Clone Print
Staff.user Groundskeeper Willie Staff Edit Clone Print
Lreate New Delete | ¢31-6 (6)&
Search terms (*)include all terms_Include any of these terms
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4. Next, create the remaining roles. The role setup
should be similar to previous setups.

5. Inthe local database, we need to create our users
next. Enter the name, password, and then select
the correct role.

A user can be added for each of the roles (admin,

Test Authentication Settings 0

You may test your authentication server settings by providing a user name and password here.
Test Against | Local Database +
User Name  Admin.user

Password = sssssess Show Password

Test Authentication Settings

You may test your authentication server settings by providing a user name and password here.
Test Against | Local Database =

User Name  Student.user

Password sesssssse Show Password

Test Authentication Settings

You may test your authentication server settings by providing a user name and password here.
Test Against | Local Database =

User Name  Staff.user

Password sesseese Show Password

staff, student). The final user list will look similar to
this.

6. Now its important to test the authentication set-
tings for each user to ensure that users will be
placed in the proper role and WLAN during
authentication.

That's it —role-based access control with Zero-IT acti-

vation. It's easy for IT staff, easy for users, and provides

flexibility with user policies and segmentation.

Note: To explore this lab in greater detail, use a man-
aged switch and a DHCP server. Create the VLANs on
the switch and the DHCP scopes on the DHCP server
for each VLAN. Connect a device to each WLAN
(@admin, staff, student) in turn. Observe the IP settings
and VLAN access granted to each user type.

Summary

For organizations trying to solve BYOD challenges, it
doesn’t have to be complex and cumbersome. With
easy to implement features like Zero-IT configura-
tion, Dynamic PSK, and simplified role-based access
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control, enterprises can leverage their existing net-
work resources to extend policies to their wireless
users. Ruckus makes it painless to get users connected
and provisioned with the correct network permissions.
After that, we keep them happily connected with reli-
able RF performance.

Appendix A

Configuring and Using DPSK Batch Generation

The DPSK batch generation tool is a way to manually
control per-user PSKs. This method of implementing
DPSKs creates a DPSK file with multiple PSKs that can
be offered to users or pre-configured on their devices.
The onboarding process is similar to traditional WPA2-
Personal networks, but it provides the added flexibility
and security of DPSK.

1. Start by creating a new DPSK WLAN. Navigate to
the Configure tab in the ZoneDirector Ul and then
select WLANS in the left pane. When the WLANSs
page is open, select Create New to make a new
WLAN.

2. Configure the WLAN as follows:
Name/ESSID = DPSK-batch

Description = Enter a useful description or leave
blank

Authentication Method = Open

Encryption Method = WPA2

Algorithm = AES

Password = Enter a long, complex passphrase
(this will not be given to users)

Zero-IT Activation = Enabled

Dynamic PSK = Enabled

Click OK.

In the advanced options, VLAN settings for this WLAN
can also be specified. To match this WLAN to a spe-
cific VLAN or assign different users to different VLANs
is simple. This is useful if we have authorization policies
on the wired network and want to extend those poli-
cies to wireless users.

How to BYOD with Ruckus Wireless

RuUckus

L

ZoneDirector

Dashboard _ Monitor m Administer
WLANs
WLANs

This taible Lists your cusment WLANS and provides basic details about them. Click Create New to add anoth
HName ESSID Description  Authentication Encryption  Actions

Create New Delete | €200 10)&a

Search tenms (®)include all terms_Include any of these terms.

WLAN Groups

‘This table Lists your cusment WLAN groups and provides basic details about them. Click Create New to add
Name Description Actions
Default Default WLANs for Access Points Edit Clone

Cratie Bew arila

Search terms (®include all terms{_Include any of these terms

Zero-IT Activation

Zere-IT Activation simplifies the configuration of users wireless settings. Ask users to connect their wirele
wireless devices will be configured automatically for WLANS that support Zero-T Activation.

Activation URL: hitps://192.168. 2. J4/activate
Authentication Server: | Local Database :

Dynamic PSK
To provide maximum security, each user is asiigned a unique pre-shared key (PSK) when they ascthate th
PSK Expiration: | Unlimited

Dynamic PSK Batch Generation

DPSK batch generation provides two facilities to create multiple Dynamic PSKs at once. You can specify t
downloaded for your reference. To download an example of profile, click here. The maximum allowable

AWLAN with Dynamic PSK enabled in the Default Role is needed before performing Dynamic PSK Batch G

2/

Editing (DPSK-batch)
‘General Options
Meme/ESSHr DPSK-batch ESSID| DPSK-batch
Description Manual DPSK generation and usage
WLAN Usages.
Type (._,)sumru Usage iFor most regular winsless networnk ciages. )
GUEst ACCESS (Gurit BCorid Police Bnd Boorsd control will be applied.)
Hotspat Service (WISPr)
Authentication Options
Method (#)Open (_Shared (_802.1x EAP (_MAC Address | BOZ.1x EAP « MAC Address
Encryption Options
Method WPA (S)WPAZ (IWPA-Mixed (_JWEP-64 (40 bit) (_/WEP-128 (104 bit) (_INane
Algorithm THIP (#)AES (_Auto
Passphrase® [€36hF5Tnl., wdD;FF;LK.
Options.
‘Web Authentication Enable captive portal/Web authentication
Users will b redioncted 10 8 Web portal for Buthertscation befose they Can BCCrs the WLAN )
Authentication Server

Local Database

Wireless Client solation (3)Mane

Local (winbess clients associated with the same A% will be unable to communicate with one asother locally.)

Full (Wirgless clients will be urable to communicate with eack other or 0oEss amy of the restricted subrets.)

Zero T Activation™ @ Enable Zero-IT Activation

[WLAN wten are provided with wireless configuration installer after they log in.)
Dynamic PSKTS [ Enable Dynamic P with |62  characters passphrase.
Priority (@ righ (Low
[+ Advanced Options.
= Advanced Options
Accounting Server Disabled 2 | Send Interim-Update every 10 minutes
Access Control L2/MAC | No ACLs # |L3/4/IP address | No ACLs
Rate Limiting Uplink | Disabled : |Downlink | Disabled 2

(Per Station Traffic Rate)

Multicast Filter Drop multicast packets from associated clients
ACCESS VLAN VLAN DTy | #@Enable Dynamic VLAN
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ACCESS VLAN = Enter VLAN ID (default = 1) The default DPSK file has stock user names and empty

Enable Dynamic VLAN = Enabled (check in box) MAC address bindings (we can customize these set-
tings if we use the DPSK import tool). When a DPSK is
used to connect to the network for the first time, the

3. While on the WLANS page, scroll to the Dynamic ZoneDirector will bind the device's MAC address to the

PSK Batch Generation section at the bottom.

The DPSK batch tool is essentially an interface for cre- TR e FNE netr R DESC SRS
o~ password.
ating DPSKs. If we have a list of users (and their MAC
address and assigned VLANSs), we can import a comma Password: [(7vpvb8uz7lcv@|OrUixSsdH7QIIZ8YHrd]
. . [ Show password
separated value (.csv) file here. Otherwise, we can let @ Remember this network
the ZoneDirector create a file for us with default user- _

. . T Cancel Join
names and the default VLAN. This tool has flexible Eain
Dynamic PSK Batch Generation
DPSK batch generation provides two facilities to create multipbe Dynaméc PSS at onoe. You can specify the number of DPSK or upload a profile DPSK
be downloaded for your reference. To download an example of profile, click here. The maximum allewable number of DPSKs is 1000.

Targecwaw: [ DPSK-batch ¢ 8. Testit and connect a client. Launch your wireless
Mumbser to Create: |50 " Dynamic VLAN 1D: o Upload a Profile: | Choose File | no file selected

connection utility, scan for the DPSK-batch SSID
and, using the first passphrase in the .csv file, con-
nect to the WLAN as you would to a traditional PSK

To downlaad the generated DPSK record, click here

options, but let's focus on a simple implementation for

How. network.
9. Success!
4. Select the DPSK-batch WLAN from the drop-down
list. This determines the SSID with which the gener- mﬁc‘:‘:" -
ated DPSKs will work. = Tese st 1] geneaied P a0 1] geneated corficates. ou anrevie th Dynaic 3K d Dy
5. Enter the number of unique DPSK users to create e B v T
(e.g. 50) and a VLAN ID if you want this set of users - e et e A e b R

Active Wired Clierts - ——— =
BarchDPSK_User 3 00:00-00:00:00:00 DPSK-batch 0 2012/06/06 16:26:4) Unlimited

to be auto-assigned to a SpeCiﬁC VLAN vvhen they Generated PSR/ Carts BatchOPSX_User 4 DO:00:00:00:00:00 DPSKbatch O  2012/08/D6 16:26:4) Unbimited

BatchDPSX_User $  D0:00:00:00:00:00 DPS-batch 0  2012/06/08 16:26:43 Uniimited

Ganerated Guest Pasies

connect. BMtchOPSK_User 6  00:00:00:00:00:00 DPSK-batch 0 2012/06/06 16:26:4) Unbimited

Rogue Devices BatChOPN User_7 00:00:00:00:00:00 DPUKbatch O 2012/06/D6 16:26:4) Uniemited

BatchDPSX_User 8  00:00-00-00:00:00 DPSX-batch O 2012/06/086 16:26:43 Unbimited

BatchDPS_Lser 9 DO-00-00-00:00:00 DPSbatch 0 1012/06/08 16:28:4) Unbsmited

1 i 1 AR Alurwa BanchDPSK_User 10 00:00:00:00:00:00 DPSX-batch 0 I012/06/08 16:26:4) Unbimited

6. Click Generate in the bottom right corner (not SSTSLR,S siu M S i B

Mash
BatchDPSX_User 17 00:00:00-00:00:00 DPSX-batch O 012/06/08 16:26:4) Unlimited

BatchDPSX_User 1) 00:00-00-00:00:00 DPSX-batch O 2012/06/06 16:26:4) Unbimited
BanchDPSX_User_14 00:00:00-:00:00:00 DPSK-batch 0  2012/06/08 14:26:4) Uniimited
BatchDPSH_User_15 D0:00:00:00:00:00 DPS-batch 0  2012/06/08 16:26:4) Unbimited

shown in image above). You should see a message
indicating success.

7. Click the link to download the generated DPSK
record, which will launch the .csv file download.

Search terms {S)inciude a8 terms | Include any of thess terms| Delete All

Open the file.
10. In the ZoneDirector GUI (Monitor > Currently
Active Clients), we will now see that BatchDPSK_
" e — T . L L — User_1 is an active client. And, we'll see (Monitor
R e e e e e R ;
B e e e e > Generated PSK/Certs) that the user’'s DPSK has
5| BatchD¥SK_User & eWiP@oT, I.\Aln’l-m‘) SaZ) | VELARA(EY e/ w  OXKEXT ING #[1-2 | AseAd OPSK batch  O0-00:00-00-00-00 L] Un:: ited .
EeTa e e e e == been mapped to the device's MAC address.
B |BacchDISK_User 7 S8 T DFSKbatch 000000000000 © Uniemited
9 BatchDPSK_User 8 g+ _*5: whrmC 16y 8 DPSK-batch 000070000700 00 0O Unbmited
10 BatchDPSK_User 3 M _ig’ . | {3TNYpEeA DPSK-batch O0-00-00-00-00:00 0 Unkmited
11| BatchOOSE_Lser_10 pPOIC i DRI Bateh & Unlkmited
12 | BatchDPSK_User_11 jdyn1pli | S{M00/aUfieAnneiO0W | jnFalZNan retd+ K5VE_Teoril|Q DPSK-batch  00-00:00-00-0000 0 Unbmited
13 | BatchDPSK_User_13 IL_rr | @ WP, P BTN ', DPSK-batch 00-00-00-00-00:00 0 Unkmited
14 | BacchCoSE_Uner_13 BIYOT H_rrC | | g (00 DPSK-batch 0 Unlimited
15 | BacchDPSK_User 14 “Njlee d2!@00s) pivTitl, FempPS@, V51 * UeyWr XMst @ /GOUFTL Thu DPSK-batch  00-00-00-00-00-00 0 Unbimited
2
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